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Introduction

The Cisco Certified Support Technician (CCST) Networking certification is designed to
be a first step into network engineering. The test is designed to validate an individual’s
skills and knowledge of computer network operation, as well as basic configuration and
troubleshooting. The CCST is also a first step toward the CCNA certification, which can
then lead into various expert-level certifications like the CCIE and CCDE.

Recommended Prerequisite Skills
While this text provides you with the information required to pass this exam, Cisco
considers ideal candidates to be those who

m Understand standards and concepts related to computer networks.
m Are able to identify and work with IPv4 and IPv6 addresses, networks, and subnets.
m Identify cables, connectors, media types, and their uses.
m Identify and use ports, lights, and other physical attributes of network devices.
m Understand basic routing and switching concepts.
m Explain basic network management tools, techniques, and best practices.
m Configure and troubleshoot a simple computer network.
m Describe the function of packet filters, firewalls, and other security devices and measures.
m Describe foundational security concepts.
m Configure basic wireless security.
The Exam Topics
The Cisco Certified Support Technician (CCST) Networking exam is broken down into

six major topic areas. The contents of this book cover each of the exam topic areas and
the topics included in them as outlined in the table that follows.

Exam Topic Area/Topic Covered in

1.0 Standards and Concepts Chapters 1, 6, 7,9, 12,
13, 14, 15, 16, 17

1.1 Identify the fundamental building blocks of networks. Chapters 1, 6

TCP/IP model, OSI model, frames and packets, addressing

1.2. Differentiate between bandwidth and throughput. Chapter 9

Latency, delay, speed test vs. Iperf

1.3. Differentiate between LAN, WAN, MAN, CAN, PAN, and | Chapters 7, 12, 13
WLAN.

Idenrify and illustrate common physical and logical nerwork
topologies.

1.4. Compare and contrast cloud and on-premises applications Chapter 17
and services.
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Exam Topic Area/Topic Covered in

Public, private, bybrid, SaaS, Paa$, IaaS, remote work/
bybrid work

1.5 Describe common network applications and protocols.

Chapters 1, 5, 14, 15, 16

TCP vs. UDP (connection-oriented vs. connectionless), FTP,
SFTP, TFTP, HTTP, HTTPS, DHCP, DNS, ICMP, NTP

2.0 Addressing and Subnet Formats Chapter 2
2.1 Compare and contrast private addresses and public addresses. | Chapter 2
Each IP address must be unique on the network

2.2 Identify IPv4 addresses and subnet formats. Chapter 2
Subnet concepts, Subnet Calculator, slash notation, and

subnet mask; broadcasts do not go outside the subnet

2.3 Identify IPv6 addresses and prefix formats. Chapter 2

Types of addresses, prefix concepts

3.0 Endpoints and Media Types

Chapters 4, 5,7, 8, 11

3.1 Identify cables and connectors commonly used in local area
networks.

Chapter 7

Cable rypes: fiber, copper, twisted pair; Connector rypes:
coax, RJ-45, RJ-11, fiber connector types

3.2 Differentiate between Wi-Fi, cellular, and wired network
technologies.

Chapters 7, 8

Copper, including sources of interference; fiber; wireless,
including 802.11 (unlicensed, 2.4GHz, 5GHz, 6GHz), cellular
(licensed), sources of interference

3.3. Identify types of endpoint devices.

Chapter 5

Internet of Things (IoT) devices, computers, mobile devices

3.4. Demonstrate how to set up and check network connectivity
on Windows, Linux, Mac, Android, and Apple mobile OS.

Chapters 4, 11

Nerworking urilities on Windows, Linux, Android, and Apple
operating systems; how to run troubleshooting commands;
wireless client sertings (SSID, authentication, WPA mode)

4.0 Infrastructure

Chapters 3, 10

4.1. Identify the status lights on a Cisco device when given
instruction by an engineer.

Chapter 10

Link light color and status (blinking or solid)

4.2. Use a network diagram provided by an engineer to attach
the appropriate cables.

Chapter 10

Patch cables, switches and routers, small topologies

4.3. Identify the various ports on network devices.

Chapter 10

Console port, serial port, fiber port, Ethernet ports, SFPs,
USB port, POE
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Exam Topic Area/Topic Covered in

4.4. Explain basic routing concepts. Chapter 3
Defaulr gateway, layer 2 vs. layer 3 switches, local network

vs. remote network

4.5. Explain basic switching concepts. Chapter 3

MAC address tables, MAC address filtering, VLAN (layer 2
network segment)

5.0 Diagnosing Problems

Chapters 4, 21, 22, 23

5.1. Demonstrate effective troubleshooting methodologies and
help desk best practices, including ticketing, documentation,
and information gathering.

Chapter 21

Policies and procedures, accurate and complete
documentation, prioritization

5.2. Perform a packet capture with Wireshark and save it to a
file.

Chapter 22

Purpose of using a packer analyzer, saving and opening a

.pcap file

5.3. Run basic diagnostic commands and interpret the results.

Chapter 4

ping, ipconfig/ifconfig/ip, tracert/traceroute, nslookup;
recognize how firewalls can influence the result

5.4. Differentiate between different ways to access and collect
data about network devices.

Chapter 21

Remote access (RDP, SSH, telnet), VPN, terminal emulators,
Console, Network Management Systems, Network Cloud
Management (Meraki), scripts

5.5. Run basic show commands on a Cisco network device.

Chapter 23

show run, show cdp-neighbors, show ip interface brief,
show ip route, show version, show inventory, show switch,
show mac-address-table, show interface, show interface x,
show interface status; privilege levels; command belp and
auto-complete

6.0 Security

Chapters 11, 18, 19, 20

6.1. Describe how firewalls operate to filter traffic.

Chapter 20

Firewalls (blocked ports and protocols); rules deny or permit
access

6.2. Describe foundational security concepts.

Chapters 18, 19

Confidentialiry, integrity, and availability (CIA);
authentication, authorization, and accounting (AAA);
Multifactor Authentication (MFA); encryption, certificates,
and password complexity; identity stores/databases (Active
Directory); threats and vulnerabilities; spam, phishing,
malware, and denial of service
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Exam Topic Area/Topic Covered in

6.3. Configure basic wireless security on a home router (WPAx). | Chapter 11

WPA, WPA2, WPA3; choosing between Personal and
Enterprise; wireless security concepts

Steps to Becoming a Cisco Certified Support Technician (CCST)
The CCST Networking certification demonstrates an individual’s skills and knowledge of
entry-level networking concepts and topics. The certification demonstrates foundational
knowledge and skills needed to show how networks operate, including the devices,
media, and protocols that enable network communications. The CCST Networking exam
is 50 minutes long and tests your knowledge of: Standards and Concepts, Addressing and
Subnet Formats, Endpoints and Media Types, Infrastructure, and Diagnosing Problems.

Signing Up for the Exam
The steps required to sign up for the Cisco Certified Support Technician (CCST)
Networking exam:

1. Create a Certiport account at https://www.certiport.com/portal/SSL/Login.aspx.

2. Once you have logged in, make sure that "Test Candidate” from the drop-down menu
is selected.

Click the Shop Available Exams button.
Select the Schedule exam button under the exam you wish to take.

Verify your information and continue throughout the next few screens.

o g o

On the Enter payment and billing page, click the Add Voucher or Promo Code
button if applicable. Enter the voucher number or promo/discount code in the field
below and click the Apply button.

7. Continue through the next two screens to finish scheduling your exam.

Facts About the Exam
The CCST Networking exam will be delivered by Certiport and can be administered
through Certiport Authorized Testing Centers (CATCs).

The exams will also be available through Certiport’s OnVUE platform, their online
testing platform, which offers online proctoring for individual candidates.

TIP Refer to the Cisco Certification site at www.cisco.com/c/en/us/training-events/
training-certifications/certifications/entry/ccst/fags.html for more information regarding
this certification.
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About the Cisco Certified Support Technician CCST Networking
100-150 Official Cert Guide

This book maps directly to the topic areas of the exam and uses a number of features to
help you understand the topics and prepare for the exam.

Objectives and Methods
This book uses several key methodologies to help you discover the exam topics on which
you need more review, to help you fully understand and remember those details, and to
help you prove to yourself that you have retained your knowledge of those topics. This
book does not try to help you pass the exam only by memorization; it seeks to help you
to truly learn and understand the topics. This book is designed to help you pass the Cisco
Certified Support Technician (CCST) Networking exam by using the following methods:

m Helping you discover which exam topics you have not mastered
m Providing explanations and information to fill in your knowledge gaps

m Supplying exercises that enhance your ability to recall and deduce the answers to
test questions

m Providing practice exercises on the topics and the testing process via test questions
on the companion website

Book Features

To help you customize your study time using this book, the core chapters have several
features that help you make the best use of your time:

m Foundation Topics: These are the core sections of each chapter. They explain the
concepts for the topics in that chapter.

m Chapter Review: After the “Foundation Topics” section of each chapter, the
“Chapter Review” section lists a series of study activities that you should do at the
end of the chapter:

m Review All the Key Topics: The Key Topic icon appears next to the most impor-
tant items in the “Foundation Topics” section of the chapter. The Review All Key
Topics activity lists the key topics from the chapter, along with their page numbers.
Although the contents of the entire chapter could be on the exam, you should defi-
nitely know the information listed in each key topic, so you should review these.

m Key Terms You Should Know: Although the exam may be unlikely to ask a ques-
tion such as “Define this term,” the exam does require that you learn and know
a lot of related terminology. This section lists the most important terms from the
chapter, asking you to write a short definition and compare your answer to the
glossary at the end of the book.

m Concepts and Actions: Confirm that you understand the content that you just
covered by completing the Concepts and Actions exercise, which you can find in
the online Appendix B.

m Web-based practice exam: The companion website includes the Pearson Cert
Practice Test engine that allows you to take practice exam questions. Use it to
prepare with a sample exam and to pinpoint topics where you need more study.
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How This Book Is Organized
This book contains 23 core chapters—Chapters 1 through 23. Chapter 24 includes
preparation tips and suggestions for how to approach the exam, and Chapter 25 is a
“living document” that will be updated online should any of the certification coverage
and parameters change. Each core chapter covers a subset of the topics on the Cisco
Certified Support Technician (CCST) Networking exam. The core chapters map to the
Cisco Certified Support Technician (CCST) Networking exam topic areas and cover the
concepts and technologies that you will encounter on the exam (see the table in “The
Exam Topics” section for coverage of each topic by chapter).

The Companion Website for Online Content Review

All the electronic review elements, as well as other electronic components of the book,
exist on this book’s companion website.

To access the companion website, which gives you access to the electronic content with
this book, start by establishing a login at ciscopress.com and register your book.

To do so, simply go to ciscopress.com/register and enter the ISBN of the print book:
9780138213428. After you have registered your book, go to your account page and
click the Registered Products tab. From there, click the Access Bonus Content link to get
access to the book’s companion website.

Note that if you buy the Premium Edition eBook and Practice Test version of this book
from Cisco Press, your book will automatically be registered on your account page. Sim-
ply go to your account page, click the Registered Products tab, and select Access Bonus
Content to access the book’s companion website.

Please note that many of our companion content files can be very large, especially image
and video files.

How to Access the Pearson Test Prep (PTP) App

You have two options for installing and using the Pearson Test Prep application: a web
app and a desktop app. To use the Pearson Test Prep application, start by finding the
registration code that comes with the book. You can find the code in these ways:

m Print book: You can get your access code by registering the print ISBN
(9780138213428) on ciscopress.com/register. Make sure to use the print book
ISBN regardless of whether you purchased an eBook or the print book. Once you
register the book, your access code will be populated on your account page under
the Registered Products tab. Instructions for how to redeem the code are available
on the book’s companion website by clicking the Access Bonus Content link.

® Premium Edition: If you purchase the Premium Edition eBook and Practice Test
directly from the Cisco Press website, the code will be populated on your account
page after purchase. Just log in at ciscopress.com, click Account to see details of
your account, and click the digital purchases tab.
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NOTE After you register your book, your code can always be found in your account
under the Registered Products tab.

Once you have the access code, to find instructions about both the PTP web app and the
desktop app, follow these steps:

Step 1.  Open this book’s companion website, as shown earlier in this Introduction
under the heading “The Companion Website for Online Content Review.”

Step 2.  Click the Practice Exams button.

Step 3.  Follow the instructions listed there both for installing the desktop app and for
using the web app.

Note that if you want to use the web app only at this point, just navigate to
pearsontestprep.com, log in using the same credentials used to register your book or
purchase the Premium Edition, and register this book’s practice tests using the registra-
tion code you just found. The process should take only a couple of minutes.

Customizing Your Exams
Once you are in the exam settings screen, you can choose to take exams in one of
three modes:

® Study mode: Allows you to fully customize your exams and review answers as you
are taking the exam. This is typically the mode you would use first to assess your
knowledge and identify information gaps.

m Practice Exam mode: Locks certain customization options, as it is presenting a realistic
exam experience. Use this mode when you are preparing to test your exam readiness.

m Flash Card mode: Strips out the answers and presents you with only the question
stem. This mode is great for late-stage preparation when you really want to challenge
yourself to provide answers without the benefit of seeing multiple-choice options.
This mode does not provide the detailed score reports that the other two modes do,
so you should not use it if you are trying to identify knowledge gaps.

In addition to these three modes, you will be able to select the source of your questions.
You can choose to take exams that cover all of the chapters, or you can narrow your
selection to just a single chapter or the chapters that make up specific parts in the book.
All chapters are selected by default. If you want to narrow your focus to individual
chapters, simply deselect all the chapters and then select only those on which you wish
to focus in the Objectives area.

You can also select the exam banks on which to focus. Each exam bank comes complete
with a full exam of questions that cover topics in every chapter. The two exams printed
in the book are available to you as well as two additional exams of unique questions. You
can have the test engine serve up exams from all four banks or just from one individual
bank by selecting the desired banks in the exam bank area.
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There are several other customizations you can make to your exam from the exam set-
tings screen, such as the time of the exam, the number of questions served up, whether
to randomize questions and answers, whether to show the number of correct answers for
multiple-answer questions, and whether to serve up only specific types of questions. You
can also create custom test banks by selecting only questions that you have marked or
questions on which you have added notes.

Updating Your Exams
If you are using the online version of the Pearson Test Prep software, you should always
have access to the latest version of the software as well as the exam data. If you are using
the Windows desktop version, every time you launch the software while connected
to the Internet, it checks if there are any updates to your exam data and automatically
downloads any changes that were made since the last time you used the software.

Sometimes, due to many factors, the exam data may not fully download when you
activate your exam. If you find that figures or exhibits are missing, you may need to
manually update your exams. To update a particular exam you have already activated
and downloaded, simply click the Tools tab and click the Update Products button.
Again, this is only an issue with the desktop Windows application.

If you wish to check for updates to the Pearson Test Prep exam engine software,
Windows desktop version, simply click the Tools tab and click the Update Application
button. This ensures that you are running the latest version of the software engine.
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Part |
Foundations

Computer networks are almost magical: you send an image from this device, and it appears
on some other device almost instantly, even when there is no apparent physical connection
between the two devices. The reality is far more commonplace that it appears from the
outside.

Thinking About Moving Packets

There is, in fact, a direct physical connection between all the devices on planet Earth (and
network-connected devices in space!) over which signals are carried between devices, no
matter how remote. The magic has, as it turns out, a physical connectivity infrastructure just
as real as roads.

This book begins the process of untangling the magic behind computer networking, from
the physical through the logical.

Because shipping packages is similar to shipping packets—an idea suggested by Rick
Graziani—the first chapter begins by describing transporting packets as if they were
physical packages.

Just like a shipping network, however, a computer network does not end with physical
connections, whether optical, copper, or radio transmissions through the air. It takes a lot of
information to transfer stuff from one place to another. For the shipping network, the infor-
mation required to get a package from one place to another is cleanly separated from the
package itself.

Before we can dive into computer networking proper, however, there are a few topics worth
mentioning—words, thinking, and change.

Thinking About Words

Computer networks are messier than the physical supply chain. In computer networks, the
packages being shipped are, themselves, made of information. This makes the words we use
to talk about computer networks difficult; marketing often takes over where technology
ends, leaving us with multiple, overlapping meanings attached to a single word.

These overlapping meanings often makes it hard to talk to one another clearly. The first part
of almost every technical discussion will be spent clarifying what words mean.

This book will try to avoid the mess of terminology by adopting rechnical terms. A techni-
cal term is not one that is technical, but rather a word for which a single meaning, out of the
total range of possible meanings, has been chosen as “the” meaning. Each time you see the
word switch, for instance, throughout this book, it will have a single, definite meaning.
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This approach makes it easier for me, the author, to communicate clearly to you, the
reader—Dbut the real world does not work this way. In the real world, once you are outside
this book, you will need to remember that words in computer networking—even simple
ones—might have a range of meanings.

It’s important to be sensitive to this reality.

Each time a word is defined in the text, two definitions will be given. The first will be the
single (technical) meaning used throughout this book. A second part of the definition will
describe a range of definitions used within the world of computer networking.

Thinking About How to Think

As you dive into this book, working toward this certification in computer networking, it’s
important to know how to think about computer networks. Learning two basic concepts will
help you on your journey toward understanding networks.

Abstraction is a way of dealing with complexity. As a way of thinking, abstractions group
things in some way—because they are alike, different, chronologically ordered, or something
else. No one says, “I'll meet you out in the area with thousands of grass blades, many kinds
of flowers, and trees along the edges.” Everyone says, “I’ll meet you at the field.”

Engineers must be able to see groups of things as abstractions, and then to break groups of
things apart into their components—mentally—to deal with complexity.

The problem and solution mindset is the second critical thinking skill engineers must have.
Quickly finding the problem, understanding the kind of problem it is, knowing the broad set
of solutions available for the problem, and then being able to pinpoint the best solution for
the problem—these things are the hallmark of good engineering.

Thinking About Change

Technology is always changing. Networking technologies are not an exception.

In some ways, change is good. There is always something interesting or exciting going on
the world of technology. There are new inventions, new ideas, and new ways of doing things.
Things are always getting faster, more efficient, or easier.

On the other hand, constant change is bad. After a while, change itself becomes monotonous
and boring. It’s hard to find a foothold on a constantly pitching deck.

One way of countering the constant movement is to separate the fundamentals—the prob-
lems and solutions, the ways of thinking—from their implementations in the real world. This
book will give you the foundations you need to understand the basics, and to ask the right
questions to build on those basics, achieving excellence as a network engineer.

Laying the Foundation

Computer networks are as vital to the modern world as any other kind of network—the
transportation system, the supply chain, and the organization.

Let’s begin by looking at the basic problems a computer network must solve to transport
data between two devices: packaging things for shipment and finding the path to reach the
destination.
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The chapters in this part of the book are as follows:
Chapter 1: Shipping Things
Chapter 2: Addresses
Chapter 3: Routing and Switching
Chapter 4: Wired Host Networking Configuration
Chapter 5: What’s in a Network?
Chapter 6: Network Models
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Shipping Things

This chapter covers the following exam topics:

1. Standards and Concepts
1.1 Identify the fundamental building blocks of networks.

TCP/IP model, OSI model, frames and packets, addressing
1.5 Describe common network applications and protocols.

TCP vs. UDP (connection-oriented vs. connectionless), FTP, SFTP, TFTP,
HTTP, HTTPS, DHCP, DNS, ICMP, NTP

Let’s say you have something to ship to a friend—a necklace, a book (like this one), a poster,
or a dog. Okay, maybe you don’t want to ship a dog, but the process is the same for just
about everything else. You

1. Put the item in a box.
2. Seal the box.
3. Put an address on the box.

4. Take the box to a shipper (the post office, a commercial shipper, etc.).

Shipping an item is a simple process from the outside, but simple and easy are not the same
thing. Packages are delayed, damaged, and lost; someone must figure out how to track each
package. Each address must be at least somewhat unique, and someone must know how

to relate a person to a location. Someone must figure out how to move the package along
well-known routes and what kind of transportation to use (boat, train, truck, airplane, or
bicycle?).

And all these things must happen at a hard-to-imagine scale. Millions of packages must be
sealed, addressed, shipped, and received daily.

Because the physical process of packaging data to carry it through a network is similar
enough to shipping a physical item halfway across the world, it is helpful to start with mate-
rial things.

“Do | Know This Already?” Quiz

Take the quiz (either here or use the PTP software) if you want to use the score to help you
decide how much time to spend on this chapter. Appendix A, “Answers to the ‘Do I Know
This Already?’ Quizzes,” found at the end of the book, includes both the answers and expla-
nations. You can also find answers in the PTP testing software.
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Table 1-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Section Questions

The Purpose of Packaging 1,2
Addressing 3,4,5
Packaging Data 6,78
Tunnels 9

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chap-
ter. If you do not know the answer to a question or are only partially sure of the answer, you
should mark that question as wrong for purposes of the self-assessment. Giving yourself
credit for an answer you incorrectly guess skews your self-assessment results and might pro-
vide you with a false sense of security.

1. What is packaging a piece of data called to add an address and other metadata?
a. Packet
b. Encapsulation
c. Labeling
d. Packaging
2. What is metadata?
a. Virtual data; used in computer networks to describe a virtual interface

b. Information about Information; used in computer networking to describe the
source, destination, and other information about a frame, packet, or segment

c. Tunnel data; used in computer networks to describe the path a packet should take
through the network

d. Data that does not exist

3. What is a physical address?
a. An address identifying a single physical interface
b. An address identifying a single logical interface
c. An address identifying a single host or device
d. An address identifying a single application

4. What is an interface address?
a. An address identifying a single physical interface
b. An address identifying a single logical interface
c. Anaddress identifying a single host or device
d. An address identifying a single application

5. What is a port?
a. Anaddress identifying a single physical interface
b. An address identifying a single logical interface
c. An address identifying a single host or device
d. Anaddress identifying a single application
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6. What is a frame?
a. Data packaged to be moved from one host to another

b. Data packaged to be moved from one application to another
c. Data packaged to be moved from one physical interface to another
d. Data packaged to be moved from one application to a physical interface
7. What is a packet?
a. Data packaged to be moved from one host to another
b. Data packaged to be moved from one application to another
c. Data packaged to be moved from one physical interface to another
d. Data packaged to be moved from a host to a physical interface
8. What is a segment?
a. Data packaged to be moved from one host to another
b. Data packaged to be moved from one application to another
c. Data packaged to be moved from one physical interface to another
d. Data packaged to be moved from a host to an application
9. What does a tunnel hide in a computer network?
a. The contents of the packet
b. The source and destination physical interfaces
c. The original destination addresses
d. The original packet’s protocol

Foundation Topics

The Purpose of Packaging

Packaging is the first step in shipping. Let’s look at packaging in the physical world and then
consider how packaging in networking is similar and different.

The Physical World

Most people package things to protect them during shipment. We usually place an item in at
least two packages—the commercial packaging, which tells us about the item, and an outer
package protecting the inner packaging and the item itself.

Packaging, however, is not limited to protecting things.

A second purpose for packaging is to hide what we’re shipping. When you ship a present to
a friend, you will place the commercial packaging inside another box, then wrap the box so
your friend cannot see what’s inside until they rip the wrapping off. This wrapped package is
placed inside a shipping box—so we now have three layers of packaging.

Packages might also be placed inside packages to keep related items together. If you buy a
computer, it is likely to come in one large box. When you open the large box, you find sepa-
rate boxes for the keyboard, processing unit, etc.

Finally, packages are placed inside other packages to make them easier to handle. Putting them
all on a pallet is easier if you have several hundred packages to load into a container (for trans-
port via ship, truck, or train). Moving one pallet is easier than moving a hundred separate boxes.
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Figure 1-1 illustrates these layers of packaging.
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Figure 1-1 Physical Shipping Packages
In Figure 1-1:
The manufacturer wraps the item in commercial packaging.
The shipper wraps the commercial packaging in gift wrap.
The shipper wraps the gift-wrapped package in a shipping box.

A driver picks up the shipping box and delivers it to a warehouse or shipping facility.

a s ubd2

The shipping company adds the shipping box to a pallet with other shipping boxes
addressed to recipients in the same geographic area.

6. The shipping company places the pallet on a flight, train, ship, or other transport.

Each container is broken down at the other end until the recipient gets to the item.

Computer Networks
We tend to think of networks as being somehow “not connected to the real world.” We put
a picture in over here, and it pops out over there—but data is still physical. Pictures are
encoded in physical signals of some kind, the physical bits need to be moved to the receiver,
and the receiver needs to display the image based on the bits received.

We use different words to describe the packaging. Figure 1-2 illustrates the transmission
process for computer networks.
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Figure 1-2 Packaging in Computer Networks
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As you do when shipping physical packages, you start with something to send—in this case,
data. Application A wants to send data to application E. To do this, it puts the data in a pack-
age, or encapsulates it, and hands it off to the host, B.

Host B then puts the data into a second package and hands it off to a local network inter-
face. The local interface then puts the data into a third package and transmits it across the
physical link C toward the interface on host D.

Once the interface on host D receives the data, it removes the outer package and hands off
the inner package to the host (or the software within the host—the operating system). The
host software then removes the outer package (once again) and sends the innermost package
to application E.

Application E then removes the innermost package and uses the data.
The words used in this process are not the same as physical shipping; let’s go through a few.

Encapsulating is putting data inside a new package. When you take an existing data pack-
age and put it into another package—a larger box, in other words—you are encapsulating it.
The box the data is put into is called encapsulation.

Much like there are commercial packaging, shipping boxes, and pallets in physical shipping,
each encapsulation has a name in computer networking:

m A frame is data encapsulated with the information needed to move from one physical
interface to another physical interface.

m A packet is data encapsulated with the information needed to move from host to host.

m A segment is data encapsulated with the information needed to move from applica-
tion to application. A segment may also be called a datagram.

Sometimes you have several related items to send that will not fit into a single box. You

can send them as a set of shipments, each somehow marked, so they are received and “pro-
cessed” in the same order. In computer networking, applications often send information this
way: an image or song will not fit into a single packet. It might take tens of thousands of
packets to send a single piece of information or a set of interrelated pieces of information.

Some protocols allow two applications to form a session to transfer information in streams,
which supports breaking large pieces of data into smaller chunks for transmission or even
collecting related information into a single group. Part III of this book, “Services,” will con-
sider the idea of a transport service that carries data streams in more detail.

Looking at Figure 1-2, you might notice what looks like layers—the applications communi-
cate to one another across the top, the hosts communicate to one another in the middle, and
the interfaces communicate to one another along the bottom. These are called just that—
layers—in a computer network.

These layers are the basis for models of computer network operation. Chapter 6, “Network
Models,” will consider models more fully.

NOTE While frame is rarely substituted for packer, packet is often substituted for frame
or segment. Engineers often call data moving through the network packets regardless of the
encapsulation or layer.
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Chapter 1: Shipping Things 11

Addressing

Packaging also gives us a place to put the origin and destination addresses. The address tells
the shipper ro whom and where a package should be delivered.

The Physical World

It’s not so obvious the address on a package might change over the shipping process;
Figure 1-3 illustrates.

-~ &

Delivery
Wrapped Truck
ltem Package Long-Distance
(no address) (recipient’s name) Pallet Freight
(warehouse’s (city, airport code, etc.)
Commercial physical address)
Package Shipping Box
(no address) (recipient’s
physical address)

Figure 1-3 Labels and Addresses Through the Shipping Process

The item itself does not have an address. Because it is used by whoever happens to own or
have physical possession of it, there is no real need for an address here (although you some-
times see people put their names on toys, serving dishes, and other items). The commercial
package, likewise, does not have an address.

The wrapped gift, however, will normally have a name or some form of identification. It’s
long been a tradition in our house to wrap Christmas presents so each person has their own
“wrapping paper,” which eliminates the need for tags.

However, this use of wrapping paper as an identifier is a good example of the importance
of context when reading an address. There isn’t any need for any address other than a name
when the package is destined for someone in the same house.

The context of an address is its scope—the range in which the address makes sense without
any other information. The scope of a gift tag is within a single household, office, or other
small groups of people.

Once the package has been placed in a shipping box, the recipient’s physical address is
attached to the outside in some way. The recipient’s address is not always clear-cut; the
address may include a “care of” indicating a business or caretaker.

When we move from the gift tag to the shipping label, the scope of the address changes. The
scope contains a lot more possible people and locations. Because of this, the label must have
a lot more information.

The scope changes once again when the shipping box is combined with many other boxes
and placed on a pallet. The shipping company will address the pallet to a warehouse or ship-
ping facility. Again, this address represents a physical location within the shipping network.
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Finally, the entire airplane itself acts as a shipping container. The destination, in this case, is
not on the airplane but rather in the flight plan, and the destination is a city or airport.

Moving from the gift tag to the shipping box increased the scope and the amount of infor-
mation on the label simultaneously. More information is needed because the package no
longer has the context of a small group of people.

Moving from the shipping label to the pallet label, however, reduces the information on the
label. Why is this?

Because the person moving the pallet around does not want (or need) to know the shipping
address of every box on the pallet. Knowing the destination address of every box on the pal-
let would be confusing rather than helpful. Forcing the person moving the pallet to read all
those addresses would also waste time and energy, so it would be inefficient.

Addressing the pallet to a shipping facility rather than the destination of every box on the
pallet is a form of abstraction; just the name of the city represents all the addresses within a
city, a postal code, an airport code, or the location of a shipping warehouse. Abstraction is
one of the most important concepts in network engineering.

Computer Networks

Data moving through a network also has a hierarchy of labels, much like physical shipping;
Figure 1-4 illustrates.

. application address

s logical interface Ta
address -
| . physical i
i .- interface . i
! " address !
7> ¢ y

Vo

Figure 1-4 Hosr Addresses

For historical reasons, the names of the different addresses used in computer networks often
overlap.

A physical interface address was originally tied to an individual, physical computer
interface.

As computers became more powerful and new applications developed, the direct relationship
between physical interface addresses and physical interfaces ended.

First, virtual interfaces, which emulate physical interfaces, were invented. Virtual interfaces
are like a pen or stage name; a single (physical) person has multiple identities, each of which
is “used” in a different situation, and each of which can have a different “personality.” Aliases
and multiple usernames across social media and gaming sites are another instance of the
same kind of thing. A single person represents themselves using multiple identities, each of
which might have slightly different characteristics.
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Chapter 1: Shipping Things 13

A virtual interface may also be called a logical or software interface. While these three
have slightly different meanings, in this book, all three will be called an interface or virtual
interface.

Second, a single physical interface may also have multiple physical addresses—like an apart-
ment building with multiple physical addresses within the same physical space or multiple
businesses with offices in the same building.

Physical interface addresses are

m Often shortened to physical address.

m Called Media Access Control (MAC) addresses. The Institute of Electrical and
Electronics Engineers (IEEE) uses this term to describe the address of an interface that
controls access to a physical transmission medium, such as a copper, optical, or wire-
less link. Part II of this book discusses physical links in more detail.

m Called the Layer 2 address. The name “Layer 2” is taken from the second layer of the
Open Systems Interconnection (OSI) model. Chapter 6 will consider the OSI model in
more detail; for now, note the Layyer 2 address is the address of a physical or virtual
interface.

NOTE I use the term physical address throughout this book to refer to these kinds of
addresses.

or network software, which is part of the host’s operating system, manages this logical

Key The logical interface address was originally tied to a logical interface. The nerwork srack
interface.

As with the physical address, the meaning and use of the logical interface address have
expanded and changed. Logical interface addresses can identify a virtual interface, and a
single interface may have multiple addresses (in fact, most logical interfaces have multiple
addresses).

Logical interface addresses are

m Often shortened to interface address.

m Called a hosr address. Some networking technologies identify an entire host with a
single address (often called an identrifier), and some devices have only a single interface.

m Called an Interner Prorocol (IP) address. In most networks, the logical interface address
will be an Internet Protocol (IP) address of some type, so this address is also called the
IP address. There are many other kinds of logical interface addresses than IP.

m Called a Layer 3 address because these addresses are at the third layer of the OSI
model. Chapter 6 describes the OSI model in detail.

B Because the third layer of the OSI model is called the nerwork layer, these addresses
are also sometimes called nerwork addresses. The term network address has a dif-
ferent meaning, described in a later chapter—terms in networking often have multiple
meanings, which can be confusing.
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Key

NOTE A logical interface address is called an interface address or IP address throughout
this book.

Applications have addresses too—addresses that only make sense within the context of
an individual host. These addresses are called ports, sockets, or sometimes service
identifiers. From the network’s perspective, the application is represented as a port or
service identifier. The application is represented as a socket from the perspective of the
software running on the host.

NOTE Applications running on individual hosts are identified using ports throughout this
book.

Table 1-2 provides a quick reference to all the different names of addresses and how they are
related.

Table 1-2 Addresses

Name Description Alternate Names

Physical address | A media access address Layer 2 address
associated with a physical or | \fAC address
virtual computer interface

Interface address | An address associated with a | Layer 3 address

logical software interface Logical interface address

Host address

IP address
System ID or NET
Port A communication channel to |Socket
an application running on a
host

Hosts and Devices

Before we move more deeply into packaging, it is worth mentioning two other words used in
computer networking with overlapping meanings: host and device.

When computers were large enough to be shared resources, the hosr “hosted,” or ran, soft-
ware, while the rerminal allowed users to access the computer. Devices, on the other hand,
were things like printers and keyboards. When desktop computers (called microcomputers
at the time) became commonplace, they were called hosts for the same reason: they hosted
(ran) software applications.

Embedding computers in more (and smaller) devices blurs the line between the host and
device. No clear line between the two kinds of devices any longer exists.

I will use the term hosr throughout this book to describe what most people consider a stan-
dard computer, like a desktop or laptop. Device describes anything connected to a network,
like printers, tablets, doorbells, and toasters.
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Chapter 1: Shipping Things 15

Packaging Data
Physical packaging is intuitive; cardboard boxes, plastic bags, bubble bags, envelopes,
pallets, and crates are all common. What about data? You cannot put a digital image in a
cardboard box and push it through a copper wire, so how do you package data?

What does encapsulation do in a computer network, and what does it look like?

Encapsulation is putting a header in front of the data describing

m The source of the data, the source address
m The destination, the desrination address

m The service this data needs to be passed to when it reaches its destination to be
processed

®m Any other information needed for the network to forward the data from the source to
the destination

Information about the packet is always added to the front of the packet, so it is carried in a
packet beader. A new header is added with the correct information to encapsulate a packet,
as shown in Figure 1-5.

Ke

Togic Q SN T ——— [aam
T |SP|DP| o |

B 4 BN sP[or] data |

,7\

BN sP[op] cata |, 7 = o
sl o ]

[sP|lpP| data | |

8

Figure 1-5 Encapsulation Process

Each step in the process is shown as a number on the illustration:

1. Application A creates some data it would like to send to application E. The data might
be an image, text message, emoji, or any kind of digital data.

2. Application A encapsulates the data in a header containing (at least) source and
destination ports (SP and DP in the illustration).
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3. Host B’s network stack will determine the correct interface address to send the data.
Host B’s network stack will determine the correct destination is an interface address
on host D and add a new header on the packet with the correct source and destination
addresses (SA and DA in the illustration). Host B will also add a prorocol number indi-
cating which process on host D should process the information. The protocol number
is just like a socket, but it is an address for a network stack rather than an application.

4. Host B’s network stack will send the newly encapsulated data to the physical interface
through which host D can be reached. The physical interface will add another header
containing host B’s physical address as the source and host D’s address as the destina-
tion (SA and DA in the illustration). At this point, the data is contained inside a packet,
which is then contained inside a frame.

5. When host D receives the frame, the physical interface software will recognize “this
frame is for me” by examining the outermost header’s destination address. After deter-
mining whether it should process the packet, host D’s physical interface software will
use information in the outer header to determine which process should process the
information contained in the frame using the prorocol number. Once the physical
interface software at host D determines where it should send the packet on the local
host, it strips the outer header, de-encapsulating the frame.

6. The network stack at host D receives the packet and uses the socket number to deter-
mine which application running on the local host should receive this information. Once
it has determined the correct application, the network stack strips the outer header,
de-encapsulating the packet, and leaving just the application’s header on the data.

7. Application E receives the packet, examines the remaining header for useful
information, then strips this final header and processes the data.

One additional encapsulation layer—the transport protocol—has been left out of this
description for clarity (step 8 in Figure 1-5). Chapter 14, “Network Transport,” examines
transport protocols in more detail.

What Is a Protocol?

If you were to meet the queen or president of some country, you would need to follow a
protocol—when to speak, when to bow, when to curtsy, when to leave, etc. When you read
a book, you read from left to right in some languages and from right to left in others. You
introduce yourself when you attend a gathering the first time, such as a church or bingo
game.

All of these are protocols.

A protocol is nothing more than a way of doing things. Communications protocols have a
dictionary—what symbols mean—and a grammar—the proper ordering of elements like
nouns and verbs, or even the way the context of a symbol changes its meaning.

Computers are communication networks, so they have protocols. Network protocols, for
instance, determine how Os and 1s translate into numbers, letters, and actions.

All the protocols in computer networks fall into one of two categories—transport and
routing—both of which are covered in more detail later in this book.
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Chapter 1: Shipping Things 17

NOTE Transport protocols are also sometimes called routed protocols, which should not
be confused with a routing protocol. This book uses the term transport protocol rather
than routed protocol, because not all transport protocols are routed, and routable transport
protocols are not always routed.

What Is Metadata?

Data is straightforward: it is just knowledge about something. For instance, if you know
someone’s favorite color, music group, or car, you have data about them.

Key Metadata is just as easy to define: metadata is data about data (or information about
Topic information).

Defining something is not the same thing as making sense of (or understanding) it. Perhaps a
real-world example will help.

The batting average of a baseball team and the scoring average of a football team are both
data—information about the team. The rrend of the batting and scoring averages can be
considered metadata. While the trend is information about the team, it is also about the bat-
ting and scoring averages. In many situations, classifying a piece of information as either
data or metadata is a matter of perspective.

The difference between data and metadata is more apparent in building packets to carry
through a computer network.

An address is data when used to describe an interface or host.

An address is metadata when used to describe where a piece of data needs to be delivered.
The delivery address is something you know about the data; hence, it is metadata.

Tunnels

Tunnels are one of the most challenging concepts to understand in computer networks
because there are few real-world examples and because so many things seem to be
tunnels—but they are not.

The word runnel evokes a tunnel through a mountain or under a body of water—Ilike the
Lincoln Tunnel crossing under the Hudson River between New Jersey and New York. Tunnels
in computer networks do not go under something else; instead, they usually go over some-
thing else.

The sense we can bring from real-world tunnels to a computer network is they hide things. If
you are sitting on a boat on the Hudson River directly above the Lincoln Tunnel, you would
not have any idea there are hundreds of people driving along under you.

work from the underlying network by encapsulating it. Specifically, a tunnel hides the origi-

Key In the same way, a computer network tunnel hides packets being carried through the net-
Topic
nal source and destination from the network over which the tunnel passes.

Another way of understanding a tunnel is through the head-end and rail-end. The head-end
of a tunnel is where the encapsulation is added, and the tail-end is where the encapsulation is
removed.
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This description makes it sound as though the encapsulation of a packet into a frame is a
form of tunneling, though, and it is not. Why not? Because tunnels go over in a network
rather than under. Physical interfaces are logically under logical interfaces; encapsulating
packets into frames so one physical interface can transmit the data to another physical inter-
face is under.

Figure 1-6 illustrates tunneling.
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Figure 1-6 A High-Level Overview of Tunneling
In Figure 1-6,

1. The application, A, encapsulates some data (APP HDR in the illustration) and sends it
to a local interface.

2. The interface application A sends the data to is virtual. From application A’s perspec-
tive, there is no difference between the physical and virtual interfaces. The virtual
interface processes the packet the same way any other interface would, encapsulating
the packet into a new header (VI HDR in the illustration). This VI HDR hides the origi-
nal destination from lower layers by adding a second set of addresses to the packet.

3. Host B’s network stack treats this packet like any other, processing it and sending it to
the destination address provided in the outermost header. In this case, the outermost
address will be a tunnel endpoint rather than host D’s interface address.

4. Host B’s physical interface software will (finally) encapsulate the packet with a header
containing host D’s physical address.

The critical point here is not the kind of header used by the virtual interface to encapsulate the
packet but rather the destination address. If the destination address is a type of interface that
would normally be below the virtual interface, and the destination must de-encapsulate the
packet before discovering its “true destination,” the packet is being tunneled.
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Later chapters will discuss tunneling in more detail. The critical point to remember here is
the protocol used is not what determines whether a packet is tunneled. The destination of
the packet and whether the final destination is being hidden from underlying network ele-
ments determine whether a packet is being tunneled.

Chapter Review

This chapter used physical world examples to explain the importance and uses of
packaging—or encapsulation—and addressing in computer networks. You should also
have learned about what a protocol is, what metadata is, and what a tunnel is.

One point to remember: addresses in computer networks can refer to many things, including
a physical interface, a logical interface, a host (device), or even an application. Clearly
differentiating these different kinds of addresses will help you lay a solid foundation for
understanding computer networks.

Now that you understand the purpose of addresses, the next chapter will discuss how to
work with addresses in computer networks.

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book or interactive tools for the same
material found on the book’s companion website. Refer to the online Appendix D, “Study
Planner,” element for more details. Table 1-3 outlines the key review elements and where you
can find them. To better track your study progress, record when you completed these
activities in the second column.

Table 1-3 Chapter Review Tracking

Review Element Review Date (s) Resource Used
Review key topics Book, website
Review key terms Book, website
Repeat DIKTA questions Book, PTP
Review concepts and actions Book, website

Review All the Key Topics

Table 1-4 lists the key topics for this chapter.

Table 1-4 Key Topics for Chapter 1
Topic ll Key Topic Element Description Page Number
Paragraph Encapsulating and 10
encapsulation
List Distinction between a frame, |10
packet, and segment
Paragraph Sessions and streams 10
Paragraph Physical interface addresses 12
Paragraph Virtual interfaces 12
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Key Topic Element Description Page Number
Paragraph Logical interface addresses 13
Paragraph Application addresses: ports, |14
sockets, service identifiers
Figure 1-5 Encapsulation process 15
Paragraph Protocol definition 16
Paragraph Metadata definition 17
Paragraph Computer network tunnel 17
definition
Figure 1-6 Tunneling process 18

Key Terms You Should Know

Key terms in this chapter include

encapsulation, frame, packet, segment, physical interface address, physical address, logical
interface address, interface address, port, socket, protocol, metadata, tunnel

Concepts and Actions

Review the concepts considered in this chapter using Table 1-5. You can cover the right
side of this table and describe each concept or action in your own words to verify your

understanding.

Table 1-5 Concepts and Actions

Encapsulate Adding a header to data to carry metadata such as the source and
destination addresses

Frame Data encapsulated to be carried from interface to interface

Packet Data encapsulated to be carried from host to host

Segment Data encapsulated to be carried from application to application

Address context

The scope in which the address uniquely describes a receiver or set of
receivers

Physical interface

A physical point of connection where electrical or optical signals are
converted to and from data

Virtual interface

A logical point of connection that acts like a physical interface; no
physical hardware is associated with a virtual interface

Media Access
Control

Official IEEE name for a physical interface address

Logical interface

A higher-layer interface defined in software and related to a physical or
virtual interface

Port

The address of an individual application running on a host

Host

A device that can host or run applications

Header contents

At a minimum, the source address, destination address, and some way
to indicate a service
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Protocol A way of doing things that enables communications

Metadata Data about a collection of data

Tunnel Hiding packet contents and headers from intermediate devices by
adding a layer of encapsulation

Head-end Where packets are encapsulated to be carried through a tunnel

Tail-end Where packets are de-encapsulated and removed from a tunnel
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CHAPTER 2

Addresses

This chapter covers the following exam topics:

2. Addressing and Subnet Formats

2.1 Compare and contrast private addresses and public addresses.
Each IP address must be unique on the network
2.2 Identify IPv4 addresses and subnet formats.

Subnet concepts, Subnet Calculator, slash notation, and subnet mask;
broadcasts do not go outside the subnet

2.3 Identify IPv6 addresses and prefix formats.

Types of addresses, prefix concepts

The overview of shipping in the previous chapter assumed at least an addressing scheme and
a physical transport system. Later chapters will look at the physical infrastructure of net-
working; this chapter focuses on addresses.

There are four kinds of addresses you will normally encounter in networking:

m Physical or Media Access Control (MAC) addresses
m Internet Protocol version 4 (IPv4) addresses
m Internet Protocol version 6 (IPv6) addresses

m Port numbers

This chapter begins by considering the two dimensions of an address’s scope and then
discusses each kind of address in a separate section.

“Do | Know This Already?” Quiz

Take the quiz (either here or use the PTP software) if you want to use the score to help you
decide how much time to spend on this chapter. Appendix A, “Answers to the ‘Do I Know
This Already?” Quizzes,” found at the end of the book, includes both the answers and expla-
nations. You can also find answers in the PTP testing software.

Table 2-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Section Questions

Address Scope 1,2
Internet Protocol version 4 3,4
Why Two Addresses? 5
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Section Questions

Internet Protocol version 6 6

Network Prefixes

Ports and Sockets

NelRe RN

Network Address Translation

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chap-
ter. If you do not know the answer to a question or are only partially sure of the answer, you
should mark that question as wrong for purposes of the self-assessment. Giving yourself
credit for an answer you incorrectly guess skews your self-assessment results and might pro-
vide you with a false sense of security.

1. What does the scope of an address refer to? (Choose two.)
a. The physical distance the packet may travel before being discarded
b. The host or set of hosts that should receive the packet
c. The parts of the network topology where the packet should be sent
d. The number of devices that may receive and process the packet
2. Broadcast, unicast, and anycast packets should be transmitted to which of the following?
a. Every host in the world, a single host, the closest instance of a service
b. Every host in a broadcast domain, a single host, the closest instance of a service
c. Every host in a broadcast domain, a group of hosts, the closest instance of a service
d. Every host in a broadcast domain, a single hose, the closest host
3. What is the size and format of IPv4 addresses?
a. 32 bits, written as four decimal numbers
b. 64 bits, written as four hexadecimal numbers
c. 48 bits, written in groups of hexadecimal numbers
d. 128 bits, written in groups of hexadecimal numbers
4. The prefix of an IP address refers to which of the following?
a. The last part of the address
b. The first part of the address
c. A number placed before the address to indicate the service
d. The part of the IP address that differentiates subnets from one another
5. What does an IP address represent? (Choose two.)
a. Anapplication
A logical interface
A physical interface
A host
A group of hosts or networks

®ooo0p
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6.

What is the size and format of an IPv6 address?

a. 32 bits, written as four decimal numbers

b. 64 bits, written as four hexadecimal numbers

c. 48 bits, written in groups of hexadecimal numbers

d. 128 bits, written in groups of hexadecimal numbers

What is publicly routable IP address space?

a. Addresses that can be used by any network

b. Well-known addresses

c. Addresses that can be routed on the global Internet

d. Addresses used by public entities, like governments

What is a well-known port?

a. A physical port on a host or network device that is easy to identify
b. Port assigned through standardization to an individual application
c. The most commonly used port on a network device

d. The primary service port through which a host is connected
What do most Network Address Translation implementations modify?
a. The source address

b. The destination address

c. The source address and source port number

d. The destination address and destination port number

Foundation Topics

Address Scope

An address has two different kinds of scope:

Key "
:

Who should receive and process the packet

Where the packet should be sent

Each of these will be considered in the following sections.

Receiver Set

Key The first kind of scope might be called the audience or receiver set. The recipients of a
packet can be

Unicast: One individual host should receive and process this packet.
Multicast: A group of hosts should receive and process this packet.

Broadcast: Every host within a given part of the network should receive and process
this packet.

Anycast: The closest host with a given service should receive and process this packet.
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Each of these four scopes can be illustrated using a room full of people.

Starting a conversation with one person is unicast: you are talking to one other person. It
does not matter if a lot of people can hear the conversation. Even if you are sitting on a stage
at the front of the room so everyone can hear the conversation, your words are intended for
the one person you are talking to.

Telling a story to a group of friends within the larger group, you are using multicast. Every-
one in the room might be able to hear you, but your story is intended for a small group
within the larger group.

If you stand on a stage or yell “fire,” you probably mean for everyone in the room to hear
what you have to say. This is a broadcast; everyone in the room should hear and act on what
you are saying. Broadcast does nor mean “everyone in the world.” It means “everyone who is
in this local area.” The scope of a broadcast could be an entire city, region, or even the entire
world, but information intended for everyone within a single room is still a broadcast.

While unicast, multicast, and broadcast are generally intuitive, anycast is a bit harder. If your
friend collapses while you are talking to them, you might shout out: “My friend needs help!
Is anyone a doctor?”

The anycast is /ike a broadcast in this situation because everyone in the room can hear your
cry for help. Once someone answers your cry, however, the conversation between you and
that person is unicast, or the conversation between the various people trying to help your
friend is multicast.

Anycast always has these two attributes:

B You are looking for a service instead of a specific person (or host in the case of a net-
work). You are looking for a doctor rather than a specific person.

m Once you have found the service, person, or host, the conversation becomes unicast.

Anycast in networks operates a little differently than in the real world because of the physi-
cal nature of the network in this one way: the initial packet that sets up the following unicast
conversation is sometimes directed to the closest instance of a service rather than being
broadcast. We’ll discuss this difference more fully when we discuss routing in the next
chapter.

The format of the address does not always determine its scope; sometimes you can tell the
differences between unicast, multicast, broadcast, and anycast addresses; sometimes you
cannot.

Topological Reach

Key The second kind of scope is ropological. The network topology is like the geography of the
real world, but they don’t always match. Figure 2-1 illustrates.

Houses A, B, and C are located on two different islands. A and B use the same service pro-
vider, which has an underwater cable connecting the two islands; when A sends a packet to
B, it travels through this underwater cable. On the other hand, B and C have chosen to use
different service providers. These two service providers do not have a physical cable con-
necting them because of a chain of mountains running down the center of the island, but
rather only communicate via a satellite connection.
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Topic

Figure 2-1 Topological Distance

A and B can be said to be physically distant but topologically close; B and C can be said
to be physically close but topologically distant. Topological distance relates to the distance
packets travel rather than the distance between two points.

Just as with physical addresses, network addresses can describe anything from a host to a
topological region. Returning to the shipping example from the previous chapter, a package
follows a portion of the address rather than the entire address during any part of its journey.
Figure 2-2 illustrates.

Person )
(A Single Person) Region
Street and Number (Hundreds of thousands
to millions)

(A few people)
City (or less)
(A few hundred
to hundreds of thousands
of people)

Figure 2-2 Address Scope

Moyving from the gift tag to a street (or house) address means moving from one person to a
small group of people. A city represents many street addresses, and a region might represent
a few cities. We can say the street address is an abstraction of the people who live there—it
isn’t the real people; it just tells you where to find those people. In the same way, the city is
an abstraction of all the street addresses within the city, and the region is an abstraction of
the cities within the region.

Abstraction is one of the most difficult concepts in computer networking to understand,
but it is also one of the most important. An abstraction represents a collection of things.
Figure 2-3 illustrates abstraction in relation to network addresses.
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Figure 2-3 Topological Reach

Hosts A, B, D, and E all have individual (interface) addresses. The network C represents, or
abstracts, hosts A and B. The network G represents, or abstracts, hosts D and E. The net-
work Z represents, or abstracts, networks C and G.

Computer networks can have as many layers of abstraction of this kind as you like; the only
logical limit is the size of the address. In practice, most computer networks have just two or
three layers of abstraction.

When A sends a packet toward E, the packet follows a path determined by routing to reach
E. Routing will be discussed in more detail in the next chapter; for now you just need to
know A’s path to E is called a route or a reachable destination.

This route can be aggregated just like physical addresses can be. A may only know how to reach
Z, and Z may only know how to reach G. The specific route to E may only exist within G. In other
words, Z may only know of an aggregate route that contains E, but any details about E itself.

This example is like knowing which city your friend lives in but not their street address. When
you get into their city, you can call them so they can give you their actual physical address.

There is one special reachable destination in computer networks, as well—the defaulr route.
Host A may not know how to reach E; it just knows E is somehow reachable through the
network. Because A has no specific information, it can just send packets out into the net-
work following the default route.

When a network device sends traffic along the default route, it assumes some other device
will know more about how to reach the destination.

This explanation all sounds very complicated; let’s simplify by classifying addresses into four
groups based on their topological reach:

® Within this segment or broadcast domain: The segment is sometimes also called on

Topic this wire. Any host that receives a broadcast packet sent by this host is considered “on
the same wire” as the local host. In real-world terms, this is like everyone in the room
where you are speaking loudly enough for everyone to hear. People in other rooms are
not going to hear you, so they are not within your broadcast domain.

® On this network: This address belongs to a host that is not physically connected to
the same wire but is connected someplace within the same network I am connected to.

m On another network: This address belongs to a group of addresses representing some
other physical network. I am not connected to that network, but I do know what
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Key
Key

direction to go to reach that group of networks, and I assume some device within that
group of networks will know how to deliver my packets to the destination host.

m Out there “somewhere”: This is the default route. This host exists, but I have no idea
what network it is connected to or how to reach it.

Physical Addresses

As the first chapter noted, physical addresses originally represented a single physical
interface on a host or other network device. As computing power increased, developers built
several virtual computers, or virtual machines (VMs), on top of a single physical computer.

These VMs needed their own physical addresses so they could send and receive network
frames, so virtual interfaces were created. The idea of a virtual interface, once invented, was
applied to many other problems; virtual interfaces are now ubiquitous in computer networks.

NOTE VMs were originally developed to allow many different users to time-share on a single
large-scale computer, such as a mainframe or minicomputer. Developers transferred the idea

of VMs from these larger computers to smaller computers (microcomputers, which we call
desktop computers today) to build sandboxes and emulators. To play an arcade game on a
computer, you need an emulator, which is essentially a VM. If you want to test code to make
certain it does not contain a virus, running it in a sandbox, another kind of VM, is a good idea.

The term mainframe originated in the telephone industry. Engineers constructed large
frames to hold the massive wiring, crossbar switches, and Strowger switches, required to
build a telephone exchange. The frame at the center of a region was called the main frame
and housed in the central office. Smaller frames called building distribution frames (BDFs)
might be placed in larger buildings as well. The first large-scale computers relied on massive
wiring and hence were built using frames like those used in building telephone networks;
hence, the term mainframe bled over from the telephone to the computing world.

There are many kinds of physical hardware addresses, but the most common is the Institute
of Electrical and Electronics Engineers (IEEE) EUI-48 format, illustrated in Figure 2-4.

oul ‘ interface specific
00 -00-5E-XX-XX-XX

octet 1 | octet 2 ‘ octet 3 ‘ octet 4 ‘ octet 5 ‘ octet 6

/

b7 b6 b5b4b3b2blb0

0: globally unique 0: unicast
1: locally unique 1: multicast

Figure 2-4 The EUI-48 Address Format

NOTE You might see the term MAC-48 address from time to time. MAC-48 is an older
name for EUI-48; the IEEE has declared MAC-48 obsolete.
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The EUI-48 address is 48 bits or 6 octets. Each octet is encoded as a pair of hexadecimal
digits and often (though not always) displayed in sections divided by dashes.

NOTE Octer and byre are often used interchangeably in information technology, but they
are not always the same thing. A byte is the number of bits a given processor can hold in
internal registers or can process at one time. In an 8-bit processor, a byte is 8 bits; in a 32-bit
processor, a byte is 32 bits. An octet, on the other hand, is always exactly 8 bits. Byte, how-
ever, is often used to mean exactly 8 bits, regardless of the processor. Because these terms
have overlapping meaning, you might need to verify which meaning is intended. Byte almost
always means a set of 8 bits in networking documentation and standards.

A physical shipping address has multiple parts: recipient, house number, street name, city;,
region, and state. As noted in the first chapter, part describes a different geographic region.

The EUI-48 address format is broken up in the same way, but rather than describing different
geographic regions, each part describes something about the address.

The eighth bit of the first octet is called the I/G bir. The I/G bit tells you what the scope of
this address is. If the I/G bit is set to 0, this is a unicast address—an address of a single physi-
cal interface. If the I/G bit is set to 1, this is the address of a group of physical interfaces, or
a multicast group.

Interfaces are never assigned an EUI-48 multicast address. Interfaces are programmed to lis-
ten to these addresses by software; any individual host might or might not be listening to a
particular multicast address.

The seventh bit of the first octet is called the U/L bir. The U/L bit tells you if the address is
globally or locally unique. Globally unique means just what it sounds like: no other device in
existence, even in space, should have this same address. Locally unique addresses were often
assigned by network administrators way back in the mists of time.

The first half, or three octets, of the address, is the organizationally unique identifier
(OUI). While the OUI is divided into a few different registries, the main thing you need to
know is the OUI tells you who—the organization—assigned the address. If the U/L bit is set
to 0, this address was assigned by the device’s manufacturer.

Globally unique numbers are globally unique because each manufacturer is given a block

of addresses. Manufacturers assign a number from their pool of addresses to each device
they build. So long as these manufacturers assign each number in their pool to precisely one
device, every device made will have a unique address.

NOTE Could we run out of EUI-48 addresses? In theory, yes, but it does not seem likely
any time soon. Even with the two reserved—U/L and I/G—bits removed from the calcula-
tion, the EUI-48 address space has some 70 trillion possible addresses. If we do reach the
end of the EUI-48 address space, it is possible to recycle older addresses, because devices
generally have some expected lifetime. Most devices will be thrown away within 10 or 15
years of being manufactured.
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Because the I/G and U/L bits are placed at the end of the first octet, you can always tell what
kind of EUI-48 address you are working with by looking at the last digit of the first octet:

m If the first octet ends in a 0, 4, 8, or C, this is a globally unique unicast address.

m If the first octet ends in 1, 5, 9, or D, this is a globally unique multicast address.

There is a longer version of the EUI-48 address called, naturally enough, EUI-64. The EUI-64
address has the same format as an EUI-48 address, only two octets longer—or 64 bits.

Internet Protocol Version 4

The physical address is just the first of (at least) three layers of addresses used in networking.
The next layer up is the interface address, which describes the topological location of the
host on the network. There are many kinds of interface addresses, but the two most common
are Internet Protocol version 4 (IPv4) and Internet Protocol version 6 (IPv6). This section
considers IPv4; the following section will consider IPv6.

Back in 1966, when computer networks were just being developed, Vinton Cerf and Robert
E. Kahn started working on the Transmission Control Program to transfer data. They soon
realized having a single protocol to control errors, control data flow, provide the information
needed to carry data through the network, and insulate host-to-host data transmission from
the physical medium would be too large and inflexible. To resolve this problem, they divided
the protocol into two protocols called the Transmission Control Prorocol (TCP) and the
Internet Prorocol (IP).

NOTE Chapter 14, “Network Transport,” considers IP and TCP in more detail; this section
just considers IP addresses.

Key An IPv4 address is 32 bits and is split into four decimal sections for ease of writing and
Topic reading, as shown in Figure 2-5.

198.51.100.xx

!
7 | \
/ ! \
/ ! \
( | \_
octet 1 | octet2 | octet 3 i octet 4
/ i \
4 . \
/ 1 .
7 . \
7 ! N

¢ | 3
11000110; 001100112011001002 XXXXXXXX
Figure 2-5 [Pv4 Address

The IPv4 address is divided into two parts: the prefix and the subnet. The division between
these two parts was originally set by the first octet of the address itself:

m If the first octet was between 0 and 127, the address was in the class A range. For class
A addresses, the prefix is one octet (the first section of the address), and the subnet
part is the remaining three octets of the address.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



Chapter 2: Addresses 31

m If the first octet was between 128 and 191, the address was in the class B range. For
class B addresses, the prefix is two octets, and the subnet part is the two remaining
octets.

m If the first octet was between 192 and 223, the address was in the class C range. For
class C addresses, the prefix is three octets, and the subnet part is the remaining octet.

In 1993 these address classes were replaced with Classless Interdomain Routing (CIDR).
Individual IPv4 addresses are always given with a prefix lengrh indicating the dividing point
between the prefix and the subnet.

NOTE You will hear the parts of the IPv4 address called many different things. The prefix
is often called the nerwork or reachable destination, and the subnet is often called the sub-
network, network, or host. The host address can mean the subnet, or the individual address
assigned to an interface. Some of these terms have meaning within specific historical con-
texts that generally do not apply to classless IPv4 addresses. Others have overlapping—and
hence confusing—meanings.

To avoid confusion, the two parts of both IPv4 and IPv6 addresses will be called the prefix
and subner throughout this book.

Key To understand the difference between the prefix and subnet, let’s go back to the four groups
Topic of addresses based on their topological reach:

®m An interface (or host) with the same IPv4 prefix and prefix length is within the same
segment or broadcast domain.

m An interface (host) with a different IPv4 prefix or prefix length is not in the same
segment. These hosts are someplace else on this network or they are in a group of
networks outside this network.

From the perspective of the host, there is no way to tell the difference between addresses
someplace else on this network and addresses outside this network because of aggregation,
discussed in a later section of this chapter.

We can define the prefix and subnet as

m The prefix indicates which subnet.

m The subnet is a group of interfaces, hosts, or subnets.

Key The prefix length is just what it sounds like—the number of bits in the prefix. For [Pv4
addresses, the prefix length can only be between 1 and 32 because there are only 32 bits in
an IPv4 address. For example:

m 10.0.0.0/8: The first 8 bits, or the first octet, are the prefix; the remaining three octets
are addresses within the subnet. The first address in the subnet is 10.0.0.0; the last
address in the subnet is 10.255.255.255.
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m 10.1.0.0/16: The first 16 bits, or the first two octets, are the prefix; the remaining two
octets are the subnet. The first address in the subnet is 10.1.0.0; the last address in the
subnet is 10.1.255.255.

m 10.1.1.0/24: The first 24 bits, or the first three octets, are the prefix; the remaining
octet is an address within the subnet. The first address in the network is 10.1.1.0; the
last address in the network is 10.1.1.255.

The prefix and subnet parts of the address are not always conveniently divided at a dot like
the ones in these examples. For example:

m 192.0.2.64/27: The first 27 bits, or the first three octets and 3 of the bits in the fourth
octet, are the prefix; the remaining 6 bits are addresses in the subnet. The first address
in the subnet is 192.0.2.64; the last address in the subnet is 192.0.2.91.

m 10.128.192.0/18: The first 18 bits, or the first octet and 2 bits of the third octet, are
the prefix; the remaining 14 bits are addresses in the subnet. The first address in the
subnet is 10.128.192.0; the last address in the subnet is 10.128.192.255.

As shown in the example of 192.0.2.64/27, an IPv4 prefix can contain 0s. In the subnet por-
tion of the address, however, all Os and all 1s addresses are considered broadcast addresses
or subner broadcast addresses. Sending a packet to either of these broadcast addresses
means every host within the segment or broadcast domain should receive and process the
packet. The broadcast addresses for these examples are

m 10.0.0.0/8: 10.0.0.0 and 10.255.255.255

m 101.0.0/16: 10.1.0.0 and 10.1.255.255

m 101.1.0/24: 10.1.1.0 and 10.1.1.255

m 192.0.2.64/27:192.0.2.64 and 192.0.291

m 10128192.0/18: 10.128.192.0 and 10.128.255.255

The broadcast addresses are the first and last addresses in the prefix.

NOTE The all Os address, or the subnet address itself, is almost never used as a broadcast
address. While you should be aware this broadcast address exists, and how to calculate it,
when you see “broadcast address,” you should almost always interpret this to mean the all 1s
address, or the last address in the prefix.

The all 0s and all 1s addresses, 0.0.0.0 and 255.255.255.255, are also broadcast addresses.

There are at least three ways to find the prefix and subnet addresses. Each section explains
one of these three methods, starting from the most difficult to calculate and easiest to
understand.

Why Two Addresses?

If every host, camera, television, and toaster already has unique physical addresses, why
should we assign interface addresses as well?
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The physical address identifies the host, while the interface address describes the topologi-
cal location of the host. The physical address is a permanent, fixed address every other

host attached to the same physical network can use to communicate with it. The interface
address, on the other hand, tells other devices where the host is connected to the network or
where to send packets if they are not attached to the same physical link.

Another way this might be expressed is the physical address is the address on rhis wire,
while the interface address is the host’s location on this nerwork. The meanings of on this
wire and on this network have, as with most terms in the computer network, broadened
over time.

Yet another way to express the difference between the physical and interface addresses is
using the idea of network stack layers, a topic that will be considered in more detail in
Chapter 6, “Network Models.” The physical address is commonly called a Layer 2 address,
and the interface address is often called a Layer 3 address.

Why not make the physical interface match the interface address? There are network systems
where both the physical and interface address are the same. The Open Systems Interconnec-
tion network protocol suite, which includes Connectionless Network Protocol (CLNP) and
the Intermediate System ro Intermediate System (IS-1S) protocols, is designed so a single
manually assigned address is used for all the interface and physical addresses.

On the other hand, most network protocols, such as IP, assume a host will need to discover
interface addresses once it is attached to the network. If the interface address must be con-
figured to create the physical address, the interface address must be configured before the
host can communicate ar all—not even with an automatic configuration system. Figure 2-6
illustrates the problem.

Automatic configuration
system must
communicate with

host to assign an
interface address

Interface address must
be configured to

Physical address
4 assign physical address

must exist for
automatic configuration
system to communicate

with host

Figure 2-6 Address Assignment Bootstrap Problem

There are many ways to solve this boorstrap problem, but the simplest is to make certain the
physical address of each device attached to a network is globally unique.

Why not make the interface address match the physical address? Because the interface
address is topological, it must also be hierarchical. Rather than being a single flat address
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space, there must be something like the equivalent of a street number, street name, city;,
etc., so the address can be aggregated or summarized. Without some form of aggregation,
the address of every host in the world would need to be known to every other host in the
world—a completely unworkable situation.

Instead, just like in physical shipping, a packet is carried toward its destination in stages,
with different parts of the interface address used at different places.

What an IP Address Represents

Throughout most of the computer networking world, the host and interface addresses are
used interchangeably, but they are not really the same thing. In fact, host addresses do nor
exist in IP networks:

m Each host on an interface has an independent IP address.

m Each interface is (generally) on a separate segment or in a different broadcast domain.

Many protocols and applications will use one of the available IP addresses as a unique iden-
tifier. Hosts with only one interface will have only one interface address, and that interface
address may be used to identify the host.

When you read or hear the term hosr address in an IP networking context, it is probably
describing an interface address.

Calculating Prefixes and Subnets Using Subnet Masks

os]

@]

W)

E

The earliest use of IPv4 addresses relied on the subner mask rather than the prefix length to
differentiate the prefix from the subnet address. Figure 2-7 illustrates.

198.51.100.70/26

11000110 00110011 01100100 01000110

11111111 11111111 11111111 11000000

11000110 00110011 01100100 01000000

198.51.100.64

Figure 2-7 The Subnet Mask

An IPv4 address and prefix length are shown on A in Figure 2-7. B is this same IPv4 address
translated to four binary octets. C is 32 binary digits laid out as four octets, just like A. In C,
the number of 1s, starting at the left, is given by the prefix length, so there are twenty-six 1s,
leaving six 0s. The 1s are the network part of the address or prefix; the Os are the subnet part
of the address.
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To find the prefix, use a Boolean logical AND, setting the digit in the result, D, to 1 when
the digits in both B and C are 1, and setting the digit in D to 0 if the two digits do not
match. The resulting four octets in D are converted to a standard decimal IPv4 address.

The prefix—and the network address—in this example is 198.51.100.64.

Seeing the address laid out in binary helps make more sense of the meaning of all the 1s and
all the Os broadcast addresses. If we set the entire subnet portion of the address to Os, the
resulting IPv4 address is 198.51.100.64. This is not only the prefix but also the first of the
two broadcast addresses. Setting the subnet portion to 1s results in the last octet translating
to 127, so the second broadcast address is 198.51.100.127.

Calculating Prefixes and Subnets Using a Skip Chart
Converting numbers to binary, running Boolean operations, and then converting them
back to decimal is time-consuming; using a skip chart to calculate the prefix and broadcast
addresses is much faster. Table 2-2 will be used to illustrate the process.

Table 2-2 |Pv4 Networks by Prefix Length

Prefix Length Skip Working Octet
8 1 First

9 128 Second
10 64 Second
11 32 Second
12 16 Second
13 8 Second
14 4 Second
15 2 Second
16 1 Second
17 128 Third
18 64 Third
19 32 Third
20 16 Third
21 8 Third
22 4 Third
23 2 Third
24 1 Third
25 128 Fourth
26 64 Fourth
27 32 Fourth
28 16 Fourth
29 8 Fourth
30 4 Fourth
31 2 Fourth
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Let’s use the same address—198.51.100.70/26—to calculate the prefix and broadcast
address:

Find the prefix length by going down the left column.

2. Divide the number in the skip column next to the prefix length into the number in the
working octer indicated in the third column. In this case, the skip is 64, and we are
working in the fourth octet, so we divide 70 by 64.

3. Ignoring any remainder, multiply the result by the number in the skip column. In this
case, 64 goes into 70 once, so we multiply 64 by 1, with a result of 64.

4. Make the working octet the result; this is the network address. In this case, the net-
work address is 198.51.100.64.

5. Add the skip to the resulting number and subtract 1; this is the broadcast address. In

this case, the skip minus 1 is 63, so we add 63 to 64. The result is 127, so the broad-
cast address is 198.51.100.127.

Using a skip chart requires a little practice, but it is much faster. If you memorize the chart,
you can probably calculate IPv4 prefixes and broadcast addresses without any paper, pen, or
computer.

Calculating Prefixes Using Skips
You do not need to memorize the chart, however, if you add one more bit of math to the
process we used to calculate the prefix and broadcast address in the preceding section.
To understand this method, you need to understand why the skip chart works. Figure 2-8
illustrates.

A 198.51.100.70/26

B 11000110 00110011 01100100 01000110

1 1 1 1

2 2 2
4 4 4
8 8 8
16 16 16
32 32 32
64 64 64
128 128 128

Figure 2-8 Binary Places in the IPv4 Address
Notice the numbers below each bit; these are the binary places, which are just like the 1s,
10s, 100s, etc., in the decimal number system everyone learns in school. If any of these
change to either a 0 or 1, the entire number changes value by the amount shown below:
These numbers are the powers of rwo from 29 ro 27.

Counting over the number of bits in the prefix length—26—we come to the second bit in
the fourth octet, which is a 1. If this bit changes to a 0, the value of the number changes by
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64, so 64 is the skip value. Networks with a 26-bit prefix length can exist only on boundar-
ies of 64—0, 64, 128, and 192—with a 26-bit prefix length. Because the 26th bit is in the
fourth octet, the networks will count by 64s in the fourth octet.

If you can find the correct octet from the prefix length and then figure out what the skip is,
you can calculate the prefix and broadcast address without the chart. Using 198.51.100.70/26
as an example again:

1. Divide 8 into the prefix length; ignore the remainder and add 1. In this case, 26/8 is 3;
we add 1 and find we are working in the fourth octet of the IPv4 address.

2. Multiply the working octet by 8; subtract the prefix length. In this case, 8*4 is 32, and
subtracting 26 from 32 gives us 6.

3. Find the power of 2 of this number; in this case, 276 is 64. Find the prefix. In this
case, 64 will go into 70 once, and we’re working in the fourth octet, so the prefix is
198.51.100.64.

4. Subtract 1 from the skip and add it to the prefix to find the broadcast address. In this
case, the skip is 64. Subtracting 1, we get 63, and adding to 64, we get 127, so the
broadcast address is 198.51.100.127.

Again, this method takes some practice to remember all the steps, but it reduces the entire
problem to some simple division (without remainders), multiplication, addition, and subtrac-
tion. With some practice, you can use this technique to quickly find prefixes and broadcast
addresses.

Internet Protocol Version 6

By the 1980s, the global Internet was growing quickly enough that it became obvious
more IP address space would be needed. While several schemes to resolve this problem
were proposed, only two are widely deployed today: IPv6 and Network Address
Translation (NAT).

NOTE IPv6 is completely different than IPv4, but we are only concerned with the changes
in addressing here. Other changes between IPv4 and IPv6 will be considered in Chapter 14.

The term IP is used when both IPv4 and IPv6 are intended throughout this book.

IPv6 was initially accepted as a draft standard by the Internet Engineering Task Force (IETF)
in December 1998, and the first IPv6 addresses were allocated in July of 1999. IPv4 and IPv6
will likely co-exist in most networks for a long time.

Key In designing IPv6, the IETF quadrupled the address space. Rather than 32 bits divided into

four one octet sections, the IPv6 address is 128 bits divided into 16 sections. Each section,
sometimes called a quartet, represents two octets of the address using four hexadecimal dig-
its. Figure 2-9 illustrates an IPv6 address.
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2001:0db8:03e8:0000:0000:0000:0000:0101

0010 0000 0000 0001
0000 1101 1011 1000
0000 0011 1110 1000
0000 0000 0000 0000
0000 0000 0000 0000
0000 0000 0000 0000
0000 0000 0000 0000
0000 0001 0000 0001

Figure 2-9 An IPv6 Address

IPv6 addresses include a prefix length to differentiate between the prefix and subnet

addresses—just like IPv4—Dbut the maximum prefix length is now /128 rather than /32.

Longer addresses are more difficult to work with, but IPv6 addressing is also simplified in
some ways:

m Individual hosts always receive a /64 address, and links between network devices
normally receive a /128 address. Prefix lengths between /64 and /128 are extremely
uncommon.

m The shortest prefix most networks will be allocated will be a /48. Larger companies
and service providers may have access to address space with a prefix length as short
as a /29, but most of the addresses you will be working with daily will have prefix
lengths longer than /48.

m Any single long string of Os can be replaced with a double colon or :: (you can use the
: only once in an address).

m All leading Os are omitted.

These simplifications mean you will mostly work with addresses with prefix lengths between
a /48 and a /64, or about 16 possible lengths. Much like IPv4 addresses, the simplest way to
work with IPv6 prefix lengths—if you insist on working with IPv6 addresses by hand—is by
using skips, as shown in Table 2-3.

Table 2-3 IPv6 Address Skips

PL  Skips in the Fourth Section = Examples

49 | By eights in the first digit 0,8

50 By fours in the first digit 0,4,8,c

51 | By twos in the first digit 0,2,4,6,8,a,c,¢e

52 By ones in the first digit 0,1,2...c,d,e, f

53 | By eights in the second digit 00, 08, 10, 18 ... €0, €8, f0, f8

54 By fours in the second digit 00, 04, 08, Oc ... f0, 4, 8, fc

55 | By twos in the second digit 00, 02, 04, 06, 08, Oa, Oc ... f0, f2, f4, f6, {8, fa, fc
56 By ones in the second digit 00, 01, 02, 03, 04 ... {0, f1, £2, f3, f4 ...
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PL  Skips in the Fourth Section = Examples

57 | By eights in the third digit 000, 008, 010, 018 ... f00, 08, 10, {18, £20 ...

58 | By fours in the third digit 000, 004, 008, 00c, 010, 014, 018 ...

59 | By twos in the third digit 000, 002, 004, 006, 008, 00a, 00c, 010, 012 ...

60 By ones in the third digit 000, 001, 002, 003 ...

61 |By eights in the fourth digit 0000, 0008, 0010, 0018 ...

62 | By fours in the fourth digit 0000, 0004, 0008, 000c, 0010, 0014, 0018, 001c ...
63 | By twos in the fourth digit 0000, 0002, 0004, 0006, 0008, 000a, 000c, 0010 ...
64 | By ones in the fourth digit 0000, 0001, 0002, 0003, 0004, 0005, 0006 ...

For instance, for 2001:db8:3¢8::/48 prefix:

B You can create two /49 subnets, 2001:db8:3¢8::/49 and 2001:db8:3e8:8000::/49.

B You can create four /50 subnets, 2001:db8:3e8::/50, 2001:db8:3e8:4000::/50,
2001:db8:3e8:8000::/50, and 2001:db8:3e8:c000::/50.

m 2001:db8:3e8:500::/54 is not a valid prefix; you count by fours in the second digit for
/54s, and 5 is not a multiple of 4.

Just like in IPv4, the first and last address of the subnet are broadcast addresses.

Three further points:

m After working with IPv6 addresses for a while, you will probably recognize common
prefix lengths and where their prefixes begin and end.

B Most network operators carefully plan their addressing so only a few prefix lengths are
used; this simplifies becoming familiar with them and makes spotting mistakes easy.

m While working with IPv6 addresses, you should use a subnet calculator and/or cheat
sheet to prevent mistakes.

Aggregation
A physical address has different amounts of detail in its different parts: the street number
indicates an individual house, the street indicates a street with many houses, and the city
indicates a geographic area with hundreds (or thousands) of streets and thousands (or mil-
lions) of individuals. Each level of detail is used at different points in shipping a package
from a sender to a receiver.

IP addresses can also represent different levels of detail; just as a city contains or represents

Topic many streets, streets contain or represent many houses (each with its own number), and each
house can contain or represent many residents, an IP address can represent many different
topological regions of a network. Figure 2-10 illustrates.
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. 2001:db8:3¢8:100::1/64 7_ 2001:db8:3¢8:100::/6 0 :

' 2001:db8:368:101::1/64 I _
' ) - | 2001:db8:3¢8:100:/56

2001:db8:3e8:110::1/64 ~ 12001:db8:3e8:110::/6 0

2001:db8:3e8:111::1/64 ,—

Figure 2-10 Aggregation

The four hosts in Figure 2-10 have been assigned /64 IPv6 addresses. Each host is connected
to a single segment (broadcast domain); these segments are assigned /60 IPv6 addresses. The
segment address is much like a street address in the physical world: it contains a group of
houses. If you want to find a specific house, you must first find the street; if you want to
find a specific host, you must first find the segment.

The two /60 segments are contained within a larger network with a shorter prefix length,
/56. This is like the city in a physical address, representing or containing many different
streets.

Shortening the prefix length to describe a larger part of the network is called aggregation.
We can say

m 2001:db8:3e8:100::1/64 and 2001:db8:3e8:101::1/64 are components or subnets of
2001:db8:3e8:100::/60.

m 2001:db8:3e8:100::/60 is an aggregate containing 2001:db8:3¢8:100::1/64 and
2001:db8:3e8:101::1/64.

m 2001:db8:3e8:110::1/64 and 2001:db8:3e8:111::1/64 are components or subnets of
2001:db8:3e8:110::/60.

m 2001:db8:3e8:110::/60 is an aggregate containing 2001:db8:3¢8:110::1/64 and
2001:db8:3e8:111::1/64.

m 2001:db8:3e8:100::/60 and 2001:db8:3e8:110::/60 are components or subnets of
2001:db8:3e8:100::/56.

m 2001:db8:3e8:100::/56 is an aggregate containing 2001:db8:3e8:100::/64 and
2001:db8:3e8:110::/64.

When addresses are aggregated, an address can be reachable even though no host is attached
to the network with that address. For instance, suppose some host wanted to send a packet to
2001:db8:3e8:100::2. Outside of the 2001:db8:3e8:100::/60 network, it might seem as though
the ::2 address is a valid reachable destination, but the host does not exist. What happens in
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this situation? Packets destined to a nonexistent address will be carried as close to the destina-
tion as possible and then dropped.

NOTE Aggregation is used interchangeably with summarization in the field of computer
networking. To avoid confusion, this book will use aggregation throughout, and avoid using
the term summarization.

Chapter 3, “Routing and Switching,” will consider how aggregation relates to packet forward-
ing. Using aggregation in network design is outside the scope of this book.

NOTE You might see the term supernet from time to time. The term originated in classful
IPv4 addresses, and meant a prefix with a length larger than its class; for instance, 203.0.13.0
is a class C address, so the classful prefix length is /24. If an operator used 203.0.00/16 in
their network, this would be considered a supernet. Over time, the meaning of supernet has
been extended to mean the same thing as an aggregate. To avoid confusion, this book will
not use the term supernet.

Network Prefixes

You need an IP prefix to build a network. There are two sources for these addresses,
described in the following sections.

Private Address Space
Several ranges of addresses are set aside as private for IPv4:

m 10.0.0.0/8
m 172.16.0.0/12
m 192.168.0.0/16

These addresses are considered bogons by service providers, and therefore not routable on
the public internet. You can use these addresses to build any kind of network that will not
be connected to the global internet (unless the connection is through network address trans-
lation, described in a later section).

There is no explicit private address space set aside for ipv6; the ip community generally
assumes ipv6 addresses are so readily available that there is no point in using an address that
is not globally routable. However, many people use the 2001:db8::/32 address space set aside
for documentation and examples to build private networks.

NOTE The fc007:/7 IPv6 address space is reserved for unique local addressing (ULA). In
some situations, these addresses can be used to build a private network so long as it is a
pure IPv6 network. The interaction between IPv4 addresses and IPv6 ULA addresses can be
surprising.
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Publicly Routable Address Space

Key Publicly routable addresses are obtained through a service provider or a Regional Internet
Registry (RIR). Figure 2-11 illustrates the flow of IP addresses on the global Internet.

. IETF ~_ |ANA AFRINIC provider
directives \
— ARIN
reserved IP
address space — APNIC operator
— RIPE
— LACNIC

Figure 2-11 [P Address Assignment Flow in the Global Internet
The Internet Assigned Numbers Authority (IANA), an international nonprofit, controls the

distribution of all number and name resources used on the Internet. One part of [ANA’s job
is to control the distribution of IP addresses.

TANA can receive requests for address space from the IETF to reserve blocks of addresses,
such as the private addresses discussed in the previous section.

TANA can also receive requests for publicly routable address space from a Regional Internet
Registry. There are currently five RIRs, each of which assigns addresses within a region:

m The African Network Information Center (AFRINIC) serves Africa.

m The American Registry for Internet Numbers (ARIN) serves the United States, Canada,
parts of the Caribbean, and Antarctica.

m The Asia-Pacific Network Information Center (APNIC) serves East, South, and
Southeast Asia.

m The Latin American and Caribbean Network Information Center (LACNIC) serves
most of the Caribbean and all of Latin America, including South America and North
America up to Mexico.

m The Réseaux IP Européens Network Coordination Centre (RIPE) serves Europe,
Central Asia, and West Asia.

Large organizations can request addresses directly from one of these RIRs; however, it is
almost impossible to get IPv4 address space. Most of the RIRs have run out of free IPv4
space. Organizations can also purchase IPv4 addresses from specialized resellers.

RIRs are more willing to assign IPv6 addresses to organizations. Requirements vary by RIR,
so it is best to check the RIR for your region to find out how to obtain an IPv6 network
address.
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Operators and end users can also get addresses from their service provider when they pur-
chase Internet access; this is the most common way to obtain IP addresses.

Reserved Addresses
Key Some addresses should never be used either for private networks or for connecting to the
global Internet. These are called reserved addresses, and they are considered unroutable
bogons by service providers. Table 2-4 lists some of these addresses.

Table 2-4 Reserved IP Addresses

Address Space Usage

10.0.0.0/8 Private networks

100.64.0.0/10 Assigned by service providers using Carrier Grade Network Address
Translation (CGNAT)

127.0.0.0/8::1/128 Loopback; most host network software implementations will send any
packets sent to an address in this address range back to the host itself

169.254.0.0/16 Link local addresses; not widely used

172.16.0.0/12 Private networks

192.0.2.0/24 Documentation

192.88.99.0/24 No longer used, but still reserved

192.168.0.0/16 Private networks

198.18.0.0/15 Benchmarking

198.51.100.0/24 Documentation

203.0.113.0/24 Documentation

224.0.0.0/4 Multicast distribution

233.252.0.0/24 Documentation

240.0.0.0/4 Reserved

=ffff:0:0/96 IPv4 to IPv6 translation services; not widely used and/or deprecated

=ffff:0:0:0/96

64:ff9b::/96

64:ff9b:1::/48

2002::/16

100::/64 Discard prefix; any packets sent to this address will be discarded

2001:0000::/32 Special applications like Toredo

2001:20::/28

2001:db8::/32 Documentation

fe80::/64 Link local addresses

££00::/8 Multicast

You should always check on the Internet for the most recent list of reserved addresses when
you are setting up a network.
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Ports and Sockets

The final kind of address in a network is a port (or socket) number. Port numbers are not
normally considered their own kind of address, but they are often included in the five-tuple,
which uniquely identifies a communication session between two applications (running on
two hosts).

NOTE The five-tuple is described more fully in Chapter 14.

Figure 2-12 illustrates the nerwork stack, and the place of port numbers in the stack.
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physical address

network
Figure 2-12 Communication Path Between Two Applications

In Figure 2-12:

m The physical address, at the bottom, is used to identify the interface (or host) on a
single segment.

m The interface address will normally be an IP address. This address identifies the inter-
face on the network.

m The port number identifies the application among all the applications running on the
host.

NOTE We add another layer to this diagram for transport protocols when we discuss mod-
els in Chapter 6. Chapter 14 discusses transport protocols in more detail.

The port number is a simple 16-bit number that translates to a decimal number between 0
and 65,536. There are two classes of port numbers:

Key m Well-known or registered: These ports are registered to particular applications by
IANA or are so widely used by an application that they have become well known.

m Ephemeral: These ports are not assigned to any application.
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When app W wants to communicate with app Y, it will

Build a packet with the data it wants to send to app Y.
m Set the destination address in the packet to host B’s interface (IP) address.

m Set the destination port to the well-known port for app Y.

m Set the source address to hosr A’s interface (IP) address.

m Set the source port to an ephemeral port number.

When app Y wants to reply to app W, it will

Build a packet with the data it wants to send to app W.

m Set the destination address in the packet to hosr A’s interface (IP) address.

m Set the destination port to the ephemeral port that app W used as its source port.
m Set the source address to hosr B’s interface (IP) address.

m Set the source port to the well-known port number for app Y.

The combination of source address, ephemeral source port, destination address, and well-
known destination port is an (almost) unique identifier for the session between the two
applications.

The port is sometimes called a service or service access point (SAP). These terms are not as
common as they once were, but they are still used from time to time.

Network Address Translation

When IPv4 addresses started becoming scarce, John Mayes and Paul Tsuchiya—independently—
designed a way to extend the IPv4 address space into the port number space through Nerwork
Address Translation (NAT).

NOTE NAT and Port Address Translation (PAT) are slightly different technologies, but
the terms are used interchangeably. Most NAT implementations and deployments are PAT. To
reflect current usage, this book uses NAT for both.

Figure 2-13 illustrates the way NAT extends the IPv4 address space.
In Figure 2-13:

m App W sends a packet from host A toward app Y on host B. This packet is transmit-
ted by host A with a source address of 192.0.2.1 and a source port of 49170.

B App X sends a packet from host C toward app Y on host B. This packet is transmitted
by host C with a source address of 192.0.2.2 and a source port of 49170.
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S:192.0.2.1,49170 | S:203.0.13.1,49170
D:198.51.100.1,80 1 D:198.51.100.1,80

NAT

$:192.0.2.2,49170 | S:203.0.13.1,50210
D:198.51.100.1,80 1 D:198.51.100.1,80

App X

Figure 2-13 NAT Translation

There is, however, only one source address available on hosr B’s side of the NAT. How will
these two different packets, sourced from two different hosts, be separated?

The NAT translates the source address on both packets to 203.0.13.1, giving each packet a
different source port (49170 versus 50210). Now when app Y responds to these two packets,
host B will send

m Packets for host A to 203.0.13.1 with a destination port of 49170
m Packets for host C to 203.0.13.1 with a destination port of 50210

When the NAT device receives these packets, it can translate the destination address and
port host B used to the correct ports, and the packets will be delivered to the correct hosts.

Chapter Review

This chapter dove deeply into the three most common kinds of addresses you will encoun-
ter in a network: physical, Internet Protocol, and ports. Each one of these addresses has
different semantics, or ways of formatting and representing information. Unlike physical
addresses, these kinds of addresses represent a topological location on a network with a
single number, using different parts of the address to indicate different kinds of information.

Learning and understanding what these addresses look like, where they come from, and how
to work with them, are all critical to learning how to build, design, operate, and troubleshoot
computer networks.

Addresses are only part of getting a package or packet from one place to another. There also
needs to be some way to decide where the packet needs to go next in its journey. Directing
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a package through a shipping network is called routing. Directing a packet through a com-
puter network is also called routing, and there is a similar concept called swirching. The
next chapter considers how packets are routed and switched through a computer network.

One key to doing well on the exams is to perform repetitive spaced review sessions. Review

this chapter’s material using either the tools in the book or interactive tools for the same
material found on the book’s companion website. Refer to the online Appendix D, “Study
Planner,” element for more details. Table 2-5 outlines the key review elements and where you

can find them. To better track your study progress, record when you completed these activi-

ties in the second column.

Table 2-5 Chapter Review Tracking

Review Element

Review key topics

Review Date (s)

Resource Used

Book, website

Review key terms

Book, website

Repeat DIKTA questions

Book, PTP

Review concepts and actions

Book, website

Review All the Key Topics

Table 2-6 lists the key topics for this chapter.

Table 2-6 Key Topics for Chapter 2

Key Topic Element Description Page Number
List Address scopes 24
Paragraph Address scope receiver set 24
Paragraph, Figure 2-1 Address scope topological 25
reach
Paragraph, Figure 2-3 Abstraction 26
List Address classification based |27
on topological reach
Paragraph Physical addresses 28
Paragraph Virtual interfaces 28
Paragraph EUI-48 address 29
Paragraph, Figure 2-5 IPv4 addresses 30
Paragraph Prefix vs. subnet 31
Paragraph Prefix length 31
Paragraph Broadcast addresses 32
Paragraph, Figure 2-9 IPv6 addresses 37
Paragraph, Figure 2-10 Aggregation 39
List IPv4 private addresses 41
Paragraph, Figure 2-11 Publicly routable addresses 42
Paragraph, Table 2-4 Reserved IP addresses 43
List Classes of port numbers 44
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Key Terms You Should Know

Key terms in this chapter include

unicast, multicast, broadcast, anycast, abstraction, topological reach, physical address,
EUI-48, IPv4, IPv6, prefix, subnet, aggregation, broadcast address, Network Address
Translation (NAT), private address space, reserved addresses, well-known port, ephemeral
port, Port Address Translation (PAT)

Concepts and Actions

Review the concepts considered in this chapter using Table 2-7. You can cover the right
side of this table and describe each concept or action in your own words to verify your

understanding.
Table 2-7 Concepts and Actions
Unicast One individual host should receive and process this packet
Multicast A group of hosts should receive and process this packet
Broadcast Every host within a given part of the network should receive
and process this packet
Anycast The closest host with a given service or application running

should receive and process this packet

Topological distance

The distance a packet must travel to move between two hosts

Topological reach

The topological area within a network where a network makes
sense without any further context

Four topological reaches

Within this segment, within this network, on another network,
“out there”

Virtual machine

A logical computer running on top of a physical computer that
appears to be a “real computer”; there can be many virtual
machines running on a single physical computer

EUI-48 address

A physical address format standardized by the IEEE

The I/G bit of the EUI-48
address

Indicates whether an EUI-48 address is globally unique or
locally significant

The U/L bit of the EUI-48
address

Indicates whether an EUI-48 address is unicast or multicast

EUI-64 address

A longer version of the EUI-48 address; 64 bits instead of 48

Classless Internet Domain
Routing

The prefix length of an address is determined by the prefix
length rather than the class of the address

IPv4 broadcast address

The all Os and all 1s address within a subnet; the first and last
address in a subnet’s address range

Bootstrap problem

A host needs a physical address to communicate on a
network, but to autoconfigure a physical address, it needs to
communicate on the network

Subnet mask

Binary representation of the prefix length

Size of an IPv4 address

32 bits, written as four decimal numbers

Size of an IPv6 address

128 bits, written as eight hexadecimal numbers
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Aggregate A collection of subnets
Component A subnet contained within an aggregate address
Bogon Addresses that cannot be routed on the global Internet

Reserved addresses

Addresses that cannot be routed on the global Internet

Port

The address of an application running on a host

Well-known port

A port number assigned to an application (such as a web server)
through standardization

Ephemeral port

A random port

Network Address
Translation

Translating a range of IP addresses into a single IP address, and
using ephemeral port numbers to differentiate between the
addresses

Topological distance

The distance a packet must travel to move between two hosts;
not the same as the geographical distance

Virtual machine

A virtual computer running on top of a physical computer;
there can be many virtual machines running on a single physical
computer

EUI-48 address

A 48-bit physical address format standardized by the IEEE

Subnet

A group of hosts or networks

Broadcast address

The broadcast addresses are the all Os address, or the first
address in the subnet and the all 1s address, or the last address
in the subnet

Addressing bootstrap
problem

The physical address is required to communicate on the
network, but communication on the network requires a
physical address

IP address aggregation

Shortening the prefix length to represent a larger set of
interfaces (hosts) or subnets

10.0.0.0/8 is ...

An IPv4 private address space

Reserved IP address

A range of addresses set aside for a special purpose, such as
multicast or documentation

Ephemeral port

Random port selected for communication between two
applications

Port Address Translation

Using ephemeral ports to extend the IPv4 address space

For practice, find the prefix and all 1s broadcast address for each of the following addresses.
You can cover the right side of Table 2-8 to calculate each problem and uncover the right
column to check your answer.

Table 2-8 IP Subnetting Problems

Address Prefix Broadcast
192.0.2.1/24 192.0.2.0 192.0.2.255
198.51.100.251/25 198.51.100.128 198.51.100.255
203.0.113.47/26 203.0.113.0 203.0.113.63
192.0.2.55/27 192.0.2.32 192.0.2.63
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198.51.100.130/28 198.51.100.128 198.51.100.143
203.0.113.72/29 203.0.113.72 203.0.113.79
192.0.2.201/30 192.0.2.200 192.0.2.203

For practice, calculate the longest aggregate that will cover the supplied subnets. You can
cover the right side of the chart to calculate each problem and uncover the right column to

check your answer.

IP Aggregation Problems

Table 2-9
Prefixes Aggregate

192.0.2.0/25, 192.0.2.128/25 192.0.2.0/24
192.0.2.0/26, 192.0.2.64/26, 192.0.2.192/26 192.0.2.0/24
192.0.2.128/26, 192.0.2.192/26 192.0.2.128/25
192.0.2.32/27, 192.0.2.80/27 192.0.2.0/25
192.0.2.32/27,192.0.2.64/27 192.0.2.0/26
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Routing and Switching

This chapter covers the following exam topics:

4. Infrastructure
4.4. Explain basic routing concepts.

Default gateway, layer 2 vs. layer 3 switches, local network vs. remote

network

4.5. Explain basic switching concepts.

MAC address tables, MAC address filtering, VLAN (layer 2 network segment)

The address on a physical item must be read by someone (or something), packaging may
need to be adjusted, and the package needs to be physically transported to the next stop
in the journey toward its destination. Packets, like packages, must also be carried from one

place to another in the network.

This chapter begins with the assignment of an interface address to a host. It might not be
intuitive, but incorrectly assigned addresses will make adjusting moving packets from a
source to a destination impossible. Each host must have an interface address unique within
the network (for the global Internet, this means globally unique), and these addresses must

be assigned to enable aggregation.

After looking at assigning interface addresses, we look at switching packets and routring pack-
ets. Routring might be a familiar term because it is also used in creating physical world direc-
tions (for roads and trails), and it is used by shipping companies to describe the path a delivery
vehicle takes. The idea of routing in the computer networking world is similar: finding a path
through the network and then carrying the packet along that path to its destination.

“Do | Know This Already?” Quiz

Take the quiz (either here or use the PTP software) if you want to use the score to help you
decide how much time to spend on this chapter. Appendix A, “Answers to the ‘Do I Know
This Already?’ Quizzes,” found at the end of the book, includes both the answers and

explanations. You can also find answers in the PTP testing software.

Table 3-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Section Questions
Assigning IP Address to Hosts 1,2
Host-to-Host Communication and Address Resolution on a Single Wire |3, 4
Switching Packets 5,6
Routing Packets 7,8
Redirects and Relays 9
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CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark that question as wrong for purposes of the self-assessment. Giving yourself
credit for an answer you incorrectly guess skews your self-assessment results and might
provide you with a false sense of security.

1. How far will packets destined to an address in fe80::/48 travel through a network?
a. To the destination host, even if it is connected multiple hops away
b. To all the hosts connected to a single segment
c. To all the hosts within a range of addresses
d. To asingle host connected to the same local segment
2. How can a host find or calculate a publicly routable IPv6 address? (Choose two.)
a. Dynamic Host Configuration Protocol (DHCP)
b. Stateless Address Autoconfiguration (SLAAC)
c. Address Resolution Protocol (ARP)
d. IPv6 Neighbor Discovery (ND) protocol

3. How can a host discover the mapping between a physical address and an IPv4 inter-
face address?

a. Dynamic Host Configuration Protocol (DHCP)
b. Stateless Address Autoconfiguration (SLAAC)
c. Address Resolution Protocol (ARP)

d. [IPv6 Neighbor Discovery (ND) protocol

4. How can a host discover the mapping between a physical address and an IPv6 inter-
face address?

a. Dynamic Host Configuration Protocol (DHCP)
b. Stateless Address Autoconfiguration (SLAAC)
c. Address Resolution Protocol (ARP)

d. [IPv6 Neighbor Discovery (ND) protocol

5. How does a switch discover which physical addresses are reachable through each
interface?

a. By receiving a frame with a host’s physical source address
b. The Spanning Tree Protocol (STP)
c. Using ping to interrogate each connected host
d. Through a link-state routing protocol
6. Switching forwards packets based on
a. The destination physical (MAC) address.
b. The metric to each destination.
c. The destination logical (IP) address.
d. The set of ports blocked based on the Spanning Tree Protocol (STP).
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7. Routing forwards packets based on
a. The destination physical (MAC) address.
b. The metric to each destination.
c. The destination logical (IP) address.
d. The set of ports blocked based on the Spanning Tree Protocol (STP).

8. When a router has multiple routes that could be used to forward a packet, what is the
first rule for deciding which entry to use?

a. The lowest route metric will be used.

b. The shortest hop count will be used.

c. The route through the nonblocked interface will be used.
d. The route with the longest prefix length will be used.

9. What will happen if a host tries to use DHCP to get an IP address on a segment
without a DHCP server?

a. The host will not be able to get an IP address.
b. The system administrator will be notified and can configure an address manually.

c. The router will forward the DHCP request packets out every interface as a
broadcast.

d. The router may relay the DHCP request packet toward the DHCP server (if
configured).

Foundation Topics
Assigning IP Addresses to Hosts

Once the network has a block of IP addresses, how can these addresses be translated into
addresses for each host? There are three basic techniques for assigning an address to an
interface:

® Manual configuration
m Calculate an address

m Assign an address through a protocol
Let’s look at each of these techniques in a little more detail.

Manual Configuration
Manual configuration is just what it sounds like—using the tools available on an individual
host to configure an IP address on each interface. Because this topic is covered in more detail
in Chapter 4, “Wired Host Networking Configuration,” we will not consider it here.

Calculate an IP Address
Many older network protocols similar to IP calculated their addresses by combining a
physical address with a network prefix:

m Novell NetWare calculated an interface address for each interface by combining a four-
octet network number assigned by the operator with the EUI-48 address, creating a
10-octet interface address.
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m The OSI protocol suite and DECnet Phase V both use a variable-length address that
can take an EUI-48 address as a host identifier within a prefix.

IPv4 was designed for efficient forwarding on existing hardware, hence the four-octet
address. Since most forwarding decisions are made in the first or second pair of octets,
depending on the prefix length, even processors with 16-bit registers could process IPv4
addresses efficiently. A 32-bit interface address cannot contain a 48-bit physical address, so
there is no practical way to calculate an interface address from a physical address.

IPv6, however, was designed with the EUI-64 physical address space in mind; this is why
every host receives an address with a 64-bit (/64) prefix length.

IPv6 implementations calculate a link local address for each interface by combining the
fe00 prefix with the EUI-48 physical address. Figure 3-1 illustrates.

00-00-FE-11-22-33

02-00-FE-11-22-33
02-00-FE-FF-EE-11-22-33
(FE80::)(02-00-FE-FF-FE-11-22-33)(/64)
fe80::200:feff:fe11:2233/64

Figure 3-1 Computing an IPv6 Link Local Address

In this illustration:

m A shows the existing EUI-48 physical address; this address is chosen from among the
addresses programmed into the physical interface chipset by its manufacturer.

m At B, the IPv6 software sets the seventh bit in the first octet—the U/L bit—of the
physical address to 1. This indicates the address is unique only within this segment.

m The IPv6 implementation then adds FF-FE in the center of the address, as shown
at C.

m The resulting 64-bit address—an EUI-64 address—is combined with FE80:: on the
front and the prefix length, /64, at the end. This is shown in step D.

m The resulting address is shown at E: fe80::200:feff:fe11:2233/64.

Two hosts on the same segment may have been configured with the same physical address,
so two hosts may end up calculating the same link local address using this process.

To make certain the link local address is not a duplicate, the IPv6 software will run
Duplicate Address Detection (DAD).

This link local address can be used to communicate with any other device within the same
broadcast domain but not outside the broadcast domain (as the name /ink local implies).

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



56 Cisco Certified Support Technician CCST Networking 100-150 Official Cert Guide

Computing a Global Address

Key Once the link local address is calculated, a host running IPv6 can use Stareless Address
Auroconfiguration (SLAAGC) to calculate a globally routable address. To calculate a global
address using SLAAC,

1. The IPv6 software sends a Router Solicitation (RS) message to a special router-only
multicast address.

2. A router on the link will respond with a Router Advertisement (RA). The RA contains
the segment prefix.

3. The IPv6 software combines the EUI-64 address, calculated above, with the segment
prefix.

4. Tt performs duplicate address detection with this new address to make certain no other
host on the segment has the same address.

5. It sets the default gateway address on the local host to the RA message source.

NOTE If the host does not receive an RA in response to its RS message, there are no rout-
ers on the segment; hence, there is no way to communicate with any hosts on some larger
network or the global Internet. If there are no routers, the host can assume every other host
it can reach will be reachable using the link local address.

SLAAC is widely but not always used for configuring IPv6 interface addresses. Operators
often note three problems with SLAAC:

m Naming services cannot be configured through SLAAC.

m It is difficult to relate an IPv6 address to an individual user or host in network manage-
ment systems.

m SLAAC reveals potentially private information in some situations.
It is worth looking at the last item in this list in a little more detail.
Physical Addresses and Privacy

Suppose you have a host—a laptop, mobile phone, or some other device—you use in several
locations; Figure 3-2 illustrates.

Figure 3-2 Privacy and Host Movement
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In Figure 3-2, a host moves from a home network at 1 to a coffee shop at 2. If the host uses
SLAAC to calculate an IP address at both locations, server A can tell this is the same host in
two locations because the lower 64 bits of the address will be the same.

In fact, no matter where you take this host, if you attach it to the global Internet and access
this same server, server A will be able to know this is the same host. It is possible to track an
individual user by noting their IPv6 address everywhere they go. This is a violation of the
user’s privacy.

One solution to this problem is configuring the host to use a random physical address.
Chapter 11, “Local Area Networks,” discusses this solution in more detail.

A second solution is to assign hosts addresses rather than calculating the interface address
from the physical address.

Assign an Address Through a Protocol
Many operators deploy the Dynamic Host Configuration Protocol (DHCP) to

m Support IPv4 hosts, which do not have any way to automatically calculate interface
addresses

m Support naming services (DNS)

m Log and control the mapping of interface IP addresses, including controlling who can
be assigned an IP address on the network

m Control the assignment of the default gateway

m Ensure the same IP address is not used in multiple places

IPv4 DHCP
Key Figure 3-3 illustrates the [IPv4 DHCP process.
Topic
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Figure 3-3 IPv4 DHCP Operation
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In this figure, host A is connected to the network and needs to obtain an IPv4 address. A, the
DHCP client, sends a discover message to determine whether a DHCP server is connected to
the network. If no DHCP server answers, A will not be able to obtain an IPv4 address.

A sends this discovery message to a broadcast address, so router C and host D also receive
the message. Since neither is a DHCP server, they will not respond to the message.

Most routers can be configured as DHCP servers; the two functions have been separated in
this figure for clarity.

The DHCP server B will examine its local DHCP table for A’s physical address. If the server
has assigned A an address in the recent past, it will have a record associating A’s physical
address with an already assigned IPv4 address. If so, B will use the existing assignment. Oth-
erwise, B will look for an unassigned address in its address pool and create an entry for A.

Server B offers this IPv4 address to A; the offer message is sent to the broadcast address.
Both D and C receive this message, but the physical address of the requesting host (A in this
case) is carried in the offer packet, so C and D ignore this message.

When it receives the offer message, A will probe the network using the Address Resolution
Protocol (ARP), discussed in more detail in the next section, to verify the address is not in

use by another host. After verifying the proposed address is unused, A will send a request

message to the DHCP server, B.

The request message is also a broadcast, so C and D receive the packet. Since neither one of
these devices is a DHCP server, however, they will ignore the request message.

The DHCP server will then respond with an acknowledgment sent directly (not as a broad-
cast) to the client, A.

This final acknowledgment message contains other information, such as the default gateway
the host should use, the prefix length for this segment, a list of name (DNS) servers available
on the network, and a lease time.

The lease time allows IP addresses to be reused if a host has not been active for some
time—usually measured in hours or days. Just before a lease expires, the client can request
an extension. Timing out IP address assignments allows addresses to be reused once a host
moves permanently to another location in the network.

IPv6 DHCP and Router Advertisements
The original design of IPv6 did not include DHCP; all hosts would use SLAAC to calculate
their IPv6 address. As noted previously, operators discovered there are still reasons to have a
lightweight protocol that supports interface address configuration.

There are some minor differences between DHCP for IPv4 and DHCP for IPv6 (often called
DHCPv6):

m Instead of broadcasting responses, the server can send packets to the client’s link local
address, thus eliminating all server broadcasts.

m Instead of broadcasting packets intended for the DHCP server, the client sends these
packets to a multicast group.
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®m A server can assign an address to a host based on a DHCP unique identifier (DUID),
which is calculated by the client. If the host’s physical address changes, it can keep or
recover its previous IPv6 address.

B Many unnecessary and unused options from DHCP for IPv4 have been removed in
DHCPveé.

m The discover message in IPv4 DHCP is the solicir message in DHCPv6.
m The offer message in IPv4 DHCP is the advertise message in DHCPv6.
m The acknowledge message in DHCP for IPv4 is the reply message in DHCPveé.

One major difference between DHCP for IPv4 and DHCPv6 is the prefix length and default
gateway are not included in the DHCPv6 reply message. Instead, these are carried in a sepa-
rate IPv6 protocol called Router Advertisements (RAs).

IPv6-capable routers send RAs to each segment to

m Inform hosts connected to the segment the router can be used as a default gateway.

m Indicate whether hosts connected to this segment should automatically compute their
IPv6 addresses via SLAAC or should ask for an address through a DHCPv6 server.

m Inform hosts connected to the segment about the maximum packet size (or maximum
transmission unit [MTU]).

NOTE The chapters in Part II explore MTU in more detail.

Host-to-Host Communication and Address Resolution
on a Single Wire

B

Once all the hosts connected to a single segment have physical and interface addresses, they
can begin to communicate. Figure 3-4 will be used to explain the process.

>

' N,

D

Figure 3-4 Host-fo-Host Communication

In the figure, each host has rwo addresses: a physical address and an interface address. Host
A could send packets destined to host D to the correct interface and broadcast physical
addresses. Host D would certainly receive and process the packet in this case, but host B
would need to receive the packet, examine it, determine it does not need to accept or pro-
cess it, and then discard it. If every host on the segment must receive and process every
packet—even if the processing is just to discard the packet—this would be a huge waste of
resources.
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Key

Key

It is much more efficient if host A can send packets to host D’s correct interface and
physical addresses. To do this, however, A must know the relationship between these two
addresses; it must resolve host D’s interface address to a physical address reachable on this
segment.

IPv4 and IPv6 use different address resolution techniques.

IPv4 Address Resolution

If A, B, and D are running IPv4, the Address Resolution Protocol (ARP) maps physical to
interface addresses. When host A wants to send a packet to D:

1. Host A examines its local ARP cache to see whether it already knows the physical and
interface addresses for D.

2. Given A does not have an existing mapping, it will send an ARP request to the
physical broadcast address, so both B and D receive this packet.

3. The ARP request will have host D’s interface address in the Target Protocol Address
field of the ARP packet and host A’s physical address in the Sender Hardware
Addpress field.

4. When B receives this packet, it will determine its local interface address does not
match the target protocol address, so it will discard the ARP packet.

5. When D receives this packet, it will determine its local interface address matches the
target protocol address, so it will build a response.

6. Inits response, host D will include its interface address in the Sender Protocol
Addpress field, and the physical address for the correct interface in the sender hardware
address field.

When A receives this response, it can add the mapping between D’s interface and physical
addresses, allowing it to send unicast packets to D.

ARP can also be used to notify all the hosts on a segment about an address change or to
announce the connection of a new host to the segment. This is called a gratuirous ARP
because it is an ARP response that does not correspond to any ARP request. Most hosts
will send a gratuitous ARP when they connect to a segment so that all the other hosts will
have their interface to physical address mapping in their local cache, saving time and effort in
transmitting packets.

Duplicate Address Detection is another function of ARP in an IPv4 network. A host can
send an ARP probe to determine whether any host on the segment is already using an IP
address. If the host does not receive an answer, it can assume the IP address is not in use.

IPv6 Address Resolution

If A, B, D, and E are running IPv6, the Neighbor Discovery (ND) protocol maps physical
interface addresses. One major difference between IPv4 and IPv6 is that IPv6 hosts do not
assume every other host on the segment uses the same prefix. Figure 3-5 illustrates.
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C
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A 2001:db8:3e8:100::3/60
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2001:db8:3e8:100::2/60 474
2001:db8:3e8:110::10/6 0

Figure 3-5 [Pv6 Neighbor Discovery

Because of the role the router plays in IPv6 address resolution, we have to start a few steps
back from where we started with IPv4:
1. Router C sends an RA with a list of prefixes.
2. Each prefix in use on this segment is marked with the L bit.
3. Each host on the segment—A, B, D, and E—keeps a list of the prefixes in use on this
segment based on all the RAs they have received.
When host A wants to send a packet to B:

1. Host A examines its local list of prefixes in use on this segment.

2. If host B’s IPv6 address is contained within one of the prefixes on this segment, A
sends a Neighbor Solicitation packet to a multicast address.

3. Host B responds with a Neighbor Advertisement packet linking its IPv6 and physical
addresses.

4. Host A receives the neighbor advertisement and uses it to build a local cache of IPv6
to physical address mappings.

Switching Packets
Up to this point, we have considered hosts connected to a single segment. What if you want
to connect multiple segments (or broadcast domains or wires)? There are three ways to con-
nect segments in a computer network:

m Switches
m Routers
m Gateways

Switches act on the physical (Layer 2) interface. Routers act on the interface (Layer 3)
address. Gateways or proxies act on some higher-level address, including the protocol identi-
fier and port number. Gateways are outside the scope of this book.
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Switches are the simpler of the two kinds of devices we want to look at, so we’ll start there.
Figure 3-6 and the list that follows help to illustrate how a switch works.
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Figure 3-6 Switching Packets

In Figure 3-6, if host A does not have any information on E, but A wants to send a packet to E:

1. Host A sends an address discovery packet for E. For IPv6, this will be a neighbor
solicitation, and the packet’s destination address will be a multicast. For IPv4, this will
be an ARP, and the packet’s destination will be a broadcast.

2. Switch C receives this packet. Because C receives this packet on porr 1, C will learn
A is connected to (or reachable by) port 1. A switch learns about which hosts are con-
nected where by examining packets it receives in the normal course of the network’s
operation. This is called bridge learning.

3. Switch C examines the destination address and discovers it is either a multicast (IPv6)
or broadcast (IPv4). Broadcast and multicast packets should be forwarded out all
unblocked ports, so C forwards this packet through porr 2.

4. Host E receives the address resolution packet and responds.
5. When C receives E’s response on port 2, it learns E is reachable through port 2.

6. Switch C forwards E’s responses back through porr 1, where A receives the response
and builds a local table mapping E’s interface address to E’s physical address.

NOTE Switches can decide not to forward a multicast packet out through a port if the
switch knows there are no hosts listening to the multicast group. How the switch knows
this is outside the scope of this book, but it involves the switch snooping on Internet Group
Message Protocol (IGMP) packets.

When A sends a packet toward E, it will place E’s interface and physical addresses into the
packet and transmit it onto the segment. When C receives this packet, it will examine its
local table, called a bridge or forwarding table, and find E is reachable through porr 2.
Because the destination is on a different port than where C received the packet, C will
forward the packet out the correct port (port 2 in this case).

NOTE Hosts will receive and process all packets with a broadcast physical address, some
packets with a physical multicast address, and unicast packets only if the destination address
matches the physical address of the interface. Switches, on the other hand, receive packets
promiscuously, which means they receive and process every packet transmitted on the
physical wire or segment.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



Chapter 3: Routing and Switching 63

The process of sending a packet from A to E seems to be just the same as it was without
switch C in the network, so what purpose does the switch serve? Let’s walk through the
process of A sending packets to B to see the difference:

1. Host A sends an address discovery packet for B. For IPv6, this will be a neighbor
solicitation, and the packet’s destination address will be a multicast. For IPv4, this will
be an ARP, and the packet’s destination will be a broadcast.

2. Switch C receives this packet. Because C receives this packet on porr 1, C will learn
A is connected to (or reachable by) port 1. A switch learns about which hosts are con-
nected where by examining packets it receives in the normal course of the network’s
operation. This is called bridge learning.

3. Switch C examines the destination address and discovers it is either a multicast (IPv6)
or broadcast (IPv4). Broadcast and multicast packets should be forwarded out all
unblocked ports, so C forwards this packet through porr 2.

4. Host E receives the address resolution packet and does not respond because the
packet request does not contain E’s interface address.

5. Host B receives the address resolution packet and responds with a unicast packet
directly to host A.
6. When C receives B’s response on port 1, it learns B is reachable through porr 1.

7. Host A receives B’s response and creates a local cache entry mapping B’s physical and
interface address.

When A sends packets to B, switch C will receive these packets. When C looks up the pack-
et’s destination in its local forwarding table, it will find B is reachable through port 1, which
is the same port B itself is reachable through. Because the packet is received on the same
port through which the destination is reachable, C does nothing with the packet.

Because C ignores the packet, E never receives ir. For a single packet, the reduction in
processing load might be small. Breaking up the network into parts greatly impacts the size
of buildable networks—or the possible scale.

Multiple Hops and Switching

NOTE This section describes what the Spanning Tree Protocol accomplishes and why it is
important. The operation of SPT is outside the scope of this book.

A single switch might be useful in some situations, but to build a large network, you are
going to need more than one. How do hosts communicate when there are multiple switches
in a network, as Figure 3-7 illustrates?

Suppose host A wants to send a packet to G. We'll simplify the example by assuming A
already knows the mapping between G’s physical and interface addresses.

1. Host A will build a packet with G’s destination physical and interface addresses and
transmit it.

2. When switch C receives this packet, it will learn A is reachable on port C1.
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Figure 3-7 A Single Network with Multiple Switches

Assume switches D and E have also received traffic in the past, so D knows G is reachable
via port D2, and E knows F is connected to port E3.

Which port will C forward the packet through to reach G? What if

m Switch C chooses to forward the packet through port C3?
B When switch E receives the packet, it decides to forward the packet through E2?

m When switch D receives the packet, it decides to forward the packet through D1?

The traffic would travel around in a loop...forever! To prevent this from happening, switches
need to decide which ports they will forward traffic on, and which packets they will not
(which ports they will block).

Spanning Tree Protocol (STP) is used in most switched computer networks to decide which
ports to use and block, preventing loops of this kind from forming. To prevent loops, STP

m Chooses a root bridge.

m Blocks ports not on the shortest path to or from the root bridge.

The shortest path is chosen based on metrics assigned to each link in the network. While
metrics are often assigned based on the bandwidth of each link, all links might also be
assigned the same metric, or the network operator might assign metrics based on some other
method.

NOTE Why use the shortest path? Because the shortest path can never be a loop. Loops
will always contain some part of a given path twice, so they will always be longer than some
alternate path that does not loop. The shortest path test is too strict because it eliminates
non-looping paths. In advanced routing techniques, the shortest path test is relaxed, and
methods are used to discover loop-free paths that are the shortest path. In traffic steering
and engineering, packets are carried past the point where they would otherwise loop in
tunnels. These techniques are beyond the scope of this book.
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If STP chooses switch E as the root, for instance:

m Switch C’s shortest path to reach E, the root, is through port C3. Switch C will leave
C3 in a forwarding state and block C2, so no traffic will be forwarded through that
port.

m Switch D’s shortest path to reach E, the root, is through port D3. Switch D will leave
D3 in a forwarding state and block D1, so no traffic will be forwarded through that
port.

m Switch E will leave all its ports in forwarding state.

When A sends a packet to G:

m Switch C will forward the packet destined to G through port C3 because this is the
only other port in a forwarding state.

m When E receives this packet on port E1, it will learn A is reachable through this point.

m Since E does not yet know which port to use when forwarding traffic to G, it will
forward the packet out ports E2 and E3.

m Host F will ignore the packet because the destination does not match F’s physical
address.

m When switch D receives the packet on port D1, it learns A is reachable through this
port.

m Switch D’s only other port in forwarding mode is D2, so it forwards the packet
through this port.

m Host G will receive the packet and process it.
In the opposite direction, when host G sends a response to A:

m Switch D will learn G is reachable through port D2.

m Switch D will have a table entry stating A is reachable through port D3, so it will
forward the packet through port D3.

m Switch E will have a table entry stating A is reachable through port E1, so E will
forward the packet through E1.

m Switch C will have a table entry stating A is reachable through port C1, so it will
forward the packet through C1.

m Host A will receive the packet and process it.
Two key points to remember about STP are

m STP builds a tree of the entire network regardless of where each host is and forwards
traffic along the tree. For instance, in Figure 3-7, the shortest path between A and G
is through C and D rather than through C, E, and D. The tree may take some packets
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along the more optimal path and other packets along less-than-optimal paths to
prevent loops from forming.

Any time the topology of the network—the switches and links—changes, the switches
must relearn how to reach each host connected to the network.

Routing Packets

Key

Switches determine where to forward a packet based on physical interface addresses.
Because physical interfaces are often called Layer 2 addresses, switches are often called

Layer 2 switches or Layer 2 network devices. Routing, on the other hand, uses interface,
or IP, addresses to forward traffic through a network.

Figure 3-8 illustrates routing.
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Figure 3-8 Routing

Let’s consider what happens in this network when host A sends a packet to G.

1.

Host A determines G will not receive any broadcast addresses it sends. Because of
this, A cannot use ARP, ND, or any other mechanism to discover G’s physical address.

Because host A has only an interface (IP) address to send the packet to, it will send
the packet to the default gateway. The default gateway is learned from DHCP for IPv4,
learned from RAs for IPv6, or manually configured. In this case, router C is the default
gateway.

Host A builds the packet with G’s interface address and C’s physical address. A needs
to build the packet with C’s physical address because routers—unlike switches—do
not operate in promiscuous mode. Routers only accept and process packets destined
to one of their physical addresses. It is also important for A to build the packet with
G’s interface address since router C knows where the packet is ultimately destined.

Router C examines its local routing table to determine the next hop toward G. Let’s
assume the shortest path through the network toward G, from C’s perspective, is via
router D.
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5. Router C strips the outer encapsulation (or physical layer header) off the packet and
adds a new physical layer header with D’s physical address. Router C leaves G’s address
in place as the final interface address so D can determine where to forward the packet.

6. Router D processes the packet because the destination physical address matches
one of its local interfaces. D’s routing table indicates G is directly connected through
port D2.

7. Router D strips the outer encapsulation and adds a new one with G’s physical address.
The interface address remains G's. D then transmits the packet on the segment toward G.

If router C does not know the correct physical address for port D1, or router D does not
know G’s physical address, they will use the normal protocols and processes described
previously to build this mapping—IPv4 ARP and IPv6 ND.

Key points to remember about routing:

m Routers (unlike switches) do not forward packets transmitted to physical broad-
cast segments. This means traditional mapping protocols like DHCP will not work
through a router (although some protocols can be made to work, as described in a
later section).

m Two hosts connected only through a router are not on the same segment or broadcast
domain. Breaking networks into multiple segments is important for scaling. Imagine
if 10,000 hosts were all connected to the same broadcast domain, and each host sent
one broadcast packet each second. Every host on the network would need to process
10,000 broadcast packets per second—a huge amount of traffic for very little (or no)
gain.

m Hosts send packets directly to the physical interface address of the router, rather than
the physical interface address of the destination host or a broadcast address. A router
is more like a host in this regard than a switch.

m Routers decide where to send packets based on the interface, or IP, address, rather than
the physical address. The table routers use to determine where to forward packets is
called the routing table, or the IP routing table.

This description of how routing works leads to other questions, such as

m How is the routing table used to forward packets?
m How is the routing table built?

m What is the difference between a router and a switch?

What happens inside a router or switch? How do these devices forward packets?

Each of these questions will be discussed in the following sections.

NOTE Breaking networks into multiple segments also reduces the size of the failure
domain by reducing the scope of broadcast packets. Controlling failure domains falls under
network design, and so is outside the general scope of this book.
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Using the Routing Table to Forward Packets
The router uses an IP routing table, or routing information base (RIB) to forward packets.
The RIB is a table of

m Destination network
m Port to forward traffic through

m Next hop information

Figure 3-9 illustrates a network and corresponding routing tables.
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2001:db8:3e8:€030/60 E3 Connected

Figure 3-9 A Nerwork and Routing Tables

From router C’s perspective, there are two paths to 2001:db8:3¢8:¢010::/60—one through E
and another through D. How does C choose between these two paths? Based on the merric
or weight of each path. The shortest or lowest cost path cannor be a loop.

Figure 3-9 uses the number of hops, or routers, along a path as the metric. The path to
2001:db8:3e8:¢010::/60 through D only passes through D itself—one hop—while the path
through E passes through E then D to reach the destination—two hops.

When A sends a packet toward G:

1. Router C receives and processes the packet because A built the packet with the
interface address of C1.

2. Router C examines its routing table to discover the correct route to reach G. Notice
C does not have a route to G’s interface (IP) address, which is 2001:db8:3e8:e011::/64.
Instead, C only has a route to the network G is connected to, 2001:db8:3¢8:¢010::/60.
Routers will always forward to the network address conraining the packet’s
destination.
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3. After finding the network containing G, router C finds the corresponding output
interface, C2, and the correct next hop, D1, to reach the packet’s destination.

4. Router C builds a physical layer (Layer 2) encapsulation with the physical interface
address of D1, leaves the IP header, which contains G’s interface address, alone, and
queues the packet for transmission by interface C2.

When host A sends a packet toward F:

1. Router C receives and processes the packet because A built the packet with the inter-
face address of C1.

2. Router C examines its routing table to discover the correct route to reach F. Router C
will use the entry for 2001:db8:3¢8:¢030::/60 to reach F.

3. After finding the network containing F, router C finds the corresponding output inter-
face, C3, and the correct next hop, E1, to reach the packet’s destination.

4. Router C builds a physical layer (Layer 2) encapsulation with the physical interface
address of E1, leaves the IP header, which contains F’s interface address, alone, and
queues the packet for transmission by interface C3.

In these two examples, router C does not have an entry for the destination host address; it
uses the network containing the host address to forward traffic. The idea of one address con-
taining another, like a state containing a city or a city containing a street, is a part of address
aggregation. To forward to aggregated addresses, routers follow a rule called the longest
prefix match. Figure 3-10 illustrates.

<:| 2001:db8:3e8:¢000::/56

‘S

—" B-\\

Figure 3-10 Longest Prefix Match

2001:db8:3e8:€022::/64 ‘ HD
o

In Figure 3-10, host A sends a packet toward G with a destination address of
2001:db8:3e8:¢022::/64. When router B receives this packet, it will have three different ways
to forward the packet:

m Along a one-hop route through F using the route to 2001:db8:3e8:¢000::/56
m Along a two-hop route through C using the route to 2001:db8:3e8:¢000::/58
m Along a three-hop route through D using the route to 2001:db8:3¢8:¢020::/60
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Router B will send the packet through D—even though this is the longest path (three hops
instead of one) because of the longest prefix match rule. Specifically:

m Routes with different prefix lengths are treated as different destinations in the
routing table.

m The route with the longest prefix length that covers the destination interface (IP)
address is preferred.

In Figure 3-10, B treats the three available paths as separate destinations, and the route with
the longest prefix, a /60 instead of a /56, is preferred.

When you are looking at a routing table and trying to decide which path the router will send
packets, you always need to consider the longest prefix match rule.

Building the Routing Table

Routers build routing tables from a variety of sources, but the primary ones are

m Including the IP address of each connected interface
m Manual configuration, or static routes

® Dynamic routing protocols

Including the connected interfaces is obvious: the router knows about these networks
because it has direct local configuration information.

Static routes are a little more difficult, but still simple. Since the network operator in

Figure 3-10 has a drawing of the network (a nerwork diagram) and all the IP addresses,
they can manually configure routing table entries in B’s routing table. These are called sratic
routes.

The third option is the most complex and most common. Each router in the network is

a specialized computer. Routers, like all other computers, can run software of various
kinds, even though they do not normally have keyboards and monitors attached to them.
One of the pieces of software almost all routers run is an application called a routing
protocol.

The various methods used to build routing tables, all combined, are often called the control
plane.

Let’s return to the real world for a few moments to understand how routing protocols work;
Figure 3-11 illustrates.

In Figure 3-11, there is a small network of paths with labeled intersections. We are trying to
find a path between Y and Z, each located in a cul-de-sac. The idea is someone standing at Y
should be able to get a package to Z without moving. The person can hand off the package
to one of the runners illustrated at each intersection, who can then hand off the package to
another runner at an adjacent intersection, etc., until the package is delivered.
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Figure 3-11 A Physical World Routing Protocol Illustration

There are many different ways we could find a route through this network of paths; for
instance:

m Because we have a picture (a network diagram), we can just trace out the route and tell
each runner where they should go and to whom they should hand off the package.

m We can have one runner, say at the beginning, wander down every possible path,
recording where they end up, and use this information to tell each of the runners sta-
tioned at an intersection where to take the package when they receive it.

NOTE Some routing systems do, in fact, send a packet (called an explorer) through every
path in the network. The originator, Y in this illustration, can then choose a path through the
network. This is called source routing.

We are going to use a slightly different method, though, because we would prefer not to
have any single runner move farther away from their intersection than an immediately adja-
cent intersection. Runner A should only ever go to B and C, runner C should only ever go to
A and D, etc.

Each runner is given a way to record and copy notes—a pad of note paper and a copying
machine, in effect. Once equipped, every runner will carry a copy of what they know about
the network to the intersections they can reach. There are two different versions of this
information.

For distance-vector routing protocols, the runner carries information about destinations
they can reach and the cost, from their perspective of reaching that destination. In
Figure 3-11, assuming the cost is the hop count:

m Runner F tells E they know how to reach Z, which is directly connected.

m Runner E tells D it knows how to reach Z with a cost of 1.
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m Runner D tells C and B it can reach Z with a cost of 2.
m Runner C tells A it can reach Z with a cost of 3.

m Runner A tells B it can reach Z with a cost of 4.

At the end of this process, B knows it can reach Z in two ways: through D with a cost of 2
and A with a cost of 4. Because the path through D is the shorter path (and therefore cannot
be a loop), the runner at B will give the package to D when they receive a package from Y.

This same process can be performed for the path from Z back to Y, and for any other pair of
points in the networks. In network engineering, this algorithm is called Bellman-Ford, after
the names of its inventors. A variant of Bellman-Ford is called the diffusing update algorithm
(DUAL).

For link-state protocols, the runner carries information about who the neighboring intersec-
tions are and any directly connected destinations. In Figure 3-11:

® Runner A tells runners B and C their adjacent intersections (neighbors) are B and C.
® Runner B tells runners A and D their neighbors are A and D, and they can reach Y.
m Runner C tells runners A and D their neighbors are A and D.

m Runner D tells runners B, C, and E their neighbors are B, C, and E.

m Runner E tells runners E and F their neighbors are D and F.

® Runner F tells runner E it has one neighbor, E, and it can reach Z.

Each runner keeps a copy of this information on their pads; this is called the Link State Database
(LSDB). Using the information in their LSDB, each runner can use an algorithm called Dijks-
tra’s Shortest Path First to find the lowest cost (in this case least number of hops) through the
network. Dijkstra’s Shortest Path First is often called Dijkstra or Shortest Path First (SPF). The
graph of the network resulting from running SPF is called the Shortesr Path Tree (SPT).

Essentially, runner B can see it is connected to D, D is connected to E, E is connected to F,
and F is connected to the destination they are trying to reach, Z.

It might seem a little odd that the runners tell a neighbor they can reach that neighbor. Why
does runner A care B can reach A? There are two reasons:

m It is simpler to implement a link-state routing protocol when every router tells all its
neighbors the same thing.

m If A knows B can reach A, then A can be certain the link (or path) between A and B
is working correctly, so packages can be carried over the path. This is called the back-

link check.
For path-vector protocols:

® Runner F tells E they can reach Z.

® Runner D tells C and B they can reach Z via the path [F].
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m Runner C tells A they can reach Z via the path [D,E,F].
m Runner A tells B they can reach Z via the path [C,D,E,F].

Runner B now has two paths, neither of which can be a loop because they pass through
different nodes to reach the destination. B can choose one of the two paths based on local
policy, such as “choose the path with the shortest hop count.”

Some common routing protocols are
B Routing Information Prorocol (RIP), which has two versions: RIPv1 and RIPv2. RIP

is a distance-vector protocol and uses the Bellman-Ford method of finding the routes
through a network.

B Enbanced Interior Gateway Routing Protocol (EIGRP), which is a distance-vector
protocol using the DUAL method of finding the routes through the network.

m Open Shortest Path First (OSPF), which has two versions: OSPFv2 and OSPFv3.
OSPF is (surprisingly enough!) a link-state protocol and uses Dijkstra’s SPF to find
routes through the network.

m Intermediate System to Intermediate System (IS-1S), which uses Dijkstra’s SPF to
find routes through the network.

m Border Gateway Prorocol (BGP), currently in version 4 (BGPv4), which is a path-

vector protocol. BGPv4 currently provides routing information for the global Internet.

Metrics
Up to this point the illustrations have all used hop count as the only metric. Most routing
protocols use some more sophisticated metrics, such as

m RIP uses the hop count as its metric.
m EIGRP uses the bandwidth of the slowest link in the path as one element of its metric.

m EIGRP uses the sum of the delays across every link in the path as one element of its
metric.

m OSPF uses the sum of the inverse of the bandwidths of every link in the path.

m IS-IS uses a metric like the hop count by default, but most implementations can be
configured to use the sum of the inverse of the bandwidths of every link in the path.

m BGP uses the operator’s preference on how packets should exit the provider’s network
as one metric. This is called the local preference.

m BGP uses the operator’s preference on how packets should enter the provider’s network
as one metric. This is called the multiple exit discriminaror.

m BGP uses the number of networks (a network is close to an auronomous system, or
AS) a packet will pass through to reach a given destination as a metric. This is called
the AS Path Length.
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What Happens Inside a Router?
Routers and switches are opaque boxes to most network operators and engineers. To better
understand how these devices forward packets, and the relationship between the physical
interfaces, the routing table, and the applications (like routing protocols), it is useful to peek
inside. Figure 3-12 illustrates.

Routing Static Connected ARP/ND Connected
Protocol Routes Interfaces Table Interfaces
Routing Translation
Table Table
Forwarding
Table

Physical
Interface

Physical
Interface

Figure 3-12 Router Components

Figure 3-12 is a simplified version of the internal components of a router; as you gain
experience in computer networking, you will probably want to do a deeper study on the
components and operation of routers and switches.

The path of a packet through a router is simple:

1

The packet is received as electrical or optical signals on the physical interface.
These signals are decoded and copied into the router’s memory by the serial/
deserializer (SerDes) and Phy chipset.

The packet is (sometimes) copied into an input queue. Some routers and switches do
not have an input queue; they process packets directly as the physical interface is
copying them into memory.

The forwarding engine (FE) processes the packet. FEs are also called switching
engines, switching chipsets, and Ethernet chips. A common name used for these pro-
cessors is the application-specific integrated circuir (ASIC), because most FEs are
also ASICs. There are many other kinds of ASICs than FEs, however.

The FE strips off the outer (physical header), finds the correct entry in the forwarding
table (also called the forwarding information base, or FIB), builds a new physical
layer header, and places the packet on the output queue.

The physical interface converts the packet from internal memory locations to electrical
or optical signals for its journey to the next hop.
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The forwarding table supplies the FE with the three pieces of information it needs to
forward a packet:

m A destination interface (IP) address
m The interface this packet should be transmitted on

m The correct physical interface address to use when forwarding the packet

The forwarding table, in turn, is built by combining the various translation tables available in
the router—tables relating the IP address of each next hop device (whether a host or another
router) to a physical address. There normally is not a separate table, as shown here (for clar-
ity), but rather the ARP and ND tables are consulted directly.

The routing table is built from information provided by routing protocols, static (manually
configured) routes, and information about connected interfaces.

Routers versus Switches
While this chapter describes the function of routers and switches separately, router and
switch are often used interchangeably in computer networking. To use the words absolutely
properly:

m Routers should refer to devices that switch (or route) each packet based on the
interface or IP destination address.

m Routers break up broadcast domains; two hosts connected to two different ports on a
router are not on the same segment or broadcast domain.

B Switches should refer to devices that switch each packet based on the physical
address.

m Switches do not break up broadcast domains; two hosts connected to two different
ports on a switch are still on the same segment or broadcast domain.

A further major difference between routing and switching is IP packets have a time-ro-live
(TTL), while physical frames normally do not. Each time a router processes an IP packet, it
reduces the TTL by 1; when the TTL reaches 0, the packet is discarded.

The confusion in naming these two devices stems from the early days of networks, when

m Routers processed or switched all packets in software. Because routers processed
packets in software, their switching speed was limited by the general-purpose proces-
sor, which means routers could not switch packets very quickly.

m Switches processed or switched all packets in hardware. Because switches processed
packets in hardware, they could switch packets nearly as fast as their interface speeds.

When the first routers with hardware-based switching were designed and deployed, no one
really wanted to call it a router because routers were slow. No one really wanted to call it

a switch either because it routed packets based on the destination IP address rather than
switching them.
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A compromise developed: they were called Layer 3 switches. Over time, however, the
Layer 3 part of the Layer 3 switch was dropped, and now routers are called switches.

Calling both of these kinds of network devices a switch can cause confusion. Make certain
that when you hear someone say the word swirch, you understand which of the two kinds of
devices they are discussing.

NOTE One of the first routers, if not the first, with hardware-based forwarding was the
Cisco 7000 with a Silicon Switching Engine (SSE).

Routing Loops
It is possible, from time to time, for a routing loop to form in a network. Figure 3-13
illustrates.

A Berm D
D]o - -

e N

Figure 3-13 A Routing Loop

If host A sends a packet toward F, then

Router B forwards the packet to D.
Router D forwards the packet to E.

@ n =

Router E forwards the packet to C.
4. Router C forwards the packet to A.
This is called a routing or forwarding loop. This loop can happen for a few moments when

a link or device either fails or is added to the network—called a microloop. This can also
happen because of misconfigurations.

IP packets carry a time-to-live (TTL). Routers decrement the TTL by 1 when processing a
packet; if a packet is received with a TTL of 0, it is discarded. The TTL prevents a packet
from being forwarded around in the network “forever.”

Physical frames do not have a TTL, so a forwarding loop in a switched network is more
likely to cause a network failure in a switched network than a routed network.

Asymmetric Paths
IP networks are packet-based, meaning each packet can travel a different path, or packets
between two hosts can travel on two different paths. Figure 3-14 illustrates.
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Figure 3-14 Asymmetric Routing

In Figure 3-14, packets traveling from host A to F can travel along the [B,C,E] path or the
[B,D,E] path. Every other packet A sends to F could travel along a different path, or router

B could choose to send all the packets traveling to host F along one of these two paths.
Normally, in IP routing, router B will choose one path because splitting the traffic along two
paths will reduce the performance of the host A to F communication.

When host F sends packets to A, it may also travel on either of the available paths. There is
no particular reason for routers B and FE to choose the same path, however. In fact, these two
routers are not even aware of which path the other router has chosen. It is often true, then,
that packets will travel consistently on one path in one direction and consistently on another
path in the opposite direction.

Key Using different paths in each direction is called asymmetric routing; it is very common for
Topic two hosts to communicate over an asymmetric path of this kind.

Redirects and Relays

What if you have a network like the one illustrated in Figure 3-15? If host A has its default
gateway set to router B, it does not seem as though it can ever send any packets to E.

2001:db8:3e8:020::/60 E
_ 5
A
L
2001:db8:3e8:e030::/60 F
_ m

Figure 3-15 Redirects

Router B is configured as host A’s default gateway. When A sends a packet toward F, it will
send the packet to B, which will either route the packet back out the same interface, toward
C, or it will drop the packet (if B has been configured not to forward traffic back out the
interface on which it arrived).

To resolve this point, router B can send a redirect to A, telling the host it should send traffic
destined to 2001:db8:3e8:€030::/60 toward router C. Redirects are transmitted through the
Interner Control Message Protocol (ICMP) in both IPv4 and IPvé6.
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Host A will insert this information into its local routing table. Hosts also have routing tables
but do not normally run a routing protocol to populate them. Host routing tables will be
considered in the next chapter.

We can use the same illustration to consider one final host configuration problem and its
solution. If A is the only configuration server attached to this network, then E is going
to run into a problem trying to lease an address and retrieve other configuration infor-
mation. DHCP relies on local segment broadcast packets. If E sends a DHCP request to
the physical address broadcast address, A will never receive this request because router B
breaks up the broadcast domain; B will not forward broadcast packets from one segment
to another.

To resolve this problem, router B can be configured as a DHCP relay. When B receives a
broadcast DHCP interface on any interface, it will forward the DHCP request—as a
unicast—to host A’s IP address.

Chapter Review

Addresses are complex; they must be defined, formatted, and assigned. This chapter dis-
cussed address assignment and mapping in detail. Addresses are not enough for moving
packets through a network, however. Network devices like routers and switches need to
know where and how hosts are attached to the network and where to send packets so they
can be delivered.

This chapter considered calculating, assigning, and mapping IP addresses. Routing and
switching are also explained here at a high level, and we pulled the lid off a router to get a
better idea of how it really works.

Now that you have a general idea of how addresses are used to move packets from a source
host to a destination host and how addresses are assigned to a host, it is time to look at how
to configure a few different kinds of hosts. The next chapter considers how to configure
Windows, Apple Macintosh, and Linux hosts for network connectivity.

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book or interactive tools for the same
material found on the book’s companion website. Refer to the online Appendix D, “Study
Planner,” element for more details. Table 3-2 outlines the key review elements and where you
can find them. To better track your study progress, record when you completed these activi-
ties in the second column.

Table 3-2 Chapter Review Tracking

Review Element Review Date (s)

Review key topics

Resource Used

Book, website

Review key terms

Book, website

Repeat DIKTA questions

Book, PTP

Review concepts and actions

Book, website
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Review All the Key Topics

Table 3-3 lists the key topics for this chapter

Table 3-3 Key Topics for Chapter 3

Key Topic Element Description Page Number

Chapter 3: Routing and Switching 79

Paragraph Link local addresses 55
Paragraph Duplicate Address Detection |55
(DAD)
Paragraph Using Stateless Address 56
Autoconfiguration (SLAAC)
to calculate a globally
routable address
Figure 3-3, Paragraphs Dynamic Host Configuration |57
Protocol (DHCP)
Paragraph Address Resolution Protocol | 60
(ARP)
Paragraph, Figure 3-5 Neighbor Discovery (ND) 60
protocol
Figure 3-6, list Bridge learning 62
Paragraph Bridge/forwarding table 62
Paragraph Preventing loops with 64
Spanning Tree Protocol (STP)
Paragraph, Figure 3-8 Routing packets 66
Paragraph Routing information base 68
(RIB)
Paragraph Sources from which routing | 70
tables are built
Paragraphx Static routes 70
Paragraph Routing protocol 70
Paragraph Control plane 70
Paragraph Asymmetric routing 77

Key Terms You Should Know

Key terms in this chapter include

IPv6 link local address, IPv6 SLAAC, DHCP, ARP, bridge learning, bridge table, STP,
metrics, routing table, routing protocol, distance-vector routing protocol, link-state routing
protocol, routing loop, asymmetric routes, redirect, relay

Concepts and Actions

Review the concepts considered in this chapter using Table 3-4. You can cover the right
side of this table and describe each concept or action in your own words to verify your

understanding.
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Physical address used to calculate an IPv6 link
local address

EUI-48

Significance of the fe80:: IPv6 address prefix

This is a link local address automatically
calculated by the host

Two protocols a host uses to calculate a
globally routable IPv6 address

Neighbor Discovery (ND) and Router
Discovery (RD)

Private information can leak through SLAAC-
generated IPv6 addresses

The physical interface portion of the address
does not change, potentially allowing a host
to be tracked across multiple locations

Three things DHCP supplies to a host

An IP address, a default gateway, a name
server

Lease time

The amount of time a host may use an address
assigned through DHCP without renewal

Duplicate address detection

Sending an ARP or ND request to ensure
some other host on the same network is not
using the same address as a local interface

Gratuitous ARP

A host sends an ARP on connecting to a
network so all the other hosts can prepopulate
their neighbor discovery/resolution tables

Forwards packets based on physical addresses

Switch

Bridge learning

A switch learns a given physical address is
reachable on a given port by examining the
source addresses of frames it receives

Forwards all broadcast frames out all
nonblocked ports or interfaces

Switch

Elects a root bridge to prevent forwarding
loops

Spanning Tree Protocol

ports

Builds a spanning tree per destination Routing
Forwards packets based on the interface (IP) | Routing
address

Does not forward broadcast packets out all Router

Distance-vector routing

Each router advertises the destinations it can
reach, and its cost to reach those destinations,
to its neighbors

Link-state routing

Each router advertises what it is connected to,
to all other routers in the network (flooding
domain)

Path-vector routing

Each router advertises the destinations it can
reach, and its path to reach those destinations,
to its neighbors

Common metric types

Hop count, inverse of the bandwidth, the sum
of the delays along the path
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Forwarding table The correct output port and physical
encapsulation for each destination; built from
the routing table and translation or neighbor
tables

Sources of information for the routing table | Routing protocols, static (manually
configured) routes, connected interfaces

Redirect When a router informs a host to use a
different router to send traffic to a destination
DHCP Relay When a router forwards DHCP packets to

a DHCP server, so hosts connected to a
segment can use DHCP to configure local
network parameters

DHCP Dynamic Host Configuration Protocol;
assigns an IP address, a default gateway, and a
name server to a host

Root bridge The switch (or bridge) used to determine
which ports are blocked in spanning tree

Link-state routing protocol Computes loop-free paths through the
network by every router sending information
about what they are connected to, to every
other router in the network

Receive ring Where packets are copied (or clocked) off
physical media into a router’s memory

Forwarding engine A specialized chip designed to forward
packets
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CHAPTER 4

Wired Host Networking
Configuration

This chapter covers the following exam topics:

3. Endpoints and Media Types

3.4. Demonstrate how to set up and check network connectivity on Windows,
Linux, Mac, Android, and Apple mobile OS.

Networking utilities on Windows, Linux, Android, and Apple operating
systems; how to run troubleshooting commands; wireless client settings
(SSID, authentication, WPA mode)

5. Diagnosing Problems

5.3. Run basic diagnostic commands and interpret the results.

ping, ipconfig/ifconfig/ip, tracert/traceroute, nslookup; recognize how
firewalls can influence the result

The previous three chapters discussed how computer networks use addresses and control
planes to carry traffic from one host to another. This chapter is a more practical examination
of configuring individual hosts to connect to and use an IP network.

We work through

m Verifying the physical interface address.

m Configuring and verifying the IP address.

NOTE Chapter 15, “Application Transport,” considers DNS operation. Chapter 8, “Wireless
Networks,” considers connecting to a wireless network.

This chapter also touches on the host routing table. Each section considers a single operating
system.

NOTE The instructions given here may not be correct for the version of the operating
system you are using, and they may not be correct for future versions of these operating
systems. Vendors change the way these options are accessed and configured regularly.

NOTE Chapter 7, “Wired Networks,” considers the operation of Ethernet, the typical
interface type you will encounter when working with hosts.
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“Do | Know This Already?” Quiz

Take the quiz (either here or use the PTP software) if you want to use the score to help you
decide how much time to spend on this chapter. Appendix A, “Answers to the ‘Do I Know
This Already?’ Quizzes,” found at the end of the book, includes both the answers and
explanations. You can also find answers in the PTP testing software.

Table 4-1 Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Section Questions

Windows 1,2,3
macOS 4

Linux 5
Verifying Connectivity 6,78,9
Finding Your Public IP Address 10

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark that question as wrong for purposes of the self-assessment. Giving yourself
credit for an answer you incorrectly guess skews your self-assessment results and might
provide you with a false sense of security.

1. What tools can you use to view and manage the IP addresses of interfaces on
Windows 11?

a. System Information app, Control Panel, command-line utilities
b. Control Panel, System Information app

c. Settings app, Control Panel, command-line utilities

d. Command-line utilities, Control Panel

2. What Windows 11 application can you use to view the amount of information
transmitted and received on an interface? (Choose two.)

a. Control Panel network configuration dialog
b. System Information app interface information
c. Settings app Network & Interface

d. Control Panel Interface Status dialog

3. What is one primary difference between command-line interfaces (CLIs) for configura-
tion and monitoring rather than graphical user interfaces (GUIs) when configuring and
monitoring network interfaces?

a. The CLI always provides more information than the GUIL

b. The GUI always uses fewer system resources than the CLL

c. The CLI s easier to use with scripts and automation tools.

d. The GUI tends to respond more quickly to user commands than a CLI.
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4.

10.

What tools can you use to view and manage the IP addresses of interfaces on Apple’s
0OS/X?

a. Control Panel, Finder, command line

b. Settings application, System Information app, command line

c. Control Panel, System Information app, command line

d. Settings application, Finder, command line

What are the most common commands used for discovering the IP address in Linux?

a. Powershell and ifconfig

b. ipconfig and ip

c. ifconfig and ip

d. Powershell and ip

What kinds of packets do ping applications transmit?

a. User Datagram Protocol (UDP)

b. Transmission Control Protocol (TCP)

c. QUIC

d. Internet Control Message Protocol (ICMP)

What kinds of packets do traceroute applications normally transmit? (Choose two.)

a. User Datagram Protocol (UDP)

b. Transmission Control Protocol (TCP)

c. QUIC

d. Internet Control Message Protocol (ICMP)

What characteristic of an IP packet does traceroute use to find each hop in a path?

a. Destination address

b. Source address

c. DPacket size

d. Time-to-live

What does an asterisk (*) in traceroute mean? (Choose two.)

a. The router or host at this hop in the network does not send ICMP responses.

b. The packet passed through a tunnel.

c. The path ends at this point.

d. The network has blocked the ICMP response packet.

Why might your public and private IP addresses be different?

a. The host operating system displays your private IP addresses to preserve the
user’s privacy.

b. The private IP address is only known to the user, while everyone knows the public
IP address.

c. If the network operator runs out of address space, they will sometimes use
private IP addresses they own for hosts.

d. Your local network assigns your host a private IP address that is translated to a
public IP address for use on the global Internet.
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Foundation Topics

Windows

There are three ways to examine, verify, and configure wire interface information in
Windows 11: the Settings app, the Control Panel, and the command line.

Key The Settings App

Topic To find and verify the network configuration in Windows 11 using the graphical user interface
(GUI), open the Settings app and the Network & Internet section. A host may have several
interfaces; you must select an individual interface to find its addresses and other information.
Figure 4-1 illustrates the Nerwork & internet section for a wired (Ethernet) interface.

Network & internet > Ethernet

o

Network profile type

Public network (Recommended)

O Private network

IP assignment:

DNS server assignment:

Link speed (Receive/ Copy
Link-local IPv6 add
IPv4 address:

IPv4 DNS servers:

Manufacturer:

Physical address (MAC):

Figure 4-1 Nerwork Section of the Windows 11 Settings App
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Ke

Several lines are of interest here:

m IP assignment: Indicates whether the host’s address was assigned manually or through
DHCP.

m DNS server assignment: Indicates whether the host’s DNS server address was assigned
manually or through DHCP.

m Link speed: Indicates the speed of the physical connection. Chapter 9, “Bandwidth,
Delay, and Jitter,” will consider bandwidth in more detail.

m Link-local IPv6 address: Computed as described in Chapter 3, “Routing and Switching.”
m IPv4 address: Indicates the IPv4 address assigned to the Ethernet interface.

m IPv4 DNS servers: DNS servers used to translate (resolve) domain names to IPv4
addresses.

m Physical address (MAC): Indicates the physical address assigned to the interface by
the manufacturer.

There are several lines with an Edit button to their right. Clicking the button to the right
of IP assignment will allow you to manually assign an IP address rather than depending
on a DHCP server. Once you have selected manual, rather than DHCP, assignment, you can
change the IPv4 address field.

The Control Panel

A second place you can see the physical and interface addresses on Windows 11 is through
the Control Panel. Once you have opened the Control Panel, select Network & Internet,
then View Network Status and Tasks. Following this process opens a screen with the label
View your basic network information and set up connections at the top.

Once there, select the Ethernet port to see the wired interface information.

NOTE There might be a number after Ethernet; this indicates this host has multiple
physical interfaces. If so, each interface will have separate physical and interface addresses.

Selecting the interface will cause a dialog to appear with some basic information, as shown
in Figure 4-2.

This dialog shows some basic information about the interface, including

m IPv4 Connectivity, IPv6 Connectivity: Whether this host has Internet connectivity
via IPv4 or IPv6

B Media State: Whether the interface is enabled or disabled

m Duration: How long this interface has been active and connected

m Speed: The speed of the connection

m Bytes Sent: The number of octets of data this host has transmitted on this interface

m Bytes Received: The number of octets of data this host has received on this interface
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General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: No network access
Media State: Enabled
Duration: 7 days 20:33:10
Speed: 1.0 Gbps
Details...
Activity
Sent —— L_‘ . - Received
&
Bytes: 8,890,106,348 | 19,457,604,697
¥ Properties ¥y Disable Diagnose

Close

Figure 4-2 Windows 11 Interface Status Dialog
The Disable option does precisely what it sounds like: disables this interface.

The Diagnose option runs the Windows Network Troubleshooter. The troubleshooter
checks the interface’s status and whether the interface has a connection and then tries to
ping various addresses. If the interface does not appear connected, the troubleshooter will
attempt to reset the interface, release and renew any addresses assigned through DHCP, and
take other actions.

The Properties option brings up another dialog, shown in Figure 4-3.

Figure 4-3 shows two different dialogs. On the left is the Properties dialog for the wired
information. Clicking some items in the list will only enable the Install and Uninstall
options, while others will also enable the Properties option.

If you select Internet Protocol Version 4, the dialog on the figure’s right will pop up. This
dialog allows you to configure how the interface obtains an IPv4 address and DNS server
information—automatically or manually. You can configure an IPv4 address in the provided
space if the manual option is selected.

Returning to the Ethernet Status dialog, selecting the Details option will cause a dialog to
pop up containing the current interface physical address, interface address, DHCP lease
information, DHCP server, and DNS server. This dialog will also display the subnet mask on
some versions of Windows.
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Networking  Shari ternet Protocel Version 4 (TCP/1Pvd) Propertie

Connect using: General alternate Configuration
@ el 210Gy You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator

! Configure.... | for the appropriate IP settings.
‘I'hscumed.muuslhefolmnglm
= ?Gﬂfu’!i i Networks 90biznmll’add'mwmbcalv
W T3 Fie and Printer Sharing for Microsoft Networks (O Use the following IP address:
¥ 1005 Packet Scheduler
¥ T Bridge Driver

A Intemet Protocol Version 4 (TCP/IPv4)
4 Microsoft Network Adapter Multiplexor Protocol
» Microsoft LLDP Protocol Driver

| K €l &

L

(O Obtain DNS server address automatically
() Use the following DNS server addresses:

Description
Transmission Control Pmlot:dafhemd Protocol. The ddat.l
wide area network |
across diverse rtucomeded networks.
Vabdate settings upon exit Advanced...
— oK Cancel

Figure 4-3 Conrrol Panel Interface and Properties Dialogs in Windows 11

The Command Line

A command-line interface (CLI) is interactive: the user types commands and the host returns
some response, usually text. Network engineers tend to work with CLIs more than GUIs

because
m CLIs tend to respond more quickly.
Topic m CLIs require fewer resources, so they can be implemented in a broader range of
devices.

m Text output typically contains a higher density of textual information than GUTIs.

m CLIs are more amenable to automation.

Powershell is the best tool on a Windows 11 host to access a command line. Most
Windows hosts have Powershell installed, but it is available in the Microsoft Store if not.
To display the physical interface from Powershell, use the command getmac /v from the
CLI prompt, as shown in Figure 4-4.

PS C:\Windows\System32> getmac /v

Connection Name Network Adapter Physical Address Transport Name

Ethernet 4 ExpressVPN TAP 00-FF-00-C7-B6-70 Media disconnected

Local Area Conn ExpressVPN TUN N/A Media disconnected

Wi-Fi Intel(R) Wi-Fi E4-FD-45-90-B5-82 \Device\Tcpip_{2714C24A-CB0A-4DC8-B870-32C4CDD55B65}
Ethernet 3 Intel (R) I210 G 64-4B-F0-1A-C4-39 \Device\Tcpip_ {492A8CAC-AE87-4A03-8654-429AD5866201}

Bluetooth Netwo Bluetooth Devic E4-FD-45-90-B5-86 Media disconnected

Figure 4-4 Displaying the Physical Interface Address from Powershell
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Each interface has a single line of output with the following:

m Connection Name: Matches the interface name in GUI
m Network Adapter: Identifies the Interface manufacturer
m Physical Address: Indicates whether the interface has a physical interface

m Transport Name: Indicates the name of the protocol running over (or bound ro) this
interface

IPv4 and IPv6 information can be discovered by running a different command, ipconfig /all,
as shown in Figure 4-5.

PS C:\> ipconfig /all
Key
TOp'c Windows IP Configuration

Host Name . . . .+« « . . . . . : WinHst
Primary Dns Sufflx e e e

Node Type . . . .+« « . . . . : Hybrid
IP Routing Enabled .« « « . . . No
WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Ethernet 3:

Connection-specific DNS Suffix

Description . . . . . . . . . . . : Intel(R) I210 Gigabit Network Connection
Physical Address. . . . . . . . . : 64-4B-F0-1A-C4-39
DHCP Enabled. . . . . . . . : Yes
Autoconfiguration Enabled . . . . : Yes
Link-local IPv6 Address . . . . . : fe80::9ef4:a0db:32c8:fcc6%8 (Preferred)
IPv4 Address. . . . . . . . . . . : 192.168.100.118(Preferred)
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Lease Obtained. . . . . . . . . . : Thursday, January 19, 2023 17:34:26
Lease Expires . . . . . . . . . . : Friday, January 27, 2023 16:35:00
Default Gateway . . . . . . . . . : 192.168.100.1
DHCP Server . . . . . . . . . . . : 192.168.100.1
DHCPv6 IAID . . . . . . . . . . . : 660884464
DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-2A-CF-A2-3B-64-4B-F0-1A-C4-39
DNS Servers . . . . . . . . . . . : 71.10.216.1

71.10.216.2

192.168.100.1
NetBIOS over Tcpip. . . . . : Enabled

Figure 4-5 Interface Conﬁgumnon Information on Windows 11

The same basic information (IPv4 address, IPv6 address, subnet mask, etc.) is available here
as the GUI, but additional information is also available. In particular:

m The IPv6 DUID, described in Chapter 2, “Addresses”
m The physical interface address

m The default gateway

In most situations, starting Powershell and running ipconfig /all is the quickest way to find
all the network information you need about a host. The ipconfig command can be used for
more than showing current configuration information; it can also be used to

m /release: Release DHCP-learned IPv4 addresses

m /renew: Renew the DHCP-learned IPv4 addresses
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m /release6: Release DHCP-learned IPv6 addresses
m /renew6: Renew DHCP-learned IPv6 addresses

m /flushdns: Flush the local DNS cache

NOTE Chapter 15, “Application Transport,” considers the ipconfig DNS commands in
more detail.

NOTE You can change the host’s IP address from Powershell using the netsh command.
Using netsh is outside the scope of this book.

Two other pieces of network information available from Powershell are difficult to find in
any GUI display: the local ARP cache and routing table. To see the local ARP cache, use the
arp -a command, as shown in Figure 4-6.

Key
i[o]e][e¢ PS C:\Windows\System32> arp -a

Interface: 192.168.100.118 --- 0x8

Internet Address Physical Address Type

192.168.100.1 60-a4-b7-74-9a-38 dynamic
192.168.100.77 00-11-32-a2-£0-73 dynamic
192.168.100.101 58-ce-2a-da-80-ae dynamic
192.168.100.103 e4-£d-45-90-b5-82 dynamic
192.168.100.106 ae-06-67-2c-8c-1b dynamic
192.168.100.108 cc-6a-10-2a-79-85 dynamic
192.168.100.110 b0-5c-da-fd-ee-dd dynamic
192.168.100.111 00-11-32-59-6c-93 dynamic
192.168.100.112 c8-cb-9e-4b-18-c4 dynamic
192.168.100.116 bc-d0-74-59-2e-3a dynamic
192.168.100.117 b4-6c-47-18-cc-fb dynamic
192.168.100.255 ff-ff-ff-ff-ff-£ff static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.251 01-00-5e-00-00-fb static
224.0.0.252 01-00-5e-00-00-fc static
239.192.5.8 01-00-5e-40-05-08 static
239.255.102.18 01-00-5e-7f-66-12 static
239.255.255.250 01-00-5e-7f-ff-fa static
255.255.255.255 ff-ff-ff-ff-ff-£ff static

Figure 4-6 Showing the ARP Cache in Powershell

Each IP address is shown with its matching physical address in the table. Addresses marked
dynamic were learned using ARP. Addresses marked sratic are embedded in the operating
system software; for instance, the IP broadcast address (255.255.255.255) is always mapped
to the physical interface broadcast address (ff-ff-f{-ff-ff-ff).

Figure 4-7 illustrates the Windows 11 host routing table, as displayed using the
Get-NetRoute command from Powershell.
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PS C:\Windows\System32> Get-NetRoute

ifIndex DestinationPrefix NextHop RouteMetric ifMetric PolicyStore

22 255.255.255.255/32 0.0.0.0 256 25 ActiveStore
17 255.255.255.255/32 0.0.0.0 256 25 ActiveStore
5 255.255.255.255/32 0.0.0.0 256 30 ActiveStore
15 255.255.255.255/32 0.0.0.0 256 5 ActiveStore
10 255.255.255.255/32 0.0.0.0 256 65 ActiveStore
8 255.255.255.255/32 0.0.0.0 256 25 ActiveStore
2 255.255.255.255/32 0.0.0.0 256 5 ActiveStore
1 255.255.255.255/32 0.0.0.0 256 75 ActiveStore

Figure 4-7 The Windows Host Routing Table

Several fields are of interest in the output shown in Figure 4-7:

m ifIndex: Indicates which interface to send packets through when following this route.

m DestinationPrefix: Indicates the destination network.

m NextHop: Identifies where to send packets to reach this destination; 0.0.0.0 means “this
device” or the local host.

m RouteMetric: Indicates the metric, or cost to reach this destination. Windows hosts
use the hop count as a metric.

m ifMetric: Indicates the default metric for routes reachable through this interface.

macOS

Apple’s macOS is the operating system used by every Macintosh computer. There are three
ways to display physical and interface addresses on macOS computers: the GUIL, the CLI, and
the System Information application.

System Preferences

Open the System Preferences app and select the Network icon. Figure 4-8 illustrates the
resulting dialog.

Select either the Ethernet port or a port labeled LAN (Local Area Network) for the wired
connection. Fields of note include

m IPv4 Address: The IPv4 address assigned to the interface.

m Subnet Mask: The subnet mask, which indicates the network prefix. In this case, the
subnet mask is 255.255.255.0, so the prefix length is /24.

® Router: The default gateway:.

m DNS Server: The IP address of the server this host will use to resolve domain names.
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1'?:3& s i Network

Automatic

E::) USB 10/1...1000 LAN

Status: Connected

Wi-Fi

R Thund It Bridaes
[ Yhencerion Sciage Configure IPv4: | Using DHCP
IP Address 168.100.124
el...etwork Ext
Subnet Mas)
Router: 192.16
DNS Server: 1
Search Domains

wd

Figure 4-8 The macOS Network Configuration Dialog

If you remember the reserved IP addresses from Chapter 2, you will recognize the address
127.0.0.1 as a loopback address; any packets sent to this address loop back to the host. Some
hosts set the DNS server to a loopback address and then use an internal process to capture
and process DNS packets.

If you select the dropdown next to Configure IPv4, you can select to configure the IPv4
address either Using DHCP or

m Using DHCP with a manual address, which means you will manually configure an IP
address on this interface, but DHCP will be used to discover the correct DNS server
and default gateway.

m Using BootP, which uses an older, largely deprecated protocol called BootP to config-
ure the IP address, default gateway, etc.

® Manually, which means you will insert the correct IP address, default gateway, and
other information in the fields in the dialog.

Selecting the Advanced option and then the Hardware tab results in the dialog shown in
Figure 4-9.
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=
£ USB 10/100/1000 LAN

TCPP DNS WINS 802.1X Proxies Hardware

C Address: 00:e0:4c

Automatically (5]

Figure 4-9 The Advanced Hardware Tab

The Hardware tab shows the physical address for this interface.

The Terminal Command Line
Like most other hosts, Apple Macintosh computers have a command line you can use to
examine and configure network parameters. You can typically find an application called Ter-
minal under Applications, Utilities in the Finder app. Once you have launched the terminal,
you can display the network configuration using ifconfig, as shown in Figure 4-10.

rwhite ~ % ifconfig

en0: flags=8863<UP,BROADCAST, SMART, RUNNING, SIMPLEX, MULTICAST> mtu 1500
options=6463<RXCSUM, TXCSUM, TSO4,TSO6, CHANNEL_IO, PARTIAL_CSUM, ZEROINVERT_ CSUM>
ether bc:d0:74:59:2e:3a

inet6 fe80::1426:fd9%e:684c:bbbe%en0 prefixlen 64 secured scopeid 0xd

inet 192.168.100.116 netmask Oxffffff00 broadcast 192.168.100.255

nd6 options=201<PERFORMNUD, DAD>

media: autoselectstatus: active

Figure 4-10 macOS ifconfig
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A lot of information here will not look familiar because macOS provides a lot more
information from the physical interfaces than Windows does (there are ways to get this
information in Windows, but they involve using different commands than ifconfig). Most of
this information, however, is not very useful for the average operator.

The important fields are

m en0 is the service name of the interface.
m ether bc contains the physical address.
m inet6 contains the IPv6 interface address and prefix length.

m inet contains the IPv4 interface address and subnet mask.

The output does not include the default gateway.

If you need to release and renew the DHCP-assigned IP address in macOS, you use a pair of
commands:

sudo ipconfig set en0 BOOTP; sudo ipconfig set en0 DHCP

Make sure you replace en0 with the correct interface name. This first command sets the
interface to retrieve a new IP address via the bootp protocol and forces the interface to
release the DHCP learned address. Since bootp is no longer widely used, the interface will
(most likely) not have an address once the first command is run.

The second command tells the host to request a new DHCP address from the server.

NOTE Because DHCP servers store mappings between host physical addresses and
assigned IP addresses, a host will probably receive the same address after the renewal as it
had before.

In macOS, unlike Windows 11, you can use the ifconfig command to set the IP address for
an interface manually. However, because macOS manages IP addresses as part of a central
configuration system configd, any address you set using ifconfig will be overwritten by
configd.

You can tell configd to change the IP address on an interface using the command
networksetup.

System Information
Finally, you can find information about network configuration in the System Information
application, customarily located under Utilities in Finder. Two sections contain information
on wired network interfaces: Ethernet and Network Locations.

Figure 4-11 shows the information in the System Information Ethernet section.

The Ethernet section of System Information displays information about the physical con-
nection. This Ethernet port connects through a USB port, has a physical interface (MAC)
address, and can support up to a 5 Gb/s data rate and the physical interface (MAC)
address.
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USB 10/100/1000 LAN:

Bus:USB

Vendor Name:Realtek

Product Name:USB 10/100/1000 LAN
Vendor ID:0xObda

Product ID:0x8153

USB Link Speed:Up to 5 Gb/s
Driver:com.apple.DriverKit.AppleUserECM
BSD Device Name:en7

MAC Address:00:e0:4c:0c:00:a6
AVB Support:No

Figure 4-11 Ethernet Section of System Information

NOTE Why is this Ethernet port listed as a USB port? Because, like many laptops, this
particular Macintosh does not have a physical Ethernet port. This port is a USB to Ethernet
adapter plugged into the laptop.

Figure 4-12 shows the correct section of the Locations tab, located under the Network
portion of the System Information app.

USB 10/100/1000 LAN:

Type:Ethernet BSD Device

Name:en7

Hardware (MAC) Address:00:e0:4c:0c:00:a6
IPv4d: Configuration Method:DHCP

IPv6: Configuration Method:Automatic
DNS: Server Addresses:127.0.0.1
Proxies:

Exceptions List:*.local, 169.254/16

FTP Passive Mode:Yes

Figure 4-12 Nerwork Locations Section of System Information

The information displayed here is like that displayed in other places in macOS.

Linux

While the average user does not encounter the Linux operating system very often, Linux

is widely used to support web-based enterprise-grade applications. If you work in a data
center environment, in software development, or with automation, you will almost certainly
encounter and use some variant of the Linux operating system.

NOTE Each version (distribution or distro) and each version of each distro of Linux has
slightly different commands for displaying and setting the network configuration on a host.
This section will use examples from Ubuntu 22.04.

Key Linux’s most common commands used to display network configuration are ifconfig and ip.
Topic Figure 4-13 illustrates ipconfig on Ubuntu Linux.
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eth0: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.154.207 netmask 255.255.240.0 broadcast 192.168.159.255
inet6 fe80::215:5dff:fe24:2bb prefixlen 64 scopeid 0x20<link>
ether 00:15:5d:24:02:bb txqueuelen 1000 (Ethernet)
RX packets 69977 bytes 395750691 (395.7 MB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 27821 bytes 2015983 (2.0 MB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1l0<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

Figure 4-13 ipconfig Ourpur on Ubuntu Linux
The fields of interest are

m inet: The IPv4 address.

m netmask: The subnet mask. Here, it is 255.255.240.0, so the prefix length is /28.
m inet6: The IPv6 address.

m prefixlen: The prefix length.

m scope: Whether this is a link-local or global address. Since the IPv6 address begins
with fe80, this is a link-local address.

m ether: The physical address.
m RX packets: The number of packets received, dropped, etc.

m TS packets: The number of packets transmitted, dropped, etc.
Figure 4-14 shows the output of the ip addr command.

6: ethO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mg state UP group default glen 1000
link/ether 00:15:5d:24:02:bb brd ff:ff:ff:ff:ff:ff
inet 192.168.154.207/20 brd 192.168.159.255 scope global eth0
valid_1ft forever preferred_lft forever
inet6 fe80::215:5dff:fe24:2bb/64 scope link
valid_1lft forever preferred 1lft forever

Figure 4-14 ip addr Command on Ubuntu Linux

The output of ip addr shows the physical address, the IPv4 address (inet), and the IPv6
address (inet6). This output also includes some DHCP information: alid_Ift forever
preferred Ift forever means the DHCP lease lifetime is forever.

Configuring a static interface address requires editing /etc/netplan/01-netcfg.yaml, as
Figure 4-15 illustrates, and then restarting the network software.
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network:

version: 2

renderer: networkd

ethernets:
enp0s3:
dhcp4: no
addresses: [203.0.113.4/24]
gateway4: 203.0.113.1
nameservers:

addresses: [8.8.8.8,8.8.4.4]

Figure 4-15 01-nercfg.yaml File in Ubuntu Linux

You can edit the file in any text editor, such as VI or Emacs, replacing the addresses:
203.0.113.4 /24 with the correct address and the default gateway, 203.0.113.1, with the
correct default gateway address. The nameservers should also be replaced with their correct
values.

Verifying Connectivity
Once network parameters are configured, you must verify the configuration is correct. ping
and traceroute are the two most widely used utilities. The network in Figure 4-16 will be
used throughout this section to illustrate tools commonly used to verify connectivity and
their use.

AD C D

203.0.113.0/24

B

2001:db8:3e8:030::/6 0

Figure 4-16 Verifying Connectivity

" Ping

The first application to use when verifying connectivity is ping. The ping application sends a
series of ICMP packets, called the ICMP echo request, to the indicated IP address. The host
should respond with an ICMP echo reply packet if it receives these packets.

NOTE This example assumes C is the default gateway for A and B, while D is E’s.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



98 Cisco Certified Support Technician CCST Networking 100-150 Official Cert Guide

For instance, you could verify connectivity from host A in the network illustrated in
Figure 4-16 by

Pinging B’s interface address, verifying local connectivity on the segment is working
correctly.

Pinging the interface address of C1, verifying connectivity to the default gateway is
working correctly.

Pinging the interface address of C2, verifying connectivity to the default gateway and
the default gateway is configured correctly to route packets back to A.

Pinging the interface address of E to verify connectivity is working across the entire
network (or Internet) to the destination host.

You can also ping local broadcast and multicast addresses. For instance, pinging
203.0.113.255 (the network broadcast address) should elicit a response from every device
connected to the segment. If you ping 203.0.113.255 from A, you should receive replies
from B and C. Pinging a broadcast or multicast address can be especially useful to clear and
rebuild a host’s IPv4 ARP cache and IPv6 neighbor table.

Ping is a versatile application with many options. Options for the ping application on
Ubuntu Linux include

-4: Use IPv4 packets only.
-6: Use IPv6 packets only.
-b: Allow pinging to a broadcast address (as described previously).

-c: Send a specific number of ICMP echo packets; the default usually is 5 or 10 for
most ping applications.

-f: Flood ping, which provides a quick way to determine how many packets are being
dropped between the source and destination.

-i: Use a specific source address or interface.

-p: “Pad” the ICMP echo packets with a specific pattern. This can be good for catch-
ing problems with the network transmitting packets of all 1s, all Os, or some other
specific content.

-s: Pad the ICMP packets transmitted to a specific size; this can be good for
determining if larger or smaller packets can be carried through the network.

-t: Set the TTL to a specific number.

The source interface can be handy when verifying local connectivity if you cannot access a
specific host. If you have access to router C but not to host B, you can ping B from C twice,

using

A source address of interface C1

A source address of interface C2
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If host B answers the ping sourced from C1 but not C2, the likely problem is B’s default
gateway configuration.

Traceroute

Topic Traceroute is another helpful piece of network diagnostics software installed on most hosts.
Traceroute takes advantage of the TTL in each IP packet to find the path between the local
host and a destination.

If you run a traceroute from host A in Figure 4-16 toward E:
1. The traceroute application at A will send an IP packet with a TTL of 1 and E’s destina-
tion address.

a. Router C will receive this packet, decrement the TTL, discard the packet, and send
an ICMP TTL expired response to A.

b. The traceroute application at A has now discovered the first hop, or the first
router on the path to E is C.

2. The traceroute application at A will send an IP packet with a TTL of 2 and E’s
destination address.

a. Router C will receive this packet, decrement the TTL to 1, and forward the packet
to D.

b. Router D will receive the packet, decrement the TTL to 0, discard the packet, and
send an ICMP TTL expired response to A.

c. The traceroute application at A has now discovered the second hop, or the second
router on the path to E is D.

3. The traceroute application at A will send an IP packet with a TTL of 3 and E’s
destination address.

a. Router C will receive this packet, decrement the TTL to 2, and forward the packet
to D.

b. Router D will receive this packet, decrement the TTL to 1, and forward the packet
to E.

c. Host E will receive this packet, decrement the TTL to 0, discard the packet, and
send an ICMP TTL expired response to A.

4. Because the traceroute application at A now has a response from the destination IP
address, it will stop sending packets.

Figure 4-17 shows a typical traceroute output.

If you traceroute to a domain name (such as rulel 1.tech), most applications will resolve the
name into a destination IP address.
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$ traceroute rulell.tech
traceroute to rulell.tech (194.1.147.98), 64 hops max
1 192.168.144.1 0.003ms 0.148ms 0.101ms

2 192.168.100.1 0.710ms 0.541ms 0.446ms
3 xox

4 96.34.68.148 12.100ms 10.015ms 8.794ms
5 96.34.119.58 13.776ms 15.666ms 13.749ms
6 96.34.13.234 23.770ms 22.794ms 24.848ms
7 96.34.13.230 23.409ms 39.905ms 23.983ms
8 96.34.15.19 30.809ms 24.590ms 31.041ms
9 96.34.0.37 50.090ms 48.061lms 47.917ms
10 96.34.0.14 48.384ms 49.866ms 241.704ms
11 96.34.0.12 53.719ms 55.738ms 53.843ms
12 96.34.3.11 58.935ms 63.786ms 59.977ms
13 * * *

1 4 * * *
Figure 4-17 Typical Traceroute Output

NOTE Chapter 15 considers DNS in more detail.

Each output line describes a set of packets transmitted at the TTL indicated. Line 1 repre-
sents three packets sent with a TTL of 1; line 2 represents three packets sent with a TTL of
2, etc. Traceroute keeps track of how much time elapses between sending the packet and
receiving an ICMP TTL expired response.

The address given for each device is generally (but not always) the interface address closest
to the source of the traceroute packets. In Figure 4-17, if A sent a traceroute to host E, router
C would respond from interface C1’s address, and router D would respond from interface
D1’s address. It is important to remember you are not seeing the entire path in traceroute
results; you cannot see the ourbound interface from each device forwarding the packet.

An asterisk in the output, such as those shown in Figure 4-17, can mean one of several
things:

m The device 13 hops away from the local host is configured not to send ICMP TTL
expired replies.

m Some device between the local host and the device 13 hops away is configured to
filter or block ICMP TTL expired replies.

Hosts sometimes do not send ICMP replies, and network operators sometimes block ICMP
replies to improve network security.

NOTE Chapter 22, “Troubleshooting,” and Chapter 23, “Configuring a Network,” consider
filters and tools for network security.

Traceroute implementations vary in the kind of packet they send to discover the path. For
instance, Windows sends ICMP echo request packets with various TTL settings to perform
a traceroute, while most Linux implementations and Apple Macintosh macOS send User
Datagram Protocol (UDP) packets.
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NOTE Chapter 14, “Network Transport,” discusses UDP in more detail.

Traceroute does not always detail the path from a host to a destination; Figure 4-18

illustrates.
A 1 5 2 c P E
- = ' — "
Tunnel

Figure 4-18 Traceroute and Tunnels

In Figure 4-18, routers B and D are connected by a tunnel:

m Router B encapsulates packets inside a second header with interface D1’s address as
the destination.

m When router D receives these packets, it removes the outer header and forwards them
based on the inner header toward host E.

Because router C only receives a packet with a destination address of interface D1, it does
not examine the internal packet nor process it in any other ways; it just receives the packet.
It forwards it to router D. This means router C will not decrement the TTL in the original
packet transmitted by host A nor respond.

Router C will not be in the traceroute results from host A to E in this situation.

NOTE Chapter 6, “Network Models,” discusses tunnels in more detail.

22 Finding Your Public IP Address
Topic Network Address Translation (NAT), described in Chapter 2, can sometimes make verifying

the connection between a host and servers on the Internet difficult. Figure 4-19 illustrates.
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Figure 4-19 Finding Your Public IP Address

In Figure 4-19, host A communicates with server D using its local interface address
192.0.2.100. Unknown to A, router B has NAT configured and is translating 192.0.2.100 to
203.0.113.45 (and some port number, but the port number is not essential for this example).

In this example, 192.0.2.100 is the private IP address, and 203.0.113.45 is the public IP
address.
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If there is a problem with the host A to server D communication, and the user would like to
know what the network looks like from server D’s perspective, the user needs to know what
IP address D is using to reach A—or rather, A’s public IP address.

The simplest way to discover A’s public IP address is to open a web browser and use a ser-
vice. Several are available on the Internet, including

m If you type “what is my IP address” into Google search, the search engine will show
the public IP address for your host on a web page.

m If you open the web page at https://checkip.amazonaws.com, it will display the public
IP address of your host.

m If you open the web page at https://infoip.io, it will display information about the
public IP address and location of your host.

Some hosts, particularly those running Linux, may not have a web browser installed. You can
use many of these same sites to find your public IP from the command line, such as

$ curl -s http://tnx.nl/ip
<97.95.136.20>
$ curl -s https://checkip.amazonaws.com

97.95.136.20

Chapter Review

This chapter took a break from the theory of how networks work and focused on how to
configure three different kinds of hosts—Windows 11, macOS, and Linux—to connect to
a wired network. There are multiple ways to configure these hosts, including GUI and CLI
options. Network engineers tend to prefer CLIs for configuring and managing devices.

This chapter also considered two of the most important tools for verifying connectivity:
ping and traceroute. Part V of this book will return to verifying connectivity and trouble-
shooting networks.

At this point, we have covered the basic process of sending a packet through a network. You
should now understand IP addressing, routers, switches, and basic host wired network con-
figuration. In the next chapter, we will take a break from operational internals and look at an
overview of the various kinds of devices making up a computer network.

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book or interactive tools for the same
material found on the book’s companion website. Refer to the online Appendix D, “Study
Planner,” element for more details. Table 4-2 outlines the key review elements and where
you can find them. To better track your study progress, record when you completed these
activities in the second column.
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Table 4-2 Chapter Review Tracking

Review Element Review Date (s) Resource Used
Review key topics Book, website
Review key terms Book, website
Repeat DIKTA questions Book, PTP
Review concepts and actions Book, website

Review All the Key Topics

Table 4-3 lists the key topics for this chapter.

Table 4-3 Key Topics for Chapter 4
Topic f§l Key Topic Element Description Page Number
Section The Settings App 85
Figure 4-1, list Information in the Network section of the 85
Windows 11 Settings app
Section The Control Panel 86
Figure 4-2, list Windows 11 Interface Status dialog 87
information
List Characteristics of CLIs 88
Figure 4-5 Interface Configuration Information on 89
Windows 11
Figure 4-6 Showing the ARP Cache in Powershell 90
Figure 4-8 The macOS Network Configuration Dialog 92
Figure 4-10 macOS ifconfig 93
Paragraph Linux ipconfig and ip 95
Section Ping 97
Section Traceroute 99
Section Finding Your Public IP Address 101

Key Terms You Should Know

Key terms in this chapter include

Settings app, Control Panel, CLI, Powershell, ipconfig, ifconfig, ping, traceroute, public
IP address

Concepts and Actions

Review the concepts considered in this chapter using Table 4-4. You can cover the right
side of this table and describe each concept or action in your own words to verify your
understanding.
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Table 4-4 Concepts and Actions

Field to change from IP Assignment
DHCP to manual address
assignment in the Windows
Setting app

Total amount of data sent Interface Status dialog, accessible from the Control Panel
from and received by an
interface in Windows 11

Discovering the IPv6 DUID | ipconfig /all
in Windows 11 from the
command line

Release a DHCP assignment | ipconfig /release
in Windows 11 from the
command line

Show the local host routing | Get-NetRoute
table in Windows 11

bootp Deprecated protocol; replaced by DHCP

Discovering the IP address in | ifconfig
macOS from a command line

Discovering the IP address in | Ifconfig
Linux from a command line

ping with a source address | Discover if a host’s default gateway is configured correctly

Finding your public address | Primarily only possible through websites and public services
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CHAPTER 5

What’s in a Network?

This chapter covers the following exam topics:

3. Endpoints and Media Types
3.3. Identify types of endpoint devices.

Internet of Things (loT) devices, computers, mobile devices

Up to this point, we have been looking at network control plane concepts and configura-
tions: addresses, routing, switching, and wired host configuration. Throughout this discus-
sion, we have limited the universe of things you can attach to a computer network to hosts,
routers, and switches. Before moving to the physical infrastructure of computer networks,
we need to look at the other kinds of devices you can connect to a computer network. After
looking at the kinds of devices used in computer networks, this chapter explains the overall
combination of services and organizations that create the global Internet.

“Do | Know This Already?” Quiz

Take the quiz (either here or use the PTP software) if you want to use the score to help you
decide how much time to spend on this chapter. Appendix A, “Answers to the ‘Do I Know
This Already?” Quizzes,” found at the end of the book, includes both the answers and
explanations. You can also find answers in the PTP testing software.

Table 5-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Section Questions

Hosts and Virtual Hosts 1,2,3,4,5
Mobile Devices 5

Things 6

Middle Boxes 7

The Global Internet 8,9

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark that question as wrong for purposes of the self-assessment. Giving yourself
credit for an answer you incorrectly guess skews your self-assessment results and might
provide you with a false sense of security.
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What is a host?

a.
b.

c.
d.

A large-scale computer, such as a mainframe
A computer (because it can host applications)

A lot of computers connected in a single facility (a host of computers)
Any network connected device

What is the kernel?

a.
b.
c.
d.

The critical parts of an operating system
A simple bit of code a computer uses to boot
A set of critical applications running on a computer

A shared set of services running in a single memory space

What is true of applications running in user space?

a.
b.
c.
d.

They are accessible by the user, unlike applications running in the kernel.

Each application has its own memory pool.

They can directly access system hardware resources, such as a video card.

A single-user space application crashing will cause the entire computer to crash.

What is the purpose of the Linux masquerade?

a.
b.
c.
d.

It allows a user to pose as the root user for certain operations.
It allows one virtual host to pose as another virtual host.
It provides Network Address Translation services for virtual hosts.

It allows the entire host to appear as a router on the network.

What kind of kernel do Android devices use?

a.
b.
c.
d.

Windows 11
Apple’s macOS
Linux

Mach microkernel

What does an IoT gateway do?

a.
b.
c.
d.

Translates IoT protocols into IP for transmission across the Internet

Prevents unauthorized users from accessing IoT devices connected to the network
Monitors IoT devices for proper operation

Aggregates data produced by IoT devices

What are common services implemented by a firewall?

a.

b
c.
d

NAT, packet filtering, routing
NAT, data exfiltration detection, packet filtering
NAT, session termination, routing

NAT, packet filtering, stateful packet filtering
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8. What organization manages the names and numbers used on the global Internet?
a. The Internet Engineering Task Force
b. The United States government
c. The Internet Corporation for Assigned Names and Numbers
d. The International Telecommunications Union
9. What role do Internet Exchange Providers play in the global Internet?
a. Connecting large-scale transit providers to each other
b. Connecting local providers within a region to one another and to global providers
c. Connecting large-scale cloud services to transit providers
d. Connecting individual users to large-scale cloud services

Foundation Topics

Hosts and Virtual Hosts

From the outside, it is easy to treat a host as “one thing”—a single object used to run soft-
ware, connect to the Internet, etc. A host has many software components, just like it has many
hardware components. Figure 5-1 illustrates some of the essential components of a host.

§ Network Applications ’ Application ‘
& | AP || DNS |
@
5
-~ { Socket Interface F’
(0] I
% 4{ Protocol ‘
NG T

’ Queueing/QoS ‘

I
{ Device Driver L

Network Interface

Figure 5-1 Hosr Networking Stack

You can break host operating systems roughly into two parts: the kernel and user space.
Each application in the user space has (what appears to be) its own memory space, a set

of sockets to send and receive packets, access to the video subsystem, etc. In reality, these
things are all shared among multiple applications, but from each application’s perspective,
each resource is wholly dedicated to its use.

The kernel is a set of functions shared among all the applications running on the host.
Topic

All the applications running in the kernel space (generally) share the same memory and
processor space; they do not have dedicated resources. Because one application’s mistake
(or bug) can cause another application sharing the same memory resources to crash, the
kinds of applications allowed to run in the kernel are limited.
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Key An application sends a packet by placing it into a socker queue. The protocol application
inside the kernel will take the packet off the socket queue, process the packet through any

queueing, and then hand off the packet to the device driver. This protocol application is an
implementation of the TCP/IP prorocol stack.

The device driver will then pass the packet to the physical interface chipset, which will con-
vert the packet from the internal computer system representation to the external network
representation and send the packet.

NOTE Converting a packet from the internal to external format is often called clocking the
packet onto the wire, and is often performed by a serial/deserializer (SerDes) chip combined
with an electrical/electrical or electrical/optical interface chip.

Suppose the protocol stack does not have all the information it needs to send the packet,
such as the mapping between the destination’s interface and physical addresses. In that case,
it can call the ARP, ND, or another process. These applications, residing in user space, use a
socket interface like any other application to build ARP packets and discover the information
needed to send a packet.

When the network interface receives a packet destined for the physical interface, it will con-
vert the electrical or optical signals into memory locations, and in a format host applications
know how to process. The network interface will then trigger an interrupr, which lets the
protocol stack know there is a packet to process.

The protocol stack will take over the processor for a few moments. During this time, the
protocol stack will examine the destination interface address to make certain the host itself
is supposed to receive and process the packet. Finally, after some preliminary processing, the
protocol stack will place the packet into the socket queue for the application to retrieve and
process the next time it runs.

The port number indicates the application receiving the packet, as discussed in Chapter 2,
“Addresses.”

What kinds of applications run on hosts? Everything you are familiar with, from games to
word processors. Each of these uses access to the global Internet in similar ways, including

m Saving files to a cloud storage service

m Sending emails

m Retrieving web pages, videos, etc.

B Receiving, processing, and displaying streaming video

m Interacting with a server in a near real-time massive online game

Everything you do on a computer today touches the network somehow, so the protocol
stack running through the user space into the kernel tends to be very busy.
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Virtual computers add another layer of complexity, as shown in Figure 5-2.
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Figure 5-2 Virtual Namespaces in Linux

You can configure a Linux host with several namespaces to create multiple virtual hosts
(or containers). Each namespace has its socket interface, protocol stack, and virtual driver
(vdriver). The vdriver is a class of processes called a hardware abstraction layer (HAL).
From the protocol stack’s perspective, the virtual driver acts like a network interface.

The primary difference between the virtual driver and the external network driver is where
processed packets are sent for processing. The vdriver transmits packets on an internal vir-
tual bridge (vbridge). Like in a physical switch, every namespace connected to the same
vbridge can receive and process packets. For instance, if namespace A sends a packet to a
destination in namespace B, the packet will cross the vbridge between these two processes
in the same way it would cross a physical network connection, although the packet is never
transmitted through the external network interface.

Multiple virtual bridges can exist on a Linux host, and different namespaces can be con-
nected to different vbridges. If namespace A transmits a packet to namespace C, the packet
would need to flow down through the vbridge, through the masquerade, onto the Linux
bridge, and then back up through the masquerade, onto the second vbridge, and finally
through the vdriver and protocol stack in namespace C.

There is, in effect, an entire network bebind the Linux bridge in a host configured to
support multiple virtual hosts.

The masquerade is a virtual switch performing Network Address Translation (NAT). By
placing the masquerade in the path, each virtual host has a separate IP address space.

Packets destined to host connected through an external network pass through the queuing
process, then through a device driver, and finally onto a network interface.
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When a packet is received at the network interface, it follows the same process as a packet
received at the network interface of a conventional host. The destination packet is examined
and placed in a queue for processing by the masquerade. Once the masquerade has translated
the external interface address and port number into their correct internal counterparts, the
masquerade will pass the packets across the correct vbridge into the queue of the correct
vdriver. The vdriver, in turn, will hand off the packet to the correct protocol stack, socket
interface, and, finally, application.

Types of hosts include

Key m Desktop computers, whether all-in-ones, computers with separate processor units and

Topic monitors, gaming computers, business workstations (like those you might see when
you walk through a grocery store checkout line), graphics workstations, and many
other kinds of devices. These devices likely (though not always) connect through a
wired interface.

m Laptop and “two-in-one” computers can connect through a wired or wireless interface,
although they will most likely be connected through a wireless interface. These devic-
es tend to be designed to be carried from one location to another and then set on a
stable surface for use. Laptops were once considered much less powerful than desktop
computers, but as processor technology has advanced, the difference between these
two has narrowed.

m Servers, which run the software that drives websites, cloud services, and on-premises
computing services. You usually will not see servers unless you enter a data center.

Other devices are considered hosts, but these are the main categories.

Mobile Devices

Key Any small, handheld, battery-powered device used for general communications and running
Topic lightweight applications is considered a mobile device.

Mobile device use has been growing since the use of analog radio communications in the
early 1900s. The ability to use small, handheld radios for individuals to communicate across
long distances—globally—had been a dream since the first use of telegraph systems.

When telephone companies first installed wired telephone services, people used them like a
local mail system. An executive would dictate some information to a secretary, who would
then go to the mail room and have someone there call the correct receiver in some other
mailroom. The receiver would then transcribe the message and hand it off to someone who
would hand it to the recipient.

As telephones became more common, they were installed in houses (through the parry
line) and directly in the secretaries’ offices, who then screened calls directed at their
managers.

In the early 1920s, amateur radio operators worldwide proved the power of person-to-
person, rather than organization-to-organization, communication. These hams, as they are
widely called, developed (and drove the development) of ever smaller radios, reaching hand-
held size in the 1960s-70s.
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The importance of person-to-person communication proven in the real world, telephone
companies began working on deploying similar systems in the mid-1940s in cars. The first
car phone calls were made in Chicago in 1946. Sweden launched the first commercial service
for car telephones in 1956. Several other attempts were made at creating a commercially suc-
cessful mobile (car) phone network, but they generally failed because of the small range of
frequencies available and inefficient use of the available frequencies.

In 1987, the technical specifications were standardized for Europe’s first large-scale mobile-
phone network. The first text message followed quickly in 1992, and the first downloadable
content—a ringtone—in 1998.

All these early phones, however, were modeled on the desk phones everyone already knew.
There was a small keypad to make calls and doubling to thumb-type messages through the
Simple Messaging Service (SMS). In 2007, Apple debuted the iPhone with its single large
screen, driving the perception of the mobile phone from a small desk phone to a small hand-
held computer.

Part of what made the original iPhone and commercial cellular mobile networks successful
was the radical improvement in bandwidth use represented by voice over IP (VoIP), which
paved the way for converting analog voice signals into a digital format so they could be
carried over packet-switched networks like the Internet. The histories of packet-based
switching, like the Internet and telephone networks, are deeply intertwined.

NOTE Chapter 8, “Wireless Networks,” describes the operation of cellular networks.

The mobile device market expanded into tablets in the mid-2000s into the phabler,
straddling the cellular telephone and tablet devices.

Mobile devices now create and consume a large portion of the traffic on computer networks.
From a computer networking perspective, one of the interesting things about mobile devices
is they are rarely connected via a wired interface. Instead, they use Wi-Fi or cellular networks
(sometimes both) to connect to the Internet.

Two operating systems dominate the mobile device market: Apple’s iOS and Android.
Apple’s iOS is proprietary, so very little information is available about how Apple’s mobile
devices interact with computer networks. Android, however, is open-source and based on
a standard Linux kernel. Figure 5-3 illustrates the basic Android operating system network
architecture.

The kernel under the hardware abstraction layer (HAL) is a standard Linux kernel, making it
easier for developers to adapt new processors and interfaces to Android devices. Above the
HAL, however, many of the components are Android-specific, such as native libraries and
runtime.

Most of the previous section’s description of networking in the Linux kernel applies to the
Android operating system.
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Things

>|

The idea of connecting rhings to the Internet started when a Coca-Cola vending machine at
Carnegie Mellon University was modified so the inventory and temperature of drinks could
be monitored. From these humble beginnings, connecting things to the Internet has become
a significant new area of the growth of the Internet—the Internet of Things (loT).

A thing is any device designed to monitor or control real-world systems (air conditioners,

cars, etc.) connected to a network.

In 2003, about 10 times more people (using hosts, of course) connected to the Internet. In
2010, there were about twice as many things connected to the Internet as people using hosts.

What is a thing, exactly? Things in the IoT can be almost any electrical or electronic device
that can be tracked or can provide environmental information. For instance:

m A vehicle can be connected as a single thing. Each vehicle component can also be con-
nected to a car area network (CAN), providing internal and external telemetry. This
includes the depth of the brake pads, current oil pressure, external temperature, cool-
ant temperature, and many other environmental factors to find and predict failures.

Homes have many different places where IoT can be useful. Refrigerators can be con-

nected to the Internet to monitor internal temperatures and potentially provide camera
views into their interior to help residents figure out when they need to purchase items.
Thermostats are an obvious use case for IoT, allowing complex and self-learned pro-

gramming of usage habits.

Medical care is another area where the IoT can drive improved results. Hearing devices

can be connected to the Internet to monitor battery levels and operational condi-
tions. Insulin pumps can be connected to the Internet to adjust the amount of insulin
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Key

required in specific situations automatically. Sleep and fitness trackers can help people
understand their habits and improve their lifestyle.

Farms can benefit from IoT by embedding computing devices to provide direction and
control for more efficient plowing of fields. IoT devices can monitor soil moisture and
nutrients, making irrigation and fertilization more effective and efficient.

Industrial manufacturing can benefit from IoT by enabling close environmental con-
trol. Sensors can track physical changes in manufactured devices through tool wear,
feeding back into auto-adjustment capabilities to keep quality more consistent.

IoT potentially has millions of uses in the real world. Figure 5-4 illustrates an IoT ecosystem.

loT Device [«

A
Y

User
Interface

loT Device

A
Y

User
Profile

Hub/Gateway

loT Device

A
4

R Automated
[ Actions

Figure 5-4 [oT Ecosystem Example
Points to note about Figure 5-4:

m The hub or loT gateway converts the communication protocols used by IoT devices

into IP—or encapsulates these protocols on IP—so this information can be carried
through the Internet or a standard IP network for analysis.

Some form of analysis process. Most IoT devices do not have the local computing and
memory capacity to analyze and act on input.

Most IoT systems have several different user interfaces. For instance, a robotic vacuum
will have one interface for the end user, showing floor maps, vacuum status, last
cleaning, and other information. A second user interface will provide information for
the vacuum’s manufacturer, showing how often the vacuum has been used, how the
vacuum is performing, developing problems, and so on. A third user interface will be
used to troubleshoot the vacuum, showing internal component status, vacuum levels,
and so on.

Input from IoT devices is used to build a user profile, including information such as
when the user is home or away, what temperature the user likes to keep their residence
at different hours of the day, sleeping patterns, and so on. This information can be
used to provide better service for the end user, but it can also be sold to third parties
to build a fuller picture of each end user’s life and preferences.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



Chapter 5: What's in a Network? 115

NOTE The chapters in Part IV of the book consider privacy.

IoT devices generally have four components:

m Some means of communication. While some IoT devices may use Wi-Fi and IP—
standard network protocols—many others use low-power wireless systems of other
kinds, such as personal area networks (PANs), CANs, Bluetooth, ZWave, and others.

B Processing and memory to support gathering and formatting information. Local
processing and memory might also be used to take actions, such as changing the tem-
perature setting on a thermostat and storing recurring actions.

m Sensors to detect temperature, movement, humidity level, and other environmental
conditions.

m A power supply. Some IoT devices are small enough to capture power from the envi-
ronment using solar or other sources. Other IoT devices may draw power from the
larger system (such as a sensor in a vehicle), whereas others will have batteries.

An interesting variant of 10T is fog computing, which distributes processing among local
devices rather than relying on a centralized processing facility.

Middleboxes

Computer networks rely on a variety of middleboxes to transport and process packets. We
have previously examined two middleboxes: the router and switch. This section provides an
overview of firewalls, intrusion detection systems, proxies (or gateways), and load
balancers, four other kinds of middleboxes important to network operation.

The Firewall
A firewall is a collection of services, including (but not limited to)

m Network Address Translation (NAT)
Topic m Packet filtering

m Stateful packet filtering
m Intrusion detection systems

® Domain Name filtering

NOTE The chapters in Part IV of the book describe firewall operation and configuration in
more detail.

Many routers designed for use in residences or small business locations have some form of
firewall functionality included. Many anti-virus software programs also have some of these
functions.
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While each of these services can exist as standalone applications or as part of another appli-
cation, a firewall draws them all together into one physical or virtual device, making network
administration simpler.

Operators have historically deployed firewalls at the edge of a network, such as a residence
or a small business location. Virtual firewalls are often deployed in public cloud services or
between segments in a large-scale data center.

NOTE Chapter 17, “Cloud Computing,” considers cloud services.

The Intrusion Detection System
An IDS examines the traffic passing through a network for

Key m Malware, such as computer viruses, being carried in packets through the network
Topic

m Evidence that someone is exfiltrating data from the network or improperly copying
data from hosts in the network to a host outside the network

m Evidence that someone is using a host in the network to attack other hosts

These systems almost always use traffic and packet content patterns developed through
years of research. An IDS can be implemented as a standalone appliance wired into the net-
work, as a virtual service, or embedded in a router or firewall.

The Proxy or Gateway

Some network engineers consider proxies and gateways different, although they are similar
enough in their operation to treat them in a single description.

NOTE This book uses the term proxy when describing a proxy or gateway:.

Figure 5-5 illustrates the basic function of a proxy.

Figure 5-5 Proxy Operation
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In Figure 5-5, host A is configured to send packets to the proxy running on host B. The con-
nection terminates at B, and the proxy process initiates a separate connection to C, acting on
host A’s behalf. In Figure 5-5:

1. Host A sends a packet with B’s IP address.

2. The proxy service receives this packet and removes the IP encapsulation. The proxy
service encapsulates the data in a new IP packet destined to C’s IP address.

3. The service (running on host C) processes the packet and responds as needed, using a
packet sent to B’s IP address.

4. The proxy service replaces C’s encapsulation, sending a new packet to host A.

An application might want to connect through a proxy rather than directly to the service
because

m The user at host A does not want the service to know their location or interface
address.

m The service on host C does not support encrypted connections, and the user at A
would prefer router D not to be able to observe the information it sends to C.

m The service running at host C does not accept direct connections for security or pri-
vacy reasons.

NOTE Chapter 22, “Troubleshooting,” considers virtual private networks (VPNs), which are
similar, in some ways, to proxies.

The Load Balancer
The simplest way to think of a load balancer is as an intelligent reverse proxy. There are two
primary differences between a proxy and a reverse proxy:

m When users connect to a proxy, they intentionally do not send packets directly to the
service. Instead, they send their packets to an intermediate device—a middlebox—that
acts like the originating host when communicating with the service.

m On the other hand, users are unaware they are connecting to a reverse proxy instead
of the actual service.

m The traffic flow is bidirectional through a proxy. The traffic from the host to the
service and from the service to the host passes through the proxy.

m The traffic is asymmetrical through a reverse proxy. The initial connection, and
potentially all the packets sent to the service, pass through the reverse proxy. However,
traffic from the service to the user does not pass through the reverse proxy.
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Figure 5-6 illustrates the operation of a reverse proxy.
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Figure 5-6 Reverse Proxy Operation
In Figure 5-6:

1. Host A sends initial packets to start a session with a service to an IP address. From A’s
perspective, the destination IP address is the interface address of some physical or vir-

tual host running the service.

2. [Inreality, the IP address host A sends these packets to the interface address of host B,
a proxy server. The proxy service will choose one of several servers running the

service—in this case, host C.

3. When C receives this packet, it will process the data as needed and respond to host A,

whose address is still in the original packet.

Unlike a proxy server, the reverse proxy service does not modify the packet’s source and
destination addresses. The reverse proxy service can load balance by sending service

requests to different servers running the same service.

NOTE Chapter 17 looks at reverse proxies in more detail in the context of content services.

The Global Internet

We have covered a lot of information in these first five chapters; it is time to back up and
look at the bigger picture. Operators build computer networks based on the addressing,
routing, and devices covered previously, but how are all these things put together to cre-
ate the global Internet? Figure 5-7 provides a basic overview of the components of the

Internet.

Later chapters will cover some of these organizations in more detail; this section provides an

overview of how all these pieces fit together.
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Figure 5-7 An Overview of the Global Internet

Internet Assigned Numbers Authority

Topic The Internet Assigned Numbers Authority (IANA) manages the numbers and names needed
to make the global Internet work. While the ICAAN tends to focus on the names used in
Domain Name Service (DNS), IANA focuses on numbers, like IP addresses, protocol num-
bers, and port numbers.

IANA is often directed by standards bodies such as the Internet Engineering Task Force
(TETF) to set aside blocks of addresses (like the reserved IP addresses discussed in
Chapter 2) and other resources.

Internet Corporation for Assigned Names and Numbers

Topic The Internet Corporation for Assigned Names and Numbers (ICANN) manages the numbers (like
IP addresses and port numbers) required to make the global Internet work under the supervision
of IANA. The ICAAN mainly focuses on policy around the names used in the DNS.

7" Regional Internet Registries
Topic

TANA gives blocks of addresses and other resources to the five Regional Internet
Registries (RIRs) to manage. Each RIR supports a geographic region:

m The African Network Information Center (AFRINIC)

m The American Registry for Internet Numbers (ARIN)

m The Asia-Pacific Network Information Center (APNIC)

m The Latin America and Caribbean Network Information Center (LACNIC)

m The Réseaux IP Européens Network Coordination Centre (RIPE)
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Each of these five RIRs assigns address blocks and other resources to organizations such as
Internet service providers (ISPs).

7 Top-Level Domain Owners
Topic Top-level domains (TLDs) are the far-right portion of the domain name, such as .com and .org.

TLD owners sell the right to use subdomains of their TLD to organizations of all kinds
through Domain Name Service providers.

&) Transit Providers

Topic Transit providers focus on carrying packets across cities, regions, nations, continents, and
the world. These providers make up what is generally considered the “core” of the global
Internet.

NOTE There are few “pure” transit, access, or content providers; more providers have
moved into multiple markets to support their business models.

J7&" Access Providers
Topic Access providers connect individual users and organizations to the global Internet.
Examples of access providers are

m Cellular telephone companies, such as AT&T and Claro

m Cable television companies, such as Time Warner and Rogers
m Telephone companies, such as Verizon and Orange

m Satellite providers, such as Starlink and Hughes

m Regional providers, such as ATMC

m Wireless Internet service providers (WISPs), such as Array Communications

Large telecommunications companies provide Internet access as a part of a larger business,
while others focus only on individual regions or unique access technologies.

7 Content Providers

Topic Content providers are the “endpoints” of the Internet, where content is hosted. The vast
majority of Internet traffic is either sent to or retrieved from a content network. Content
providers include

m Cloud services, such as Amazon, Google, and Linode

m Compute and storage services, such as Seagate and Digital Ocean
m Social media, such as Twitter and LinkedIn

m Information, like blogs, newspapers, magazines, and journals

m Services and shopping, such as FedEx and Amazon
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Content providers can be local or global and can sell just about anything; the critical point,
though, is they sell a service or good to others. These organizations use computer networks
as strategic assets, integral to their business, rely on the Internet to communicate with their
customers, and often rely on the Internet to deliver a product.

78 Content Distribution Networks

Topic Content distribution networks (CDNs) add value to the Internet at the intersection of
two problems:

m Positioning content closer to users improves user experience, driving business.

B Many content providers do not have the physical infrastructure to position content
close to users.

CDN:s provide storage and compute resources globally to position content as close to users
as possible.

7' Internet Exchange Providers
Topic

Internet exchange providers (or points, also called IXPs, or sometimes just IXs) provide
the filler “glue” that holds regional portions of the Internet together. Figure 5-8 illustrates.

Before IX
After IX

Transit Provider Transit Provider

Regional Edge 1 Regional Edge 2 Regional Edge 1 Regional Edge 2

Figure 5-8 Internet Exchange Providers

On the left side of Figure 5-8, marked Before IX, two regional edge providers communicate
only through a transit provider. The disadvantages to this kind of connectivity are

m Both regional providers pay the transit provider to carry traffic between them, even
though they are in the same geographic area.

m If the transit provider’s connection point is geographically distant, pushing all the
traffic through the transit provider introduces long delays and lots of jitter. For
instance, if the two regional providers are in Brazil and the transit provider’s closest

cross-connect point is in Miami, the user experience between the two regional
providers will be poor.
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To remedy this situation, regional providers can cooperate to build an IX where they can
cross-connect locally, as shown in the Afrer IX portion of Figure 5-8. Suppose several
regional providers and other large businesses connect through the IX. Because of the
existing connectivity, transit providers will also find connecting to the IX attractive because
they can reach more customers with fewer cable runs.

Over time, cloud providers will also find connecting to the IX attractive, and CDNs will
station equipment on the IX fabric to increase user perception of performance in the region.
The IX can become a “community gathering point” for global Internet connectivity in a
region.

Chapter Review

Hosts, virtual hosts, middleboxes, and things all use the Internet to communicate. Each plays
a different (and important) role in the Internet. These roles can be broken down into four
basic functions: creating information, carrying information, processing information, and con-
suming information. So long as you can fit any device into one of these four roles, you can
quickly understand what problems the device must solve and also the components required
to solve that problem.

All these devices connect to the global Internet, but what is the Internet, anyway? The
Internet is a group of organizations that work together to create and transport data across
the globe. Carrying data requires a set of global names and numbers, as well as organizations
filling niches in a larger ecosystem.

You will encounter many of these terms and organizations again and again as you move
through this book.

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book or interactive tools for the same
material found on the book’s companion website. Refer to the online Appendix D, “Study
Planner,” element for more details. Table 5-2 outlines the key review elements and where you
can find them. To better track your study progress, record when you completed these activi-
ties in the second column.

Table 5-2 Chapter Review Tracking

Review Element Review Date (s) Resource Used
Review key topics Book, website
Review key terms Book, website
Repeat DIKTA questions Book, PTP
Review concepts and actions Book, website

Review All the Key Topics

Table 5-3 lists the key topics for this chapter.
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Table 5-3 Key Topics for Chapter 5
Topic B Key Topic Element Description Page Number
Paragraph Kernel 108
Paragraph Socket queue 109
Paragraph vdriver 110
Paragraph Masquerade 110
List Types of hosts 111
Paragraph Mobile devices 111
Paragraph Mobile device operating systems 112
Paragraph Internet of Things (IoT) 113
Figure 5-4, list IoT ecosystem 114
List Firewall services 115
List What IDS examines traffic for 116
Section Internet Assigned Numbers Authority 119
Section Internet Corporation for Assigned Names 119
and Numbers
Section Regional Internet Registries 119
Section Top-Level Domain Owners 120
Section Transit Providers 120
Section Access Providers 120
Section Content Providers 120
Section Content Distribution Networks 121
Section Internet Exchange Providers 121

Key Terms You Should Know

Key terms in this chapter include

host, kernel, user space, namespace, virtual host, hardware abstraction layer (HAL),
masquerade, mobile device, Apple iOS, Android, IoT, IoT gateway, firewall, IDS, TANA,
ICAAN, Regional Internet Registries (RIR), transit provider, access provider, content
provider, content distribution network (CDN), Internet exchange

Concepts and Actions

Review the concepts considered in this chapter using Table 5-4. You can cover the right
side of this table and describe each concept or action in your own words to verify your
understanding.

Table 5-4 Concepts and Actions

Kernel space A space where all applications and processes share the same
memory, scheduler, and other resources

User space A space where each application has its own memory space, and
accesses hardware interfaces through sockets or a HAL

vbridge A virtual bridge connecting Linux namespaces
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Masquerade

A virtual Network Address Translation device in the Linux
networking stack

Mobile device operating
systems

Apple iOS and Android

Android kernel

Android uses a standard Linux kernel

IoT devices

Sensors and robotic devices connected to the global Internet

IoT gateway

Converts IoT protocols to IP so the data can be carried across
the global Internet

Firewall A collection of services including NAT, packet filtering,
stateful packet filtering, etc.

Proxy Terminates a session and sends the data from the sender to the
destination on behalf of the sender

ICANN Manages the assignment of numbers and names in the global
Internet

TANA Manages the assignment of numbers, like IP addresses, in the

global Internet

Regional Internet Registry

Manages the assignment of numbers, like IP addresses, in a
region, like Africa

Transit providers

Carry packets across diverse geographic regions

Access providers

Sell Internet access to individual users and organizations

Content providers

Endpoints of the Internet; store and process data, provide
services

IX

Internet Exchange; provides local connectivity between access
providers, and a regional hub of Internet activity
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CHAPTER 6

Network Models

This chapter covers the following exam topics:

1. Standards and Concepts
1.1 Identify the fundamental building blocks of networks.

TCP/IP model, OSI model, frames and packets, addressing

Because models are an abstraction of the way computer networks work, they are often hard
to understand. It is also often hard to understand why you should memorize a model of
computer network operation. Why not just understand the protocols themselves?

Because having a good mental model of how network protocols work helps you

m Ask the questions required to understand any individual protocol.

® Understand what a protocol should be doing so you can troubleshoot effectively when
it is not.

m Understand what a protocol does so you can effectively use the available protocols in
your network designs.

A second objection to learning network models is that it may not seem as though network
protocols have enough in common to build a model of how each one works. In fact, mod-
eling network protocols is going to become more complex in future chapters as we add
another layer of protocols into the stack. It is possible to build network operation models
regardless of the differences in the protocols because there is only a small range of problems
to be solved and a small range of solutions to each of these problems. These similarities will
become more apparent as you move through this chapter.

“Do | Know This Already?” Quiz

Take the quiz (either here or use the PTP software) if you want to use the score to help you
decide how much time to spend on this chapter. Appendix A, “Answers to the ‘Do I Know
This Already?’ Quizzes,” found at the end of the book, includes both the answers and expla-
nations. You can also find answers in the PTP testing software.

Table 6-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Section Questions

Why Are Models Important? 1
The OSI Seven-Layer Model 2,3,4,5,6
The TCP/IP Model 7
The Recursive Internet Architecture 8
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CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark that question as wrong for purposes of the self-assessment. Giving yourself
credit for an answer you incorrectly guess skews your self-assessment results and might
provide you with a false sense of security.

1. Why is understanding network models important?
a. So you can place protocols in their proper context within a computer network
b. So you can understand “Layer 2,” “Layer 3,” etc.
c. Soyou can quote the layers of each model when asked
d. So you can understand network management displays

2. What is the correct order of the seven layers of the OSI model, from lowest to
highest?
a. Data link, physical, transport, network, presentation, session, application
b. Session, application, presentation, physical, data link, network
c. Physical, data link, network, transport, session, presentation, application
d. Application, presentation, session, transport, network, data link, physical

3. What are two significant things about Layer 2—the data link layer—of the OSI
model? (Choose two.)

a. Datais carried in frames.

b. Data is carried in packets.

c. Routers operate at this layer.
d. Switches operate at this layer.

4. What are two significant things about Layer 3—the network layer—of the OSI
model? (Choose two.)

a. Data is carried in frames.
b. Datais carried in packets.
c. Routers operate at this layer.
d. Switches operate at this layer.
5. What kinds of addresses are used in Layer 3 of the OSI model?
a. MAC addresses
b. EUI-48 addresses
c. Internet Protocol addresses
d. Port numbers
6. Why is it sometimes difficult to map OSI model layers to protocols in the TCP/IP suite?

a. Every function provided by protocols in the TCP/IP suite of protocols is not
described in the OSI model.

b. Every function described in the OSI model is not provided in the TCP/IP suite of
protocols.
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c. Some functions described in the OSI model are either repeated by multiple
protocols or fall into protocols outside the specified layer.

d. Some functions in the TCP/IP suite of protocols do not exist in the OSI model.
7. What are the layers of the DoD model, in the correct order from lowest to highest?

a. Internet, network interface, application, transport

b. Network interface, internet, transport, application

c. Physical, data link, internet, transport

d. Network interface, data link, internet, session
8. What are the four functions described in the RINA model?

a. Error control, flow control, multiplexing, marshaling

b. Physical access, logical access, error control, flow control

c. Network interface, data link, session control, flow control

d. Error control, flow control, session control, logical access

Foundation Topics
Why Are Models Important?

Suppose you decided to become a master car mechanic, and start by memorizing the way
everything under the hood of your car looks. You note the oil filter, for instance, is painted
green. Just after you take your car in for service, you are stranded on the roadside because
the engine stops running.

You open the hood and immediately spot the problem: the oil filter is red. Maybe the oil
filter changes color to show it needs to be replaced? Or perhaps the people at the service
center put the wrong oil filter into your car?

This example might be ludicrous to anyone who knows what oil filters do and knows manu-
facturers paint them different colors. But this example is very close to what happens when
you try to understand how a network works by memorizing how to configure different
protocols.

You might even cut the old and new oil filters apart, noting the differences, but you still will
not understand what an oil filter does or how it relates to the rest of the engine. Again, this is
the same as memorizing the packet format for a protocol or looking at packets captured off
the wire. Just because you understand the internal format of a protocol does not mean you
completely understand how the protocol works.

You need to understand the oil filter and know how it works, how it is built, and what it does
in the larger system of your car’s engine. What you need to understand about a protocol is
how it works, how it is formatted, configured, and what it does in the larger computer
network system.
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State machines and descriptions explain how a protocol works. Protocol specifications
explain how a protocol is formatted. Configuration guides and user manuals explain
how to configure a protocol to achieve different results. Models explain what a
prorocol does.

Just like you cannot troubleshoot a car engine by looking at the color of an oil filter, you
cannot troubleshoot a network by just looking at a particular protocol’s bits on the wire. It
would help if you had some larger context so you understand how to interpret those bits.
Just like you cannot design a car engine by knowing which color of oil filter to use, you can-
not design a network by just looking at the protocol configuration guide or specification.

It would help if you had some larger context to understand how to use the protocol in a
network.

Rather than memorizing the various models of network stacks, learn how to use them to
improve your network engineering skills.

The OSI Seven-Layer Model

The network engineering community is (largely) united behind the Internet Protocol (IP) and
protocols related to IP, but things were different in the early days of computer networks. In
the late 1970s and early 1980s, networks used a lot of different protocols, such as Netware’s
Internet Packet Exchange (IPX) and Banyan’s VINES Internetwork Protocol (VIP).

There was even some disagreement over whether an end-to-end system of protocols should
be standardized or if

m Lower-layer protocols describing how to send data over a link should be standardized

m Upper-level protocols describing how to send data between applications should not be
standardized

If every application needs to move data differently, standardizing a single protocol suite
would be a fruitless quest and harm competition. During this time—the mid-1970s—X.25
and the High-Level Data Link Control (HDLC) protocols were standardized. Through
various political maneuvers, a subgroup of the International Organization for Standard-
ization (1SO) was formed to work on packet-based network protocols called Open Systems
Interconnection (OSI).

Over the next several years, through the late 1970s, this group moved from working on link-
level protocols to end-to-end protocol standards by Charles Bachman, Hubert Zimmerman,

and others. Bachman believed that protocol standardization should focus on host interfaces

because of his experience with database systems.

Key In 1978, this new committee met and proposed a seven-layer reference model, now known as
Topic the OSI seven-layer model. The specification for the OSI model became a working paper
in 1979 and then an international draft standard.
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Figure 6-1 shows the OSI model.

Application || Selects application service

Presentation Code conversion
Data Formatting

Session || Coordinates application
interaction

Transport || End-to-end data integrity
End-to-end quality of service

Network Routes data between hosts

Data || Transfers data across a single
physical link

Physical | | On-link signaling of data

Figure 6-1 The OSI Model

The original meaning of each OSI model layer was precise, designed to fit into the way oper-
ating systems and computer hardware functioned then. As network theory has developed
since then, the OSI model has been retained by generalizing and expanding some layers’
meanings and minimizing others’ functions. Specifically:

m The application and presentation layers’ functions are generally handled in a single
protocol rather than two separately specified protocols.

m The functions of the session and transport layers are generally handled in a single
protocol rather than two separately specified protocols.

m End-to-end quality of service (QoS) is often provided through packet markings in
network layer protocols rather than being handled in the transport layer.

m The data (or data link) layer is often thought of as being combined with the physical
layer, although there often are two different protocols or functions here.

Designers and operators now often stack protocols on top of one another within a single
layer. For instance, the QUIC protocol runs over the User Datagram Protocol (UDP),
although both are within the transport layer of the OSI model.

NOTE Chapter 14, “Network Transport,” considers transport protocols in detail. The
chapters in Part II of this book consider physical transport.

It is possible to map the Internet Protocol (IP) protocols onto the OSI model, as Figure 6-2
illustrates.
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Key Application || Selects application service =~ [~ :

Topic

Presentation Code conversion
Data Formatting

Session || Coordinates application ... } """""""""" HTTP, FTP, etc.
interacton [ i
..................... rto------ TCP,QUIC
Transport || End-to-end data integrity Lo
End-to-end quality of service
ubP
Network || Routes data between hosts
IP

Data || Transfers data across a single
physical link

Physical | | On-link signaling of data

Figure 6-2 The Complexity of Mapping Prorocols in the IP Suite to the OSI Model

Figure 6-2 shows the complexities of mapping a modern protocol suite onto a model
designed for a different environment. For instance:

m The port number selects an application service and is carried in IP transport protocols.
® End-to-end QoS is partly handled in IP transport protocol and partly in IP.

m Application layer protocols in the IP suite, such as the Hypertext Transfer Protocol
(HTTP), ensure end-to-end integrity, a function IP and IP transport layer protocols like
TCP also support.

Most network engineers simplify the OSI to TCP/IP mapping problem by equating each
layer in the model with a small set of protocols, as Figure 6-3 shows.

Layer 7 Application | | HTTP, FTP, etc.
Layer 6 || Presentation
Layer 5 Session
TCP, UDP, QUIC
Layer 4 Transport
Layer 3 Network | | IP
Layer 2 Data | | Ethernet
Layer 1 Physical

Figure 6-3 Simplified IP Protocol Suite to OSI Model Mapping
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While the mapping shown in Figure 6-3 is not perfectly accurate, it is still useful:

m A Layer 1 protocol is the physical signaling that carries data on a wire or wireless
channel.

m A Layer 2 protocol relates to physical addresses, multicast techniques, and switching
protocols.

m A Layer 3 protocol relates to IP, IP addresses, and IP routing.

m A Layer 4 protocol relates to transport protocols like TCP and QUIC.

These layers do not precisely match because the various TCP/IP protocols were designed for
a different model altogether. The remaining layers tend to be bundled into the application
space.

The OSI model is helpful today because

m It provides a basic breakdown of the protocols required to carry data from one host to
another.

m The layering scheme—Layer 1-7—provides a helpful frame of reference to discuss
protocols and network functionality. If you say, “This is a Layer 2 switch,” everyone
in computer networking will understand the device forwards based on physical
addresses.

The OSI model is also important to abstracting and understanding the process of sending
data from one host to another across the network, as Figure 6-4 illustrates.

Application Application
L[l | Presentation Presentation
10
port number port number
1
Session Session
Transport Transport
ﬁ 9
protocol protocol
2
Network Network Network
ﬁ 8
protocol protocol protocol
3 s
Data Data Data Data
Physical Physical Physical Physical
4 5 7

Figure 6-4 Transporting a Packet Based on the OSI Model
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Based on the numbered steps in Figure 6-4:

1. An application sends a data block to the transport protocol through a socket
interface.

2. The application protocol encapsulates the data into a segment and sends the segment
to the network layer—the IP protocol.

3. The network protocol (IP) encapsulates the segment into a packet and attaches the
source and destination interface addresses. The network protocol then sends this
packet to the physical interface.

4. The physical interface encapsulates the packet into a frame and attaches the source
and destination physical addresses. The physical interface then transmits the frame
onto the wire connecting the host to the network.

5. When a switch receives this frame, it forwards the frame based on the physical inter-
face address.

6. When a router receives this frame, it removes the physical interface encapsulation and
sends the packet from inside the frame to the forwarding engine. The router deter-
mines the correct output interface and physical interface and sends the packet to the
correct physical interface.

7. The physical interface encapsulates the packet into a frame, adding the correct source
and destination physical addresses.

8. The host interface receives the frame, strips off the outer physical encapsulation, and
determines which local protocol software to send the packet for further processing. In
this case, the correct process will be the IP protocol stack.

9. The network software will strip off the outer packet encapsulation, leaving the
segment. The protocol will forward this segment to the correct transport protocol
process using the protocol number.

10. The transport protocol will determine which application should receive this data based
on the port number. The transport protocol will strip off the outer segment encapsula-
tion, leaving the data itself, and forward this data to the correct application.

The OSI model helps engineers visualize this entire process.

The TCP/IP Model

You might have noticed that mapping the IP protocol suite into the OSI model results in four
layers rather than seven. These four layers are not an accident. Developers originally devel-
oped the IP protocol suite using a four-layer model called the Department of Defense (DoD)
or the TCP/IP model. Figure 6-5 illustrates the TCP/IP model.

The TCP/IP model is like the OSI model, except the TCP/IP model is less specific. Since the
TCP/IP model was developed before the OSI model, before the community recognized more
complex computer network problems and before the early attempts to standardize physical
network interfaces, its simplicity makes sense.

The DoD model is no longer widely used, but it is still helpful to know and understand.
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L Establishes and manages HTTP, FTP
Layer 4 Application L L .
application-to-application connections
Establishes and manages TCP, UDR
Layer 3 Transport ’ ’
y P host-to-host connections QuiC
Layer 2 Internet Routes packets between IP
hosts
Laver 1 Network Sends and receives frames Ethernet
y Interface from the physical network

Figure 6-5 The DoD Network Model

The Recursive Internet Architecture

The original group of engineers developing and standardizing the OSI model never intended
for seven layers to be carved in stone, as they are often treated today. Many engineers
believed more layers would be added as new problems were discovered and solved.

In a sense, more layers have been added through tunneling. Figure 6-6 illustrates.

Application N
Presentation Session :
T
! L | Transport :
|
| |
! Network I Tunnel
| |
| |
|
! Data |
Session i
Transport T
T
| [ Network :
|
| : Tunnel
|
Data :
| i
Network ’
Data
Physical

Figure 6-6 Tunneling in the OSI Model

A tunnel can be modeled as a second set of protocol layers inserted into the OSI model’s
protocol stack. One of the original developers of the OSI model, John Day, went on to
develop another kind of model for network protocols called the Recursive InterNetwork
Architecture (RINA). Figure 6-7 illustrates the RINA model.
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Application || Error/Flow Control HTTP, FTP, etc.
to
Application -
Multiplex/Marshal
Host || Error/Flow Control TCP, UDP, QUIC
to
Host
Multiplex/Marshal IP
Interface || Error/Flow Control Data Ethernet,
to Interface Link etc.
Multiplex/Marshal Physical

Figure 6-7 The RINA Model

The concept behind RINA is four fundamental problems need to be solved to carry data
across a network:

Key m Error Control: Data must be delivered without error.
Topic

m Flow Control: The transmitter cannot transmit data more quickly than the receiver
can accept it, nor so slow the receiver is starved of data.

® Multiplexing: There must be some way for multiple devices to share the same physical
wire or transmission medium. Addressing and routing would be included as solutions
for multiplexing.

m Marshaling: Data must be formatted by the sender so the receiver will understand it.

According to the RINA model, each protocol will accomplish two things. Protocol designers
generally implement error and flow control in one protocol and marshaling and multiplexing
in another. Protocols come in pairs, with each protocol in the pair solving two of the four
problems.

Key While the OSI model focuses on the interfaces and interactions between the software and

Topic hardware in the process of sending data, the RINA model focuses on what each component
is doing. The RINA model is important because this shift in focus allows network engineers
to ask different kinds of questions.

Rather than asking “How does this protocol fit into the protocols around it?” the RINA
model asks “What should this protocol be accomplishing?” When you are designing or
troubleshooting a network, both kinds of questions are helpful.
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The RINA model is not just another networking model but is an entire project designed
to change the fundamental design and operation of computer networks. Vendors have not
developed the ideas behind RINA into widely available protocol implementations, and
operators have not deployed RINA-based protocols.

Because the RINA model is recursive, there is no reason a network should have two, four,
six, or eight layers. Dr. Day argues networks should have eight layers, illustrated as two
grayed-out layers in Figure 6-7. His argument has been proven true, at least in some sense, by
the widespread use of tunnels in modern computer networks.

Chapter Review

Network models might seem impractical and distant when you first encounter them, but they
are built into the language of computer network engineering. Models provide more than a
common language set, though. Models also provide a way of thinking about how networks
work.

You should study the OSI and RINA models, in particular, and understand how these two
models map to what protocols do and what problem is being solved at each stage in carry-
ing a packet from one application to another. Using models will get you into the mindset of
clarifying and solving problems.

This is not the end of our journey through the logical concepts of network technology like
the control plane, addresses, protocols, and models. For the next part, however, we will
focus on the physical aspects of transmitting data across wires and optical fibers and build-
ing network topologies.

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book or interactive tools for the same
material found on the book’s companion website. Refer to the online Appendix D, “Study
Planner,” element for more details. Table 6-2 outlines the key review elements and where you
can find them. To better track your study progress, record when you completed these activi-
ties in the second column.

Table 6-2 Chapter Review Tracking
Review Element Review Date (s)

Review key topics

Resource Used

Book, website

Review key terms

Book, website

Repeat DIKTA questions

Book, PTP

Review concepts and actions

Book, website

Review All the Key Topics

Table 6-3 lists the key topics for this chapter.
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Table 6-3 Key Topics for Chapter 6

Key Topic Element
Paragraph, Figure 6-1

Description
OSI model 129

Page Number

Figure 6-2

The Complexity of Mapping | 131
Protocols in the IP Suite to
the OSI Model

Figure 6-4, list

Transporting a Packet Based | 132
on the OSI Model

Section The TCP/IP Model 133

List Four problems behind the 135
RINA concept

Paragraph RINA model vs. OSI model 135

Key Terms You Should Know

Key terms in this chapter include

ISO, OSI seven-layer model, TCP/IP model, protocol layers, RINA model, error control,
flow control, multiplexing, marshaling

Concepts and Actions

Review the concepts considered in this chapter using Table 6-4. You can cover the right
side of this table and describe each concept or action in your own words to verify your

understanding.

Table 6-4 Concepts and Actions

Network models describe

What protocols do

Seven OSI model layers

Physical, data, network, transport, session, presentation,
application

Network layer function

Routes data between hosts; routers operate at this layer

Data layer function

Transfers data across a single physical link; switches operate
at this layer

Network layer protocols

The Internet Protocol (IP)

Original TCP/IP model

DoD model

Four TCP/IP model layers

Network interface, internet, transport, application

Tunneling in the OSI model

Tunnels can be seen as repeating the layers between layers

Four RINA functions

Error control, flow control, marshaling, multiplexing
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Part |l
Infrastructure

The first part of this book started with a physical world shipping example, working through
the problems, solutions, and implications of addresses on shipping packets. One tiny detail
(okay, it is not so tiny) we skipped over from the original shipping in the real world is how
packages are physically carried from one place to another. The physical trucks, vans, air-
planes, ships, and trains must have equivalents in computer networks. Even if the signals are
digital, there must be some physical path between the sender and receiver.

What does this path look like, and how does it work?

Part II of this book will aim to answer these questions by looking at the infrastructure of
computer networks.

The first chapter in this part will provide some mild electronic engineering background and
then consider wired network connectivity. The second chapter will move into the wireless
realm, including Wi-Fi, cellular networks, and configuring hosts for Wi-Fi connectivity. The
third chapter will look at bandwidth, delay, and their measurement in the real world. The
fourth chapter will look at network hardware's physical layout and lights. The fourth, fifth,
and sixth chapters move into the way wires are connected to build a physical network—what
are called ropologies in the computer networking world.

The chapters in this part of the book are as follows:
Chapter 7: Wired Networks
Chapter 8: Wireless Networks
Chapter 9: Bandwidth, Delay, and Jitter
Chapter 10: Basic Network Hardware
Chapter 11: Local Area Networks
Chapter 12: Wide Area Networks
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Wired Networks

This chapter covers the following exam topics:

1. Standards and Concepts
1.3. Differentiate between LAN, WAN, MAN, CAN, PAN, and WLAN.

Identify and illustrate common physical and logical network topologies.

3. Endpoints and Media Types

3.1 Identify cables and connectors commonly used in local area networks.

Cable types: fiber, copper, twisted pair; Connector types: coax, RJ-45,
RJ-11, fiber connector types

3.2 Differentiate between Wi-Fi, cellular, and wired network technologies.

Copper, including sources of interference; fiber; wireless, including
802.11 (unlicensed, 2.4GHz, 5GHz, 6GHz), cellular (licensed), sources of
interference

Even with the knowledge of packets, addresses, and routing, the Internet—and computer
networks more broadly—might seem a little...magical. After all, packets somehow leave your
computer or cellular telephone and make it to another host, which then processes the data
and sends a packet back from some distant location to your host for processing. Because
packets are not really packages, what is the physical process for sending and receiving
packets across long distances?

The process of sending packets and packages is similar in some ways and different in others.
For instance:

m Even though we say a packet leaves one host and travels to another, the packet your
host sends is not the same physical packet received. Packets are read into memory and
re-created at every hop—every router, switch, and gateway. Even though the dara is
the same, the electrical signals carrying the data are not the same.

m There is a direct physical path between the sender and the receiver. While millions of
hosts, routers, switches, and other devices cannot share a single physical path, there is
still a physical path between every pair of hosts connected to the Internet.

Just like a physical package might travel over roads, tracks, through the atmosphere, or
across the surface of water, packets are carried across copper wires, optical fibers, and
through the air when transmitted from one location to another.

This chapter looks at two kinds of physical wiring: copper (or electrical) and optical.
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Before jumping into copper wiring, we learn about electromagnetic transmission because
this will clarify interference in copper cabling and the maximum transmission unit (MTU).

“Do | Know This Already?” Quiz

Take the quiz (either here or use the PTP software) if you want to use the score to help you
decide how much time to spend on this chapter. Appendix A, “Answers to the ‘Do I Know
This Already?’ Quizzes,” found at the end of the book, includes both the answers and
explanations. You can also find answers in the PTP testing software.

Table 7-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Section Questions

Electrical Transmission and Interference 1,2
The Maximum Transmission Unit 3
Ethernet over Copper 4,5,6
Fiber 7,8
Pluggable Interfaces 9

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chap-
ter. If you do not know the answer to a question or are only partially sure of the answer, you
should mark that question as wrong for purposes of the self-assessment. Giving yourself
credit for an answer you incorrectly guess skews your self-assessment results and might pro-
vide you with a false sense of security.

1. What is the frequency of an electronic signal or wave?
a. How often the signal shuts on and off
b. How often the signal’s power changes
c. How often the signal changes polarity
d. How often the signal changes froma 0 toa 1
2. What is far-end crosstalk?
a. The amount of interference between two optical fibers
b. The amount of interference between two copper wires carrying different signals
c. The amount of interference measured at a point farthest from the equipment
d. The amount of interference between two wireless signals
3. What is the maximum transmission unit?
a. The longest amount of time a transmitter can use the network

b. The shortest possible packet a sender can transmit on a segment or through a
network

c. The largest file a sender can transmit over a network

d. The largest packet, in bits, that can be transmitted over a segment or through a
network
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4. What is coax?

a. A type of copper cable with an inner conductor and outer shield

b. A type of fiber-optic cable containing two optical strands

c. A type of copper cable carrying two wires twisted together

d. A type of copper connector with two prongs
5. The 100BASE-T standard describes?

a. A method for transmitting 100 Mb/s over an optical cable

b. A method for transmitting 100 Mb/s over a twisted pair of copper wires

c. A method for transmitting 100 Mb/s over a coaxial cable

d. A method for transmitting files containing less than 100 MB of data
6. What is an RJ-45 connection?

a. A small round connection used for fiber-optic networks

b. A small round connection used for twisted-pair copper networks

c. A rectangular connector with 8 wires used for twisted-pair Ethernet

d. A rectangular connector with 4 wires used for twisted-pair Ethernet
7. What is single mode?

a. An Ethernet mode where only one host can transmit data at a time

b. An optical fiber connection using high-power laser transmitters

c. An optical fiber cable with a single optical strand

d. An Ethernet cable with a single strand of wire, rather than a twisted pair
8. What is an SC connector?

a. A square twisted-pair Ethernet connector

b. A small round connector used as an alternate to the RJ-45

c. A common round fiber-optic connector

d. A common square fiber-optic connector
9. Why are pluggable interfaces popular?

a. Deployment flexibility.

b. They are less expensive.

c. The profit margin is higher for vendors.

d. They always support many different interface speeds.

Foundation Topics

Electrical Transmission and Interference

Perhaps the simplest way to think of electrical signals moving through a copper wire is like
water in a pipe. Of course, this comparison is crude and will only take you so far in under-
standing electrical transmission, but the similarities allow this comparison a reasonable place
to start. For instance, we can define some common electrical terms as they might relate to
water in a pipe, such as

m Voltage is like the pressure of the water being pushed through the pipe.
m Amperage is like the amount of water being pushed through the pipe.
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m Wattage is like multiplying the pressure times the amount to measure the power of the
water moving through the pipe

Assume you and a friend are on either end of a water pipe, and you want to find some way
to communicate through the pipe. You could, for instance, vary the water pressure in some
way. If you increase and decrease the water pressure 10 times in a second, you send a 0.

If you increase and decrease the water pressure 20 times a second, you send a 1.

Suppose you can send a string of 0s and 1s over the pipe in an hour; if you had a way to
translate a string of Os and 1s to a character, image, or something else, you would have a
communication system. The rate at which you pulse the water—10 or 20 times each second
in this simple example—is called the frequency. Frequency is measured in berrz, the number
of cycles in a second.

Pulling these terms into electrical signaling, we have

m Voltage is the pressure of the electrical signal passing through the wire.
Topic m Amperage is the amount of electricity passing through the wire.
m Wattage is the power, or the combined pressure and volume, of electricity.

m Frequency is how often the polariry of the electrical signal changes direction.

Imposing a signal onto an electronic signal is called modulation. Signaling data by shifting
the signal’s frequency is a form of frequency modulation. The signal onto which data is
modulated is called the carrier, and the signal frequency when no data is being modulated is
called the carrier frequency.

Computer networks use copper wires roughly the same way as you can a water hose to
communicate (although it is much more complex than this simple description). Figure 7-1
illustrates a wave of electrons passing through a wire.

0 1 0 1
Figure 7-1 A Simplified View of Converting Frequency into Binary

To get closer to how things really work, we need to add another detail to the example: the
electricity in the wire is polarized as it travels or moves in two different directions. When
the wave shown in Figure 7-1 is above the gray dashed center line, the power moves (or is
polarized) in one direction. When the wave is below the gray dashed center line, the power
moves (or is polarized) in the opposite direction.

When the electrical signals move in one direction through the wire, they create a magnetic field
with the north pole facing in one direction and the south pole facing in the opposite direction.
When the power level crosses the center gray dashed line, the magnetic field collapses, so there
is no magnetic field. When the electrical signal moves in the opposite direction, the magnetic
field rebuilds, with the north and south poles facing opposite directions.
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This magnetic field to electrical signal effect also works in the opposite direction. Placing a
wire into a constantly shifting magnetic field causes electrical signals in the wire. The fre-
quency and direction of these signals will correspond to the ebb and flow of the magnetic
field.

Transferring signals from one wire to another through magnetic fields is called inductive
reactance. Inductive reactance is the cause of most interference in transmitting wired (and
wireless) electrical signals.

Imagine, for instance, two cables running near one another. Each of the wires in these two
cables will produce and react to the magnetic fields generated by the other cable. Laying a
power cable too close to a data cable can sometimes allow magnetic fields from the power
cable (which would be much stronger than the fields generated by the data cable) to generate
signals in the data cable.

High-power radio transmitters can cause this same effect. For instance, running a data cable
near a microwave oven may allow signals from the oven to change the signal transmitted
through the wire.

How do engineers prevent this kind of interference between cables? The two primary
methods are rwisting and shielding. Figure 7-2 illustrates how twisting conductors for the
signal’s return path in a cable acts as a countermeasure to interference.

Point A
— —
S~ ~
0 1 0 1
Point B

Figure 7-2 Twisting Conductors and Inverting the Signal to Reduce Interference

Assume each of the signals shown in Figure 7-2 is transmitted on one of the two wires
twisted together in the image. At Point A, as one signal is at its maximum—creating its
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maximum possible magnetic field polarized in one direction—the signal traveling along the
second wire creates a magnetic field polarized in the opposite direction.

These two magnetic fields will cancel one another out, effectively creating no magnetic field
around the wires.

This process is imperfect: the two signals cannot be paired perfectly, the wire will have spots
where the twist is just slightly different than what it should be, etc. Of course, when you
untwist the wires at either end to insert them into a connector, you break the intended effect
and allow interference, particularly between pairs of wires in the same cable. You should be
careful to untwist the amount of wire specified by the connector when attaching a connector
to avoid disturbing this countermeasure against interference.

The second way to protect a cable from external electrical and magnetic signals is through
shielding. Figure 7-3 illustrates.

\ : V.. A
|
|
|
|

‘\ N V\‘\ |
Center Conductor(s) Insulator Shield Outer Cover
Figure 7-3 Shielded Cable

Shielded cable contains an inner core containing one or more cables and an outer shield.
The outer shield is either a mesh or thin grounded foil—literally attached to something able
to absorb all the signal generated in the shield. Since the shield is absorbing and (in theory)
blocking the magnetic and electrical signals from nearby transmitters and cables, external
interference should not affect cables in the shield’s center.

The signal travels from the transmitter through the coax to the receiver. The return path for
the power from the receiver to the transmitter is along the shield.

Coax has one conductor in the center. Cables can have more than one twisted set of wires in
the center of shielding, called a shielded twisted pair.

When working with shielded cables, it is important to strip the correct amount of shielding
when installing a connector and to connect the shield to a ground.

Measuring Interference

Topic Network engineers care about two distinct measures of interference when working with
cable: near-end crosstalk (NEXT) and far-end crosstalk (FEXT). Both of these are called
crosstalk because the kind of interference described previously was first noticed back in the
analog telephone days. Crosstalk in analog telephones happens when you can hear the con-
versation from another cable pair in the background of your conversation.

NEXT measures how much external noise a cable can reject or how noisy an environment a
cable can be used in without compromising the signal passing through the cable. NEXT is
measured at the near end, where the transmitter connects to the cable.
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Key

Key

FEXT measures how much external noise is interfering with a signal in an

existing cable. FEXT is a “real-world” measurement used to determine the quality of an
in-place existing cable run. You measure FEXT at the cable’s far end or the opposite end
where the transmitter is attached.

Other Cable Ratings

There are other kinds of ratings you should care about as a network engineer—specifically
whether the cable is plenum or direct-bury rated.

Plenum is just a fancy name for an air return for an air conditioner or heating system. If there
is a fire in a building, these air returns are the primary way oxygen makes it to people who
happen to be inside the building, helping to keep them alive. If a cable run through a plenum
releases poisonous gasses when it burns, those gasses will be released into the return air
system and directly into the lungs of the people inside the building.

Dumping poison gas into the air during a fire would not be a good thing, to say the least.

Caution is required because the space above the drop ceiling in many commercial buildings
is the air return or plenum.

Direct-bury rating is just what it sounds like: these cables can be directly buried under-
ground instead of being placed inside a conduit or some other protective cover. If you
are running cables between two buildings, the direct-bury rating of the cable might be an
important factor to consider.

The Maximum Transmission Unit

Assume you are sitting around a campfire (or table) with friends. A discussion about a really
important topic breaks out, but one person (or a couple of people) dominates the conversa-
tion. One way of solving this is the “speaking stick.” An object is chosen (like a stick) and
passed around the room. Only the person who has the stick can talk.

But what if the person with the stick talks for too long, and they still dominate the conversa-
tion? One way to solve this situation is to set a timer when someone gets the stick. Once the
timer times out (wakes up in computer programming terms), the person holding the stick
must hand the stick to the next person in line.

The problem solved by the speaking stick is many people in the same physical space want to
share the same medium—the air in the room—and the listener’s attention.

Computer networks are designed so multiple hosts share the same physical wire (called mul-
tiplexing) and have the same problem as a group of friends sitting around a table trying to
have a coherent conversation. If any one computer is “talking,” no other computers can talk
at the same time; otherwise, their signals will collide, and none of the other computers will
be able to understand the signal.

The maximum packet size—the maximum rransmission unitr (MTU)—is set on each link to
help prevent these collisions. Because each bit takes a specific amount of time to transmit,
setting the number of bits a host can send at once controls how long the host can use the
network before being required to allow some other host to (try to) transmit.
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About MTUs

The MTU also relates to how long it takes for the signal to traverse the longest permitted
wire for a particular kind of wire. The transmission should last long enough for every host on
the wire to know another host is transmitting before it tries to transmit.

The smallest MTU across an entire path between two hosts in a network is called the path
MTU. While this is similar to, and based on, the MTU of a single link, these two concepts
should not be confused.

Ethernet over Copper

When Ethernet was first developed and deployed by Xerox in the mid-1970s, operators built
networks using Token Ring, ARCnet, X.25, and circuits designed to carry voice. Even in the
late 1980s, operators deployed large-scale installations of inverse multiplexers, combining
several lower-speed telco-based lower-speed T1 links into a single circuit, and token bus
networks.

By 1985, however, 3Com had sold some 100,000 Ethernet adapters for personal computers,
and Ethernet interfaces 150 times faster than the fastest telephone-based circuit were
available (10 Mb/s versus 64 Kb/s). Since the mid-1980s, the speed and capacity of
Ethernet have increased, and virtually every wired circuit deployed uses some form of
Ethernet standards.

Standards set the speed and kind of Ethernet standards; Table 7-2 gives some examples.

Table 7-2 Typical Ethernet Designations

Designation Description

10BASE-2 10 Mb/s over thin coaxial cable; thinnet

10BASE-5 10 Mb/s over thick coaxial cable; thickner

10BASE-F 10 Mb/s over fiber optics

10BASE-T 10 Mb/s over a single twisted pair of unshielded copper wire (category 3)

100BASE-T | 100 Mb/s over a single twisted pair of unshielded copper wire (category 5)

100BASE-T2 | 100 Mb/s over two pairs of unshielded twisted pairs of copper wire
(category 3)

1000BASE-T |1 Gb/s over four pairs of unshielded twisted pairs of copper wire (caregory 5)

Ethernet was initially designed to run over a thick coaxial cable called rhickner. Technicians
connected hosts to a thicknet cable by drilling a hole through the outer layers to reach the
inner conductor, then attached a vampire tap with two spikes. The longer center spike
contacts the inner conductor, and the shorter spikes contact the outer shield. Thinnet was
much easier to work with because the cable was much thinner and easier to handle, and you
connected to it using T- and soldered end-connectors.

Ethernet Bus Topologies
All the hosts are attached to a single segment of wire when using thicknet and thinnet, as
shown in Figure 7-4.
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Figure 7-4 Erberner Shared Medium Access

Because only one host can transmit onto the shared medium at a time, every host waits
for a predetermined amount to see if the wire is empty before transmitting. The wait time
required depends on the minimum packet size allowed on the segment and the amount of
time it takes for an electrical signal to make it from one end of the segment to another.

This method of accessing a shared medium—waiting some time to ensure it is not in use
before transmitting—is called Carrier Sense Multiple Access. When multiple hosts try
to access a single physical wire, they must try to sense if the carrier is in use before
transmitting.

If, as shown in the Collision part of the illustration, two different hosts transmit at the same
moment, they should receive their signal at the same time they are transmitting it. If a host
discovers the transmission on the wire is different than what it is currently sending, there
must be two hosts transmitting simultaneously—a collision. According to the Ethernet stan-
dard, when a host detects a collision must set a random wait timer, trying again when the
timer expires (or wakes up).

Ethernet’s method of sharing a single wire is called Carrier Sense Multiple Access with
Topic

Key

Collision Detection (CSMA/CD).

The single long coaxial wire shared by a group of hosts is called a bus topology.

Topic

NOTE Real-world deployments no longer use bus topologies.

Ethernet Star Topologies

CSMA/CD can also be used in a star topology, as shown in Figure 7-5.
Topic
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Figure 7-5 Ethernet Star Topology

A star topology is formed when every host, or other connected device, connects directly to a
central device, like a hub, switch, or router.

The network in Figure 7-5 operates the same way as the networks in Figure 7-4: only one
host can transmit at a time. Each host connects via twisted-pair cables to a repeater or hub,
marked as D in the illustration.

Repeaters repeat any signal they receive on any port to every other port. When host A

Topic begins transmitting, its electrical signals are copied or repeated onto every port at hub D,
so hosts B and C receive the signals in near real-time (given the amount of time required to
carry the signal through the network physically).

Moving from a bus to a star topology might seem to change how network wiring is run
and what kinds of cables are in use. In the mid-1980s, the cost and long-term viability of
different cabling systems were very much a topic of heated discussion.

NOTE Real-world deployments no longer use star topologies with Ethernet hubs.

However, moving to a star topology facilitated Ethernet switches’ development and
deployment, as Figure 7-6 shows.
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A

Figure 7-6 Swirched Ethernet Topology

Replacing the hub in the star’s center with either a switch or a router breaks up the electrical
circuit. The switch receives and processes the entire packet, holding the packet in memory if
two hosts transmit simultaneously.

The switch, however, must still use CSMA/CD to coordinate its transmission with the
attached hosts.
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Ethernet Twisted Pair
Ethernet twisted-pair cables are rated based on their shielding, the amount of data they can
carry, and the maximum length of the cable. Table 7-3 lists common Ethernet cables and
their characteristics.

Table 7-3 Common Ethernet Cable Types

Type Data Rate Notes

Category 3 10 Mb/s Introduced in the early 1990s

Category 5 100 Mb/s Introduced in 1995
100-meter maximum length

Category 5e | 1000 Mb/s Not an official standard

Category 6 1 Gb/s up to 100 meters Contains a “spline” between each twisted pair to

10 Gb/S up to 37 meters reduce crosstalk

Category 7 Similar to Category 6 Developed by a group of manufacturers; not an
official standard

Category 8 40 Gb/s Generally used for router-to-router connections
30-meter maximum cable length

There is only one twisted-pair Ethernet connector in widespread use: the RJ-45. Figure 7-7
illustrates.

Ke

Figure 7-7 The RJ-45 Connector

The elements shown in Figure 7-7 are as follows:

m Punch-down tool, used for punching individual copper strands into blocks or quick-
attach connectors. Punch-down tools are also used to terminate plain old telephone
service (POTS) and alarm wiring.
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m Etbernet cable, as built by a factory. You can see the individual wires inside the plastic
connector on this version. Note the strain gage on where the cable meets the connec-
tor; this helps reduce strain on the cable when installed tightly or around sharp bends.

m Car 5e cable, showing the twist in each pair of conductors. The brown/white pair has
been untwisted a small amount to show the two separate wires.

m Crimping rool, used for crimping wires into a connector when hand-building Ethernet
cables.

The RJ-45 connector is an example of a registered jack, first standardized by the Bell System
in the United States and standardized by the United States Federal Communications Com-
mission (FCC) in the 1970s. Technically, the RJ-45 used for Ethernet is a variant, the RJ-45S,
but everyone shortens this to RJ-45.

Typically, in phone applications, a jack is used with enough pairs of wire to support the
number of circuits:

m Single-line phone: RJ-11 with the two center wires connected

m Two-line phone: RJ-14 with one line connected to the center pair and the second line
connected to the two outer pair

m Three-line phone: RJ-25 with three pairs

RJ-45 connections have four pairs, as shown in Figure 7-7. Figure 7-8 shows the wiring for an
RJ-45 Ethernet cable.

T-568A T-568B CROSSOVER
| |
left [___+— GREEN —— ORANGE/WHITE —— GREEN/WHITE
[ +H— GREEN/WHITE —— ORANGE —— GREEN
[ ORANGE/WHITE —— GREEN/WHITE —— ORANGE/WHITE
[ H—BLUE —— BLUE —— BLUE
[ H—BLUEWHITE ——BLUEWHITE  —— BLUE/WHITE
[___+H— ORANGE —— GREEN —— ORANGE
[ +H— BROWN/WHITE —— BROWN/WHITE —— BROWN/WHITE
gt [____+H—BROWN —— BROWN —— BROWN
| |
left [ }+— GREEN ——— ORANGE/WHITE —— ORANGE/WHITE
[ FH— GREEN/WHITE —— ORANGE —— ORANGE
[ ORANGE/WHITE —— GREEN/WHITE ~—— GREEN/WHITE
[ +H—BLUE —— BLUE —— BLUE
[ H—BLUEWHITE ——BLUEWHITE  —— BLUE/WHITE
[+ ORANGE —— GREEN —— GREEN
[ H— BROWN/WHITE —— BROWN/WHITE —— BROWN/WHITE
right [ BROWN —— BROWN —— BROWN

Figure 7-8 Etrherner Cable Wiring
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When wiring a building or house, you should use either T-568A or T-568B on both ends of
all the cables. Most network devices will now detect which way the network is wired and
adjust accordingly.

If one end of a cable is wired as a T-568A and the other end T-586B, the cable crosses over
the signals; the transmit connection on one device is connected directly to the receive con-
nector on the other. Crossover cables were once common for connecting two hosts, routers,
or switches. Hosts are wired to be connected to switches and switches to hosts; without a
crossover, these two kinds of devices will not normally communicate.

Most network equipment has a crossover software setting that reverses the wires used for
transmitting and receiving, so crossover cables are generally not required when configuring
or testing Ethernet networks.

Power Over Ethernet

Because POTS phones draw their power from the phone line, telephone connectors, and
cables are designed to carry power and a signal. The computer networking industry uses
these original design specifications, modified for computer networks, to support Power
over Ethernet (PoE).

PoE allows a small device to run entirely off the Ethernet cable—without being plugged into
a wall outlet or other source of electricity.

PoE is important for IoT, IP-based telephones, wireless access points, and other small
dev